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Software Licence Agreement

Please read this agreement before using your copy of NetSupport Software. This is a legal
agreement between you and NetSupport Ltd. If you do not wish to be bound by the terms of
this licence agreement you must not load, activate or use the software.

TERM: Subject to termination under Termination Clause below the licence shall be perpetual.

GRANT OF LICENSE: Subject to the payment of the applicable license fees, and subject to your
abidance by the terms and conditions of this agreement, NetSupport Ltd hereby grants to you
a non-exclusive, non-transferable right to use one copy of the specified version of the software
which you have acquired.

USE: The software is licensed with volume use terms specified in the applicable order
acknowledgement, product invoice, license certificate or product packaging. You may make,
install and use as many additional copies of the software on the number of devices as the
terms specify. You must have a reasonable mechanism in place to ensure that the number of
devices on which the software has been installed does not exceed the number of licenses you
have obtained.

SERVER USE: To the extent that the applicable order acknowledgement, product invoice,
product packaging or license certificate sets forth, you may use the software on a device or on
a Server within a multi-user or networked environment ("Server Use"). A separate license is
required for each device or "seat" that may connect to the software at any time, regardless of
whether such licensed devices or seats are connected to the software concurrently, or are
actually using the software at any particular time. Your use of software or hardware that
reduces the number of devices or seats that connect to and use the software directly or
simultaneously (e.g., "multiplexing" or "pooling"” software or hardware) does not reduce the
number of licenses required. Specifically, you must have that number of licenses that would
equal the number of distinct inputs to the multiplexing or pooling software or hardware "front
end"). If the number of devices or seats that can connect to the software can exceed the
number of licenses you have obtained, then you must have a reasonable mechanism in place
to ensure that your use of the software does not exceed the use limits specified for the license
you have obtained.

COPYRIGHT: This software is protected by international copyright laws. You may copy it only
for backup purposes. The software is licensed to you, but not sold to you.

RESTRICTIONS: Neither you nor any reseller may rent, lease, sell licensed copies [on
approval], or otherwise transfer the right to use this software to another person, except that
you may sell or give away your original copy, as long as you do not keep any copies. The
software may not be modified, disassembled or reverse engineered except with the prior
written consent of NetSupport Ltd.

LIMITED WARRANTY: NetSupport Ltd warrants that the software will perform substantially in
accordance with the accompanying documentation for a period of ninety (90) days from the
date of purchase. NetSupport's entire liability and your exclusive remedy shall be either a) the
replacement of the defective software or b) return of the price paid. This remedy shall be at
NetSupport's option and subject to proof of purchase from an authorised source.

Any implied warranties including any warranties of quality or fitness for a particular purpose
are limited to the terms of the express warranties. NetSupport Ltd. Shall not in any event be
liable for loss of profits, data or information of any kind or for special, incidental,
consequential, indirect or other similar damages arising from any breach of these warranties or
use of the software even if they have been advised of the possibility of such damages. Some
countries do not allow the limitation or exclusion of incidental or consequential damages, so
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the above limitation or exclusion may not apply to you. This warranty does not affect your
statutory rights, and you may have other rights that vary from country to country. In any
event NetSupport's maximum liability shall not exceed the price paid by the end-user /
licensee.

TERMINATION: You may terminate this licence and this Agreement at any time by destroying
the program and its documentation, together with any copies in any form.

NetSupport Ltd. may terminate this licence forthwith by notice in writing to you if you commit
any serious breach of any term of this licence and (in the case of a breach capable of being
remedied) shall have failed within 30 days after receipt of a request in writing from NetSupport
Ltd. so to do, to remedy the breach (such request to contain a warning of NetSupport's
intention to terminate). Upon termination you will destroy or return to NetSupport Ltd the
original and all copies of the software and will confirm in writing to NetSupport Ltd that this
has been done.

SUPPORT: If you have a problem with the installation of the software you should in the first
instance contact your supplier. You can separately purchase support and maintenance which
will also cover the supply of enhancements and upgrades.

GOVERNING LAW: This agreement shall be governed by the laws of England.
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WELCOME TO NETSUPPORT DNA

Education

Optimised for the easy management of a school or campus-wide IT
infrastructure, NetSupport DNA provides a complete toolbox of features
to support the effective management of school, staff and student
technology. The solution is built with ease of installation and ease of use
at the heart of each and every feature.

Save time with proactive warning alerts of issues across the network -
from server failure, low disk space, unauthorised software installs,
through to licence compliance and student help requests. Generate
reports automatically and routinely for the Senior Leadership Team and
use the supporting mobile apps to ensure key data is accessible for IT
staff from wherever they are.

Reduce IT costs by identifying hardware that can either be redeployed or
upgraded rather than replaced; tracking software licence deployment
and, critically, licence usage - thereby avoiding costly renewals for
software no longer needed; monitoring print usage across the school;
energy monitoring and deployment of a power management policy in
relevant areas of the school.

Deliver a safer environment by monitoring and controlling internet use
with approved and restricted URL lists. Stay alerted to any safeguarding
issues with keyword monitoring and enable students to report concerns
directly to trusted staff. Control access to content with endpoint security
across the school; deliver user acceptance policies; monitor students in
the classroom, and much more.

Corporate

A complete ITAM solution for the effective management of the enterprise.
NetSupport DNA delivers a full suite of features to help support the
management and maintenance of IT assets.

NetSupport DNA is designed to be easy to install and with ease of use at
the heart of each feature. NetSupport DNA has the flexibility to scale with
your business needs — from a single SME through to larger multi-site
implementations — without breaking the IT budget.

Save time with proactive warning alerts of issues across the network -
from server failure, low disk space, unauthorised software installs,
through to licence compliance and user help requests; with reports
automatically and routinely generated for management; and by using the

11
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supporting mobile apps to ensure key data is accessible for IT staff from
wherever they are.

Reduce IT costs by identifying hardware that can either be redeployed or
upgraded rather than replaced; tracking software licence deployment
and, critically, licence usage - thereby avoiding costly renewals for
software no longer needed; by monitoring print usage across the
enterprise and with energy monitoring and deployment of a power
management policy to relevant areas of the company.

Add security by preventing access to unauthorised websites; limiting use
of key applications to only authorised users; by helping protect company
data with profiled memory stick access; delivering user acceptance
policies; and sending security alerts for any unauthorised activity such as
hardware removal, antivirus services being stopped and more.

12
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Features

Ease of Installation

NetSupport DNA is designed to deliver a complete suite of IT
administration features without the associated expensive hardware
purchase, implementation and training costs of alternative solutions.

After installation of the server module (used to manage and add
information to the DNA database), the deployment tool provided will
automatically discover and install the DNA client on targeted devices.
Finally, the DNA console (installed by the IT technician) provides full DNA
system control, rich on-screen information and real-time reporting.

A typical 50-user PC evaluation can be up and running within 30 minutes.
An additional gateway component is included as standard for linking
multiple remote sites and SQL Server Express is also included so it can be
used for evaluation. DNA will link with Active Directory (including single
sign-on) and includes the ability to profile department access and
administrative features by console user.

Device Auto-discovery
Receive notifications of any new devices that join the network and choose
whether to deploy an agent automatically.

Once NetSupport DNA is installed and operational in your enterprise, it
will constantly monitor the network and identify any new devices that
join, providing the option to automatically deploy an agent for future
management.

Hardware Inventory

NetSupport DNA provides one of the most comprehensive and detailed
Hardware Inventory modules available on the market today. A wealth of
information is gathered from each device, from CPU and BIOS types to
network, video and storage information.

Inventory reports are displayed either for a single PC, a selected
department, condition-based "Dynamic Groups" or for the full enterprise.

A Contracts module is also provided to record both leases and
maintenance contracts associated with any devices and peripherals,
including supplier details, contract term dates and costs.

Hardware Inventory updates are configured to run at different time
intervals throughout the day or at start-up and can be refreshed instantly

13



NetSupport DNA v4.40

on demand. A stand-alone inventory component is available to run on
non-networked or mobile devices and in addition, high value peripherals
can also be associated and recorded against a device.

SNMP Device Discovery

The SNMP Discovery view allows NetSupport DNA to be configured to
scan a range of network addresses and report on any appropriate devices
discovered, such as printers and access points. These items can then be
stored within DNA and real-time data (such as ink or toner levels) can be
monitored from the console.

The SNMP module includes both discovery of and then active monitoring
of any selected SNMP devices, tracking statistics and a history for any
data set on a given device over time, such as data traffic on each
interface of a network switch. The module also includes a dedicated
alerting component, supporting dozens of customisable alerts which can
be created and triggered if any tracked data meets a specific criteria.
Alerts can be sent automatically to designated console users or pre-
defined email accounts. Custom query based reports and views can also
be created to reflect all gathered data.

Software Inventory and Licensing

The Software Module is designed to help organisations manage licence
compliance and reduce software overspend by accurately reporting
installed software and proactively identifying PCs with software that has
no or low usage.

A detailed summary of all programs and applications installed on each PC
is provided, including Windows 8 and 10 store apps. NetSupport DNA can
display the information for a selected PC, a department or a custom
group and features an extensive module for assigning and tracking
licence use. The NetSupport DNA software licence module supports the
ongoing management of all software licences for each department —
recording suppliers, purchase and invoice details, department or cost
centre allocation and the tracking of maintenance contracts as well as
storing PDF copies of any supporting documents.

A file scan option is also included and can be used to identify files of a
certain type installed locally on devices. This could be used to ensure
work documents are not being stored locally and missing company
backup routines.

14
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Software Application Metering

The Application Metering module reports on all applications used on each
PC or server, detailing the time the application was started and finished,
as well as the actual time it was active.

Monitoring application use ensures software licences are assigned to the
right users and aren't renewed for users without matching application
activity, thus enabling cost savings.

Application usage can also be restricted for users or departments, either
fully or just by time of day. Lists of approved and restricted applications,
together with times when restrictions apply, can be created and enforced
centrally.

Application Metering enables the business to monitor and report current
licence use levels for all installed applications and ensure that application
usage complies with corporate policy. Reports can be presented by PC or
logged-on user.

Internet Metering

From online collaboration and cloud-based solutions to social media and
beyond, access to the internet is constant. To ensure the successful use
of staff time, the effective use of company bandwidth and to support a
safe environment, it is essential that companies don't just have an
internet safety policy in place, but also the right tools to enforce it.

The Internet Metering module provides a detailed summary of all internet
activity on each PC by a user, including start and finish times for each
URL visited and the active time spent on a page. Results can be reviewed
either by activity on a specific device or for a user, no matter where they
worked. Naturally, the key to supporting an effective policy is to provide
effective controls. With NetSupport DNA, internet usage can be fully
managed; lists of approved and restricted URLs and/or sub-URLs can be
applied centrally. Once applied, NetSupport DNA can allow unrestricted
access to all websites, restricted access to certain websites that have
been marked as approved by the company or by blocking access to
specific sites marked as inappropriate.

Access can also be controlled by time of day, perhaps only allowing

access to approved gaming or social media sites at lunchtime and outside
of working hours.

15
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Enterprise Alerting

NetSupport DNA features an extremely powerful Alerting module that
prompts the system to automatically notify operators when any number
of changes occurs across the enterprise. Building on the DNA philosophy,
the system is designed to be simple to initiate and any number of custom
alerts can be added.

There are two types of alert: server and PC. Server alerts identify any
changes within the data gathered by NetSupport DNA across the overall
enterprise, including alerts for things like new PCs added, changes in
hardware, a new application installed/removed and so on. PC alerts
identify real-time changes or conditions that occur on a specific PC, such
as CPU utilisation exceeding XX%b for XX minutes, free disk space falling
below XX%, when a key service stops (e.g. AntiVirus service or IIS on a
server), print spooler alerts, security alerts (e.g. failed login attempts)
and much more. As part of a SIEM (Security Information and Event
Management) strategy, the PC event log can also be monitored with
alerts triggered for errors, warnings or selected audit outcomes.

Alert notifications can be directed to specified email recipients and/or
active console users (on a per alert basis, so the nature of the alert may
dictate which operators are notified). In addition, outstanding alerts are
identified against matching PCs on the main company hierarchy tree
view. Once alerts have been identified, notes can be added by an
operator. A full history of all alerts is accessible from the History feature.

Software Distribution
NetSupport DNA provides a multi-delivery option for Software
Distribution.

A software distribution package is created by either applying parameters
to a collection of files or folders or by using the DNA application packager,
recording the user prompts, keystrokes and mouse clicks that are used
during a test installation, and then automating these on a live
deployment to bypass the need for operator intervention.

Once created, the application package can be automatically "pushed" to
the target PCs for deployment or, alternatively, it can be "published".
Once published, a user can check to see which applications are available
for their PC, based on their departmental membership, and "pull" these
on demand.

16
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NetSupport DNA includes a Scheduling feature, allowing packages to be
deployed on a specific date and time - usually out of core office hours
when network traffic is at its lowest.

With remote deployments, the need to minimise network traffic
congestion becomes a priority. In this case, NetSupport DNA allows a
client PC, ideally local to the target machines, to be nominated as a
distribution point. When the software is deployed, rather than being sent
to each remote PC directly, it is just sent to the designated PC which then
acts as a relay and re-distributes it to its local PCs.

Energy Monitoring and Power Management

The Energy Monitoring module provides a simple and concise high-level
summary of potential energy wastage across an organisation by computer
systems that are left powered on out of business hours.

NetSupport DNA checks to verify the powered-on state of all computers
and its local monitoring component keeps an accurate record of each time
a computer is powered on, off or hibernates. Once it knows the times of
day each computer was operational, an average (and customisable)
"power consumption per device" calculation is used, facilitating a baseline
energy usage calculation for all computers.

With this information to hand, Power Management policies can now be
set. Selected PCs can be set to automatically power off at a specified time
at the end of each day and then power back on — all at once, or in stages
— the next morning. In addition, "inactivity policies™ can be applied,
allowing rules to be applied for systems to sleep, log out or power down if
they have been inactive over a period of time.

Endpoint Security

NetSupport DNA provides a simple and effective solution for managing
the use of USB memory sticks to help maintain the security of the
network. The use of memory sticks can be controlled across the entire
enterprise or, just for specific departments and usage, can be set to allow
full access, block all access, allow read-only or prevent applications being
run from a memory stick. Alternatively, individual memory sticks can be
“authorised” in NetSupport DNA - for the current day, a week or
indefinitely - and the use of sticks in the enterprise can also be limited to
only those authorised.

A program administrator can connect a memory stick to their local PC and

then authorise its use within the DNA console for either a given
department or a specific user. Users who connect an unauthorised
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memory stick to their PC can also request remote authorisation where
appropriate. Not only does NetSupport DNA identify both removable
(memory stick) and portable (mobile phone, tablet, camera) storage
devices, it also provides similar usage controls over CD / DVD devices
(including USB and virtual).

Real-time Monitoring (Explorer Mode)

Gain a real-time summary of all your PCs using Explorer mode. Selected
PCs can be viewed in three formats — Icon, Details or Thumbnail view —
and these can be refreshed at time intervals of your choice, e.g. every
five or ten seconds and so on.

In the Thumbnail view, the PC screens (including multiple monitors) are
visible and give a visual overview of current activity. The thumbnails size
can be changed to suit the operator's needs. For selected departments
(i.e. finance or teachers), privacy modes can be set so the thumbnail is
blurred.

Displaying the selected PCs as icons is another useful option for viewing
large numbers of PCs at a glance and simply highlights OS platforms, and
any with active notifications.

Drilling down further, the Details view displays all of the selected PC's
details in a list with any active notifications highlighted, allowing for easy
identification of PCs that may need immediate attention. This view also
provides a visual summary of all active policies applied to each PC. In
addition, by right clicking on any PC an operator can launch on-the-fly
PC-specific features such as power on/off, chat, remote control, send
messages and more.

The notification filter can be used across all three display modes to
highlight the PCs with any active notifications within the chosen time
period.

Remote Control

NetSupport DNA (Education Edition) includes powerful Remote Control
and monitoring features as standard. Everything from screen viewing to
transferring files and more is included in the component. The latest
version also includes a Remote PowerShell, Command Prompt and
Registry Editor to make remote device management even easier.

For those wishing to take their remote support requirements to the next

level, NetSupport Manager provides seamless and secure access to
workstations and servers across your enterprise, both locally when in the
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school and remotely when off-site or mobile. NetSupport Manager
features true multi-platform remote control: monitor and view dozens of
devices in a single view; transfer files or updates to one or multiple
devices simultaneously; remotely view/edit the Registry; manage
services and processes; conduct audio chats; share screens or even show
your screen to others; access interactive training tools; and much more.

User Management

NetSupport DNA provides a range of features to locate and manage users
within a networked environment. In addition to key user data (name,
telephone etc), DNA provides the customer with the ability to tailor the
data to be gathered and collated from each user, including tracking of
user acceptance forms. DNA also keeps a history of changes to the data
entered in User Data. Changes to Custom User Details are recorded,
including the following fields: Employee Number, Location, Asset Tag and
Owner.

Other supporting tools include real-time chat and enterprise messaging, a
real-time system status view for all devices, as well as a range of system
admin features.

E-Safety

NetSupport DNA, together with its optional classroom management
module, provides a range of features to support a school-wide e-Safety
policy. Within DNA, this includes both Internet Monitoring and restrictions
to prevent access to inappropriate websites; disabling webcams on
classroom devices; controlling access to content on memory sticks;
triggering Alerts when violations occur — through to the enforcement of
acceptable usage policies.

Safeguarding

NetSupport DNA helps enhance your school’s safeguarding policy with the
Keyword and Phrase Monitoring feature, which provides insight into and
alerts from any activity by a student that might suggest they are engaged
in activity that would place them at risk. The details/context of triggered
words can be reviewed, with the results (available as a log, screenshot or
video, according to severity level), forwarded to a colleague to follow up
on, if required. The “Report a Concern” feature allows students to report
concerns directly and discreetly to nominated school staff, whilst
Safeguarding staff can also flag ‘at risk’ students on the system so they
can be easily identified and support provided to them.

19



NetSupport DNA v4.40

Note: These features are only available in the Education Edition of
NetSupport DNA.

Vault

NetSupport DNA contains a Vault component to allow secure storage of
serial numbers, passwords or any other confidential IT data. Access to

the Vault can be restricted to specific console users and activity can be
recorded against the central DNA audit trail.

System Audit

NetSupport DNA includes a powerful Audit component to track all selected
console activity by staff. The Audit feature records changes to policies or
settings; when entries are added/ deleted or where rights are changed for
any user.

Enforce Acceptable Use Policies

Acceptable Use Policies (AUP) form an integral part of the key information
security policies used by most organisations. It is common practice for
new staff to sign an AUP before using company resources for the first
time, or to confirm they have read any changes to such a policy
whenever it is updated.

NetSupport DNA provides a flexible module to support the delivery and
tracking of AUPs across the enterprise. Policies can be applied to specific
devices for display each time any user logs on, or to users for one-time
display and acknowledgement. The Acceptable Use Policy feature can
support multiple policies, which can then be formatted for clear
presentation. Full tracking and exception reporting is also provided.

Print Monitoring

NetSupport DNA includes a high-level Print Monitoring feature. Individual
printers across the enterprise are automatically identified and, from the
central console view, costs for printing (black and white, colour and so
on) can be assigned either globally or against each different printer.
Where required, printers can also be excluded from the view. A full
overview of printing activities and indicative costs across the enterprise is
provided by NetSupport DNA.

Enterprise Reporting

NetSupport DNA provides both on-screen and print-optimised reporting.
The on-screen reports/views are provided with supporting bar and pie
charts and "live" drill down capabilities on all key summary data. As well
as reporting on individual devices, users and departments, NetSupport
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DNA also features dynamic groups. These are user-defined and are added
to the main company tree. A dynamic group could, for example, be to
identify which PCs are upgradeable and such a group would be created
automatically from those that match the required criteria — such as "all
PCs with more than 'XX' Gb Ram, 'XX' Gb free disk space and XX
processor type" and so on.

Print optimised reports are designed for management reporting and can
be scheduled for creation and output to a specified file location
automatically. All reports include the option to print or export to PDF,
DOC and XLS.

NetSupport also supports custom views for all data; the Query Tool
provides users with an easy interface for defining custom views. The
query tool uses a simple drag and drop field picker, supported with
conditions and sum-based features.

Mobile Inventory

Provided as a supporting tool for NetSupport DNA, the Inventory app can
be downloaded free from the Google Play and Apple app stores. The DNA
mobile app allows a Technician, when away from their desk, to search for
and view a detailed Hardware and Software Inventory for any PC on the
company network. The mobile app also includes a QR code scanner to
help instantly identify any PC, either from an on-screen QR code
displayed by DNA, or from a label fixed to the device. NetSupport DNA
also provides a QR code label creation facility, including support for
custom details. Histories of all hardware changes as well as any software
installs or removals are also shown on the app.

In addition to the Inventory and History views, the NetSupport DNA
mobile app also highlights any new PC alerts that have triggered across
the network. Finally, the app also provides an option to launch a Remote
Control session on any selected PC directly from the smartphone or tablet
— ideal for both remote support and quick access for a technician back to
their own desktop PC.

Classroom Management (optional)

NetSupport is recognised globally as being the leader in classroom
management and orchestration software. NetSupport School is the award
winning classroom solution delivering a complete range of monitoring,
testing, collaboration and orchestration tools for any classroom
environment.
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NetSupport School helps teachers and trainers improve the efficiency of
ICT teaching by delivering a suite of tailored features developed with
teachers, for teachers. Teachers and assistants can instruct students
centrally to all their own devices; help maintain student focus by
monitoring and controlling the use of apps, websites, printers and more;
support student learning using unique digital journals; utilise the unique
student toolbar to highlight lesson objectives and expected outcomes;
and deliver targeted student and peer assessment with a unique Question
and Answer module, surveys or pre-prepared tests.

In addition, NetSupport School features a monitoring app for teaching
assistants to use in the classroom.

ServiceDesk (optional)

Designed to integrate with NetSupport DNA or operate as a standalone
solution, NetSupport ServiceDesk ticks all the boxes as a fully functioning
ITIL-compliant IT Service Management (ITSM) tool, supporting the key
areas of ITIL's best practice framework — Incident, Problem, Change and
Service Level Management. Used with NetSupport DNA and our remote
access solution, NetSupport Manager, support teams have a complete
network management toolkit.

NetSupport ServiceDesk can be accessed through a web browser by any
user from their desktop or mobile device and allows for the customisation
of many key features within the solution. From operator functionality to
the creation of specific data entry fields, it can be tailored to fit
seamlessly into your organisation.

Powerful and customisable workflow rules help ensure delivery of an
efficient and timely service in line with agreed service levels, automated
email processing helps deliver further time savings and, with NetSupport
ServiceDesk's customer-friendly self-service portal, users are able to
search for answers before even logging a support request.
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NetSupport DNA Packs

For complete flexibility and value for money, NetSupport DNA can be
purchased, either as a stand-alone solution or combined with one of our
complementary corporate or education solutions:

Pack A
NetSupport DNA (all components as standard).

Pack B (Education Edition)
NetSupport DNA plus NetSupport School.

For further information on NetSupport School, please visit
www.netsupportschool.com.

Pack C (Corporate Edition)
NetSupport DNA plus NetSupport Manager.

For further information on NetSupport Manager, please visit
www.netsupportmanager.com.
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INSTALLATION

System Requirements

NetSupport DNA Server

Minimum hardware: Intel Pentium 4 with 2GB Ram or higher.*
Free space required: 300 MB+ (dependent on number of Agents
supported).

Windows Vista, Windows 7, Windows 8/8.1 and Windows 10.
Windows Server 2003 SP3 or higher.

Databases supported: SQL Express (2012 included), SQL Server 2005 or
later. If no version of SQL exists on the target system when installing the
DNA Server you will be prompted to either install SQL Express (included
in the NetSupport DNA setup file), or to specify the address of an existing
SQL Server.

*Refer to our website www.netsupportsoftware.com/support for
recommendations based on installed Agent base.

Optional Server modules (SNMP Discovery, Remote Gateways,
Web Server)

Windows XP SP3 or higher.

Windows Server 2003 SP2 or higher.

NetSupport DNA Management Console
Free space required: 200 MB

Windows 7 or higher.

Windows Server 2008 R2 or higher.

Note: The Console can be installed on multiple machines.

NetSupport DNA Mobile Console apps
Android 4.03 or higher.
iOS 7 or higher.

NetSupport DNA Windows Agent (client)
Free space required: 25 MB

Windows XP SP3 or higher.

Windows Server 2003 or higher.

Additional "Inventory only" Agents
Mac OS X 10.7 or higher.
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Linux. (OpenSuSE 13.1 and 13.2, SuSE Enterprise 11 and 12, Ubuntu
12.04, 14.04, 14.10 and 15.04, Edubuntu 12.04 and 14.04, Debian 5, 6,
7* and 8, Red Hat Enterprise Linux 5, 6 and 7, centos 5, 6 and 7 and
Fedora 20, 21 and 22.)

Android 4.0.3 or higher

iOS 7 or higher

Windows Mobile 8 or later.

*64bit version of Debian 6 and 7 are not supported.

Notes:

e Terminal Server environments are only supported for the following
components: Application Metering, Acceptable Use Policies, User
Details, Print Monitoring, Internet Metering and eSafety.

e To use the 'Pin to Taskbar' feature in Windows 7, or above you will
need to remove certain words from the ‘Reserved List’. Please refer to
knowledgebase article 582 for further information
www.netsupportsoftware.com/support

Planning an Installation

Before commencing an installation, consider which components are
required. NetSupport DNA consists of eight main components:

NetSupport DNA Server

NetSupport DNA Console

NetSupport DNA SNMP Server
NetSupport DNA Web Server
NetSupport DNA Agent

NetSupport DNA Application Packager
NetSupport DNA Server Gateway
NetSupport DNA Agent Gateway

PN RGDNE

NetSupport DNA Server
The machine on which the server software is installed and the database is
stored is called the NetSupport DNA Server.

An additional SQL Server needs to be installed to enable the NetSupport
DNA Server to operate its database. The SQL Server works with the
NetSupport DNA Server by effectively storing and retrieving the data that
the DNA database collects, as required.
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NetSupport DNA comes with an SQL Server available, which can be
automatically installed. Alternatively, you can use an existing SQL Server,
by entering the server’s login details. The SQL Server may run either on
the same computer as the NetSupport DNA Server or on another
networked computer.

Note: For further information, see SQL Server Installation.

NetSupport DNA SNMP Server

The SNMP Server is the component that allows you to monitor and
configure SNMP-enabled Devices, such as printers and access points. The
SNMP Server will need to have network access direct to the SNMP
Devices. You will need to enter the DNS name or IP address of your
NetSupport DNA Server.

Note: You can use the Gateway to communicate with the Devices.

NetSupport DNA Web Server
The Web Server is installed on a Windows machine. This allows the
NetSupport DNA mobile app to connect to NetSupport DNA.

NetSupport DNA Console

The Console is the main interface for executing commands and is
generally installed on an administrator's machine. An administrator
executes a command and the gathered data is extracted from the
NetSupport DNA database which resides on the server. Console users are
provided with administrator rights. The installation prompts for an initial
Console user logon to be created, but additional Console users can be
added depending on your requirements.

Note: The Console can be installed on multiple machines.

NetSupport DNA Agent (Client)

The machine on which the Agent software is installed is called the
NetSupport DNA Agent. The Agent is the end-user machine where data is
collected from.

NetSupport DNA provides two types of Agents: Windows Desktop Agents
and Inventory-only Agents. Inventory-only Agents are available for Mac,
Linux, Android, iOS and Windows mobile and will report back key system
hardware details.
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NetSupport DNA Local (Server) Gateway

The NetSupport DNA Gateway provides a means of connecting remote
Agents to the NetSupport DNA Server. The Local Gateway communicates
with the NetSupport DNA Server. The Local Gateway must be installed
separately from other NetSupport DNA components.

NetSupport DNA Remote (Agent) Gateway

The Remote Gateway acts as a proxy server for the remote NetSupport
DNA Agents, allowing them to communicate with the NetSupport DNA
Server. The Remote Gateway can only be installed with the NetSupport
DNA Agent.

NetSupport DNA Application Packager

The NetSupport DNA Application Packager complements the Software
Distribution feature and allows users to record and play back "low
complexity" product installers.

Note: It is recommended that NetSupport DNA Servers, Agent Gateway
and Server Gateway components are installed on machines that
have a resolvable DNS name and that DNS names are used
throughout the configuration of Agents and consoles. If this is not
possible, it is highly recommended that fixed IP addresses are
assigned to any machine running the NetSupport DNA Server,
Gateway Agent or Gateway Server components.
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Starting the Installation

Download your copy of NetSupport DNA from
www. netsupportdna.com/downloads.asp

Click the appropriate language from the menu and select the option to
install NetSupport DNA.

The NetSupport DNA installation will start displaying a Welcome screen.

“_‘gl NetSupport DA - InstallShield YWizard @

| Welcome to the InstallShield Wizard for
NetSupport DNA

The InstallShieldiR) Wizard will allow you to modify, repair, or
remove NetSupport DMA. To continue, click Mext.

Click Next to continue.

NetSupport Licence Agreement

The NetSupport Licence Agreement will be displayed. Please read the
Licence Agreement carefully and select ‘I accept the terms of the Licence
Agreement’ and click Next to continue.

If you reject the Licence Agreement, (‘I do not accept the terms of the

Licence Agreement’) click Cancel. NetSupport DNA will not be installed
and you will be directed to exit from the install program.
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Select Setup Type

Choose the setup type to install on the workstation.

ﬁ MetSupport DMA, - InstallShield Wizard
Setup Type
Choose the setup bype that best suits your needs,
Please select a setup bype.

_ Server installation

i

Console installation
ﬁ Install all of the typical components deploved for & Console user,

This will include an Agent.
@ Standard Agent installation

Install all of the typical companents for the Server setup. This wil
also include & Console and Agent.

Install just the Agent component.,

_ Custom install
@ Manually select each of the components vou wish o install,

InstallShield

=]

| < Back H HMext = ] { Cancel

J

Server installation

Installs the NetSupport DNA Server, Console and Agent components.

Console installation

Installs the DNA Console and Agent components.

Standard Agent (Client) installation
Installs just the Agent component.

Note: Inventory only Agents are available for Mac, Linux, Android, iOS

and Windows mobile. Please see

www.netsupportdna.com/downloads.asp for information on how to

download and install the Agent for the relevant platform.

Custom installation

Allows you to pick and choose which components to install on the

workstation.

Click Next to continue.
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Custom setup
Decide which NetSupport DNA components to install.

Note: This screen will only appear if you selected Custom Install in the
Select Setup Type dialog.

1) NetSupport DMA - InstallShield Wizard

Custom Setup
Select the program features you wart installed.

iZlick on an icon in the lisk below to change how a feature is installed,

Feature Description

Server
The main application including the

SNIMP Server MetSupport DA database,

Web Server which provides the central

Console repositary For NetSuppart D

Agent

Remote Sites This Feature requires 120ME on
e ¥ v | Local Gateway (Server) your hard drive,
[+ ¥ = | Remote Gateway (Aogent)
(=~ | Application Packager
Install ko:
C:iProgram FilesiHetSupportiMetSupport DAY Change...
Installshield
[ Help ] I Space | | < Back J[ Mext = ] [ Cancel ]

Server
The machine on which the server software is installed and the database is
stored is called the NetSupport DNA Server.

An available SQL-based Server is required on which to install the
NetSupport DNA database. This server provides all of the functionality of
NetSupport DNA. It contains the repositories where all the collected data
resides.

SNMP Server
The SNMP Server allows you to monitor and configure SNMP-enabled
devices.

Note: If performing a SNMP Server-only install, you will need to enter
the location of the NetSupport DNA Server or Remote Gateway.

Web Server
The Web Server is installed on a Windows machine. This allows the
NetSupport DNA mobile app to connect to NetSupport DNA.

An available SQL-based Server containing the NetSupport DNA database
is required.
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Console

The NetSupport DNA Console is the main interface for executing
commands and is generally installed on an administrator's machine. An
administrator executes a command and the gathered data is extracted
from the NetSupport DNA database which resides on the server.

If performing a Console-only install, you will need to enter the location of
the server that will be used to connect to Agents.

Agent (Client)

The Agent component should be installed on end-user machines across
your network. The server polls Agent machines at regular intervals,
gathering and holding system information in the NetSupport DNA
database.

If performing an Agent-only install, you will need to enter the location of
the server that will be used to connect to Agents.

Note: NetSupport DNA provides a Discovery and Deploy tool, which is a
convenient facility that remotely deploys NetSupport DNA Agents
to Windows PCs.

Internet Restrictions
Enables you to use the internet blocking facility. By default, this is
included when installing the Agent component.

Remote Sites

Local Gateway (Server)

The NetSupport DNA Gateway provides a means of connecting remote
Agents to the NetSupport DNA Server. The Local Gateway communicates
with the NetSupport DNA Server. It must be installed separately from
other NetSupport DNA components.

Remote Gateway (Agent)

The Remote Gateway acts as a proxy server for the remote NetSupport
DNA Agents, allowing them to communicate with the server. The Remote
Gateway can only be installed with the NetSupport DNA Agent.

Application Packager

The NetSupport DNA Application Packager complements the Software
Distribution feature and is a utility that can be used to record and play
back “low complexity” product installers.
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By default, NetSupport DNA will be installed in the folder C:\Program
Files\NetSupport\NetSupport DNA.

Select Next to continue.

SQL Server Installation

The SQL Server that you plan to use for the NetSupport DNA database
can be installed on either the same computer as the NetSupport DNA
Server, or a remote computer.

For supported operating systems, the NetSupport DNA installer can, if
required, install and configure Microsoft SQL Server Express 2012 as part
of the installation process.

Note: If you are using a remote SQL Server, please click here for further
information on how to configure Microsoft SQL Server Express for
use with NetSupport DNA.

Select Next to configure a Microsoft SQL Server.

Note: If you choose to install the SQL Server Express 2012 within
NetSupport DNA, you will be directed to the Console User Setup
screen.

14 NetSupport DNA - Installhield Wizard 5

Pre-Requisites Required
This package has detected that you do not have the pre-requisite software

installed

For normal operation it is Recommended that you use Microsoft SQL Server or SQL Server
Express, For convenience this installer ships with SQL Server Express 2012 which can be
installed on most platforms. Please review the messages below and select next to install.

Server [#] Mot required - using a remote SQL Server

2012

< Back ” Next > ] [ Cancel
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Setting up the Server

Select the SQL Server to install to from the drop-down list or click
Browse to see a full list of SQL Servers.

Choose the appropriate verification method: SQL or Windows. If SQL,
enter the user name and password of your master database.

Note: This dialog will only appear if the server feature is being installed
and you are using a remote SQL Server.

! NetSupport DNA - InstallShield Wizard

SQL Server
Select SQL Server and authentication method

Please enter the user name and password for the Master database on your selected SQL
Server below, This will let the installer create the MetSupport DNA Database and run a SQL
Seript to create the Tables, Views and Stored Procedures.

SQL Server

ARKETINGO 1\SQLEXPRES - Browse...

Connect using:

@) windows Authentication {SQL Server must be on local machine)
@ 5QL Server authentication using the Login 1D and password below (Recommended)

Login ID: ‘sa

Password: [sannnnns

[ < Back ][ Next > l [ Cancel ]

Click Next.

Enter the name and password to be used for the NetSupport DNA
database and click Next.

4 NetSuppart DNA - InstallShield Wizard (5]
NetSupport DNA Database Setup
Specify SQL Server Database Connection Details

Please enter the administratar user name and password for the MetSupport DA database. This
information will be used to create the database on your SGL Server,

SQL Server NamefAddress:  [ARKETINGOL|SQLEAPRESS

Adrmin User Mame: |Net5uppgrtDNA

Password: |...uuu

Re-enter Password: eeessnscs]

Web Server Port:

Installshield
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Enter the user name and password to be used to access the NetSupport
DNA Console once installed. Additional Console Operator logins can be
created after installation.

Note: This dialog will only appear if the Server feature is being installed.

4 NetSuppart DNA - InstallShield Wizard (5]
NetSupport DNA Console User Setup
Specify NetSuppart DMA Consale User Lagin Details

Please enter the administrator user name and password Far the MetSupport DNA Consale. This
information is required so that vou can configure the NetSupport DMA syskem and view the
reports,

Admin User Mame: |Admir|

Password: |...".

Re-enter Password: ecosss]

Installshield

| « Back H Mext > ] I Cancel

Web Server Database setup

The NetSupport DNA Web Server requires the address of the SQL Server
that contains the NetSupport DNA Database. You will also need to
provide the user name and password that the NetSupport DNA Server
uses to connect to the database.

You can also configure the port the Web Server listens for connections
on. By default, this is port 80. If you change the port number for the
Web Server, you need to ensure that this is added to the end of the
Server address used when logging onto the Mobile Console.

Note: This screen will only appear if you are installing the Web Server.
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ﬁ MNetSupport DMA - InstallShield Wizard

NetSupport DNA Database Setup for DNA WebServer

Specify SQL Server Database Connection Details

Please select the SQL Server containing the DMA Database

SQL Server Name/Address

MARKETINGO 1\SQLEXPRESS

Please enter the administrator user name and password for the MNetSupport DNA database.

A

> Browse...

Admin User Name: [Netsupportona]
Password: | =
Web Server Port: [30
[ < Back H Next > ] [ Cancel ]

Note:

If you do not know the user name or password, run the

NetSupport DNA Database wizard on the machine running the

NetSupport DNA Server.

You can change the user name and

password and enter the new details into the installer dialog. You
will need to have the user name and password for the
administrator of the SQL Server to make this change.

Select evaluation or enter the licence details you have been provided
with. You will need to enter the directory where you have saved the
NetSupport DNA licence file and enter the licence key number. The
licence number is case sensitive. The NetSupport DNA standard
evaluation licence runs for a period of 30 days and allows for a maximum

of 50 users.

‘jﬁ MetSupport DNA - InstallShield Wizard

License Registration

only be created on the first install of the NetSupport DMNA Database

Please use <Chrl> ¥ ko paste copied details
License File Details
@) Evaluation
License Key

Please enter the Directary where your DMA license is located

MetSupport DNA requires a valid license key to operate. An Evaluation copy can

‘ Browse. ..
License Key
InstallShield
< Back ]l Next = ] [ Cancel
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Note: If you are upgrading an existing installation, you will only have the
option to enter the licence key details. If you have previously been
using an evaluation licence and wish to continue with the
evaluation, you will need to manually uninstall the software before
installing the updated version. Before continuing with the upgrade,
we recommend that you create a backup of your database. Please
refer to our website, www.netsupportsoftware.com/support, for
full instructions.

Click Next.

Inter Component Communications

If you are installing the NetSupport DNA Console, Agent, SNMP Server or
Local Gateway, you will be required to enter the DNS name or IP address
for the NetSupport DNA Server.

5 MetSuppart DA - InstallShield Wizard ]

Inter Component Communication E

Please enter the DMS name or TP Address for your DNA Server:

MARKETINGO1

To configure your DNA Server ta support connections from remote netwark clients you can
enter the DNS Mame or IP address of vour DMA Server Gateway,

Albernatively select Next to continue.

Installshield

| < Back H Next = ] I Cancel ]

Note: If the DNS name or the IP address cannot be found, you will not
be able to continue with the installation.

If you are installing the Remote Gateway, you will need to enter the DNS
name or IP address for the Local Gateway. You will also have the option
to enter this when installing the NetSupport DNA Server.

Click Next to continue.
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Select Enterprise Type

NetSupport DNA is available in two versions: corporate and education.
Each version features a wealth of components tailored to its intended
sector. Businesses and educational institutions alike will benefit from the
flexibility the product offers — whether they are focusing the
management of multiple users across an enterprise (software distribution,
alerting and licence management) or ensuring campus-wide cost savings
(print monitoring, energy monitoring and power management).

Select your enterprise type and click Next.

Sufficient information has been provided to commence the installation. If
you need to review any of the settings click Back; to start the
installation, click Install. To quit the installation, click Cancel.

The final screen confirms that the installation has been successful. If you
have installed the NetSupport DNA Console, you will have the option to
launch this.

Notes:

e When installing the Console and/or Server, it is recommended that
you use the latest SQL Native Client. This can be downloaded from
www.microsoft.com/en-us/download/details.aspx?id=50402.

e After installation, a convenient utility can be run should you need to
update your database, console or upgrade from an evaluation licence
to a full licence. See: Using the NetSupport DNA Database Wizard.
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Existing Installation

This screen will appear if a copy of NetSupport DNA has already been
installed on a workstation.

j@ MetSupport DA - InstallShield Wizard @
Program Maintenance
Maodify, repair, or remove the program.
@ Modify

Custom Selection dialog in which you can change the way Features are

@ Change which program Features are installed. This option displays the
installed.

Repair
Repair installation errors in the program. This option fixes missing or
carrupt files, shartcuts, and registry entries.

Remove

@ Remaove MetSuppart DNA from vour computer,
Al

InstallShield

« Back H Mext > ] [ Cancel

Modify

Enables you to change the NetSupport DNA components that are
currently installed.

Repair
Reinstalls all the program features installed by the previous setup and
repairs any installation errors in the program.

Remove
This option removes all installed features.

Select the required option and click Next.
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Using the NetSupport DNA Database Wizard

The NetSupport DNA Database wizard is a convenient utility that can be
run after installation should you need to change any of your NetSupport
DNA settings.

The wizard can be used to create the NetSupport DNA database; add

database users; add console users; update licence details; set SNMP

settings; and set miscellaneous settings such as SQL Server address,
timeout for queries, force AD authentication and add NetSupport DNA
Gateway settings.

During installation, the NetSupport DNA Database wizard is copied to the
Server folder of the NetSupport DNA program directory. The default
location is c:\Program Files\NetSupport\NetSupport DNA\Server\
DNADBWizard.

Note: For the changes to take effect, the Server service will need

restarting.
[E] MetSupport DMA - Welcome X

Welcome to NetSupport DNA Database Utility

You can use this program to create the NetSupport DNA database, add

a user and register your license

Select An Option
(@) Install and Setup database for use
() Setup a Database User for accessing the DNA database
() Setup a Console User for accessing the DNA Server
(O) Register a license
N
N (C) SNMP Settings
' (C) Miscellaneous settings

Back Cancel Help
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Install and set up database for use

Enter the address/name of the SQL Server where the NetSupport DNA
Database is to be created and the administrator logon details.

[5] MetSupport DNA - Create Database hs

Create MNetSupport DNA Database
Erterthe SQL Server where the database is to be created and an

administrater’s details who has pemission to create the database on the
server

For NT Authentication: do not enter a User ID
For SQLServer 2005 Express: add “SQLExpress to the SQL Server
Database Details

SQL Server: flocal\NETSUPPORT]

3 [] Create version of database where strings are stared in Unicode

NOTE - The DNA Server must be closed down before

Create this operation is started

Next > Cancel Help
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Set up NetSupport DNA user for accessing the database

This dialog enables you to create/change the user name and password
used to access the NetSupport DNA Database on the Server. If using the
existing access details, check that the details have already been created
by the SQL administrator.

Note: It is preferable not to use an existing administrator login as this
could compromise the security of other databases on the SQL

server.
[E] MetSupport DNA - Create User X
Create User
Enter the user name and password to be used by the DNA Serverto
access the DNA Database on the SQL Server.
Login Details
Use the Network Login Details
Login ID:
Password
The Details have already been created by the SQL
Administrator
L Create Details on the SAL Server
¥ 4

Create This User

Finish Cancel Help
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Set up admin users for accessing the NetSupport DNA
Server
If there was a problem creating the Console user during installation, this

option within the Database wizard can be used to create new Console
users. Console users are provided with admin rights.

Notes:

e Admin user rights are required for this operation. You will be
prompted to enter the appropriate user name and password when
you click Create User.

e Additional Console users can also be created via the Console program

itself.
[&] MetSupport DNA - Create User x
Create Console User
The DNA Console requires users to login to gain access to the DNA
Console facilties. You will need at least one Console User in orderto
un DNA
User Details
Create This Console User
N
s
< Back Cancel Help
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Register a Licence

The Database wizard enables you to update your NetSupport DNA licence
details, for example, when switching from an evaluation licence to a full
sale copy.

Note: Admin user rights are required for this operation. You will be
prompted to enter the appropriate user name and password when
you click Register.

[E] MetSupport DNA - License Registration X
License Registration
NetSupport DNA requires a valid license key to operate. An Evaluation
copy can be created on the first install of the NetSupport DNA Database
Note the easiest way to upgrade an evaluation copy is to place your
licanse file in the DNA Dirsctory and restart your DNA Server
(@) Evaluation
(O Register License File
License Fie Detals
Enter the Directory where your NetSupport DNA license is
located
\ Enter License Number issued to you with your license:
&
V4
Register

To register a full licence, copy the licence file supplied by NetSupport to
an appropriate folder and enter the location into the Registration dialog.

Enter your licence number - the details are case sensitive. Click Register
to update the licence.

Note: A key element in the day-to-day operation of NetSupport DNA is
the frequency that the Server polls Agent machines to gather
data for each of the main components (evaluation default = 10
minutes). However, if you have a large Agent base, the number
and frequency of connections can place an unwanted overhead on
performance. To counter this, when activating a 'sale' copy,
NetSupport DNA will determine whether a more appropriate
connection interval is required, based on the number of user
licences being registered. Post-installation, a Console Operator
can manually adjust the interval for each component if required.
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SNMP Settings

This dialog allows you to set an SNMP server key. This is used to encrypt
data between servers and must also be set at the SNMP server. You can
also lock down the SNMP servers, preventing any other SNMP servers
from connecting to the DNA server.

[&] SNMP Settings

SMMP Settings

SNMP Server Key {optional)
Use Default Server Key

Key:

The key is used to encrypt data between the servers, it must also be
entered at the SNMP Servers using the corfig program.

Lockdown
[ Lock down SNMP Servers

Select this option to prevent any other new DNA SNMP Servers from
L connecting to the DMA Server

< Back Cancel Help
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Miscellaneous settings

From this dialog, you can change various NetSupport DNA settings such
as the IP address of the SQL Server, database queries timeout, force AD
authentication, enter NetSupport DNA Gateway settings, select the
enterprise type and select the currency to be used.

[5] NetSupport DNA - Miscellanous Settings X

Miscelansous Settings
Settings
SGL Server Address: {ocalsNETSUPPORT

Database Queries Timeout: minutes

Consale logins - Force AD Authentication (manual not allowed)
[ {Note - AD Window groups must have been setup for Console
Roles)

DNA Gateway Settings
Server Gateway Address:

I:| (Blank th address to stop using
the Gateway)

Gateway Pott:
~ Port the Server connects to the
¢ E010 Gateway on

Erterprise Type
() Corporate
(®) Education
You need to restart the server for this change to take effect

Curency Symbel:

< Back Cancel Help

By default, the database queries timeout is set to 10 minutes; you can
amend this by entering the required value.

If you have assigned an Active Directory Windows group to a Console
role, you can force AD authentication. The user will not be able to access
the NetSupport DNA Console unless they are authenticated in Active
Directory.

To start using the NetSupport DNA Gateway, enter the IP address for the
Server Gateway. By default, the Gateway port is 6010. Alternatively, to
stop using the NetSupport DNA Gateway, remove the Gateway address.

NetSupport DNA is available in two versions: corporate and education.
Select the required enterprise type.

NetSupport DNA sets the currency from the system locale of the machine

the DNA Server is located on. To change the currency used in the
database, enter the required currency symbol here.
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Installing via Active Directory

NetSupport DNA allows you to install Agents using Active Directory Group
Policy Software Deployment.

In order to install using Active Directory, you will need to locate the
DNA.ini and Agent.msi file.

The DNA.ini is stored in the following folder on the NetSupport DNA
Console machine:

32bit - C:\Program Files\NetSupport\NetSupport DNA\Console
64bit - C:\Program Files (x86)\NetSupport\NetSupport DNA\Console

The Agent.msi is available from the downloads area:
www.netsupportdna.com/downloads.asp

For full instructions on how to configure an Active Directory deployment,
please refer to technical document 799.
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Advanced Option - Command Line Installation

NetSupport DNA allows administrators to install the Console, Agent,
Application Packager and the Remote and Local Gateways from the
command line using the MSI installers supplied. In addition, the Console,
Agent and Application Packager can be installed via Active Directory.

To carry out installation from the command line

1. Place the appropriate MSI installation file into the same folder as the
configuration file on the target machine, or an accessible share.

2. Edit the INI file to set the appropriate settings for your installation,
e.g. ServerAddress=, InstallDir=

3. On the target machine, execute the installation according to the
following examples:

To install the NetSupport DNA Agent
msiexec.exe /qb /i "NetSupport DNA 400 Agent.msi"

To control which local users NetSupport DNA Console is installed
for

msiexec.exe /qgb /i "NetSupport DNA 400 console.msi" ALLUSERS=2

ALLUSERS="" Installs the package for the current user only.

ALLUSERS=1 Installs the package for all local users.

ALLUSERS=2 Checks if the current user has administrative privileges.
If so, the package will install for all users, otherwise it

will only install for the current user. Not supported for
NetSupport DNA MSI installers.

There is a sample DNAL.INI file that is created in your Console installation
directory. This allows you to customise various parameters for the MSI
installation.

Agent and Console options

[All]

InstallDir= Leave blank for default installation directory, also
applies to Application Packager installs.

ServerAddress= IP address or, preferably, DNS name of the

NetSupport DNA Server.
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Agent only options
[Agent]
EnableLSP= 1 = install the NetSupport LSP, O = do not

install

RemoveUninstallOption= 1 = does not appear in Add/Remove

programs

Installation via Active Directory (AD)

There are no special considerations for installation of NetSupport DNA
using Active Directory.

1.

2.

3.

4.

Place the NetSupport DNA MSI and INI file in a share on your AD
server which is accessible to your computers/users.

Create or edit a Group Policy object (GPO) that affects the users or
computers you wish to install NetSupport DNA for.

Create a new AD Software Installation Package under either
Computer Configuration or User Configuration as appropriate.

Assign or publish the package.

For further information on Active Directory software installation, please
refer to Microsoft Help resources:
http://support.microsoft.com/kb/816102
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NetSupport DNA Gateway

The NetSupport DNA Gateway provides a stable and secure method for
locating and connecting to Agents on remote networks securely via the
internet. Multiple remote locations can communicate data back to a
central location with the use of the included Remote and Local Gateway
components.

Local (Server) Gateway

The Local Gateway communicates with the NetSupport DNA Server. It
needs to be installed on a dedicated PC and it cannot be installed with
any other NetSupport DNA components.

Remote (Agent) Gateway

The Remote Gateway acts as a proxy server for the remote NetSupport
DNA Agents, allowing them to communicate with the Local Gateway. The
Remote Gateway can only be installed with the NetSupport DNA Agent.

Notes:
e There can be multiple Remote Gateways but only one Local Gateway.

e The NetSupport DNA Console must be on the same network as the
NetSupport DNA Server to be able to pick up Gateway Agents.

Gateway installation

The Gateway components can only be installed on Windows XP SP3 or
higher machines.

When performing a NetSupport DNA Installation, select the required
Gateway components to install from the Custom Setup Screen. When
installing the Local Gateway, you will be required to enter the IP address
of the NetSupport DNA Server. The IP address of the Local Gateway
needs to be entered when installing the Remote Gateway.

Note: To use the NetSupport DNA Gateway, the IP address of the Local
Gateway will need to be entered in the NetSupport DNA server.
This can be done during installation or in the NetSupport DNA
Database wizard after installation.

You can configure the parameters for the Local and Remote Gateway in
the Server (Server) Gateway Configurator and the Agent (Remote)
Gateway Configurator.
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The current status of the Remote Gateways and connected NetSupport
DNA Agents can be viewed in the Gateway Status dialog. Select the Tools
tab and click the Gateway Status icon.

Gateway Server (Local) Configurator

The Gateway Server Configurator allows you to configure the parameters
for the Server Gateway (Local Gateway). During installation, the
Gateway Server Configurator is copied to the Gateway folder of the
NetSupport DNA program directory c:\Program Files\NetSupport\
NetSupport DNA\Gateway\DNAGatewayConfigS.exe.

WS DNA Gateway Server Configuratar @
DNA Server DMA Server Port
B 6000
Part DMA Server connects on Port Gateway Agents connect on
EOT0 30
Fieset Defaults
Gateway Agents
Narme Address
Add ‘
Security
[ Lock access to these Agents only
DNA Server

The IP address of the NetSupport DNA Server.

DNA Server Port
NetSupport’s default Server port number is 6000.

Port DNA Server connects on

The default port that the NetSupport DNA Server connects to the Server
Gateway is 6010.

Port Gateway Agents connect on

NetSupport's default port that the Server Gateway and Agent Gateway
communicate on is 80.
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Reset Defaults
Returns all port settings back to the default values.

Gateway Agents

Any Gateway Agents that have been found by the Server Gateway will be
listed. You can add, edit and remove Agents by clicking the appropriate
button.

Security

Selecting Lock access to these Agents only allows you to control
which remote machines can connect to your Server Gateway.

Note: You can configure the IP address of the Server Gateway in the
NetSupport DNA Database wizard.

Gateway Agent (Remote) Configurator

The Gateway Agent configurator allows you to configure the parameters
for the Agent Gateway (Remote Gateway). During installation, the
Gateway Agent Configurator is copied to the Gateway folder of the
NetSupport DNA program directory c:\Program files\NetSupport\
NetSupport DNA\Gateway\DNAGatewayConfigC.exe.

E DA Gatewvay Configurator @
DMa Gateway Server Address Port to connect to Gateway Server on
10.0.1.200 20
Port DMA Agents connect on Port to connect to DNA Agents on
EO00 EO01
Fiety period for falled connection attempts [seconds)
300
Reset Defaults
oK | Cancel

DNA Gateway Server Address
The IP address of the Server Gateway.
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Port to connect to Gateway Server on

NetSupport's default port that the Server Gateway and Agent Gateway
communicate on is 80.

Port NetSupport DNA Agents connect on

NetSupport's default port that NetSupport DNA Agents use to connect to
the Agent Gateway is 6000.

Port to connect to NetSupport DNA Agents on

NetSupport's default port that the Agents Gateway uses to connect to the
NetSupport DNA Agents is 6001.

Retry period for failed connection attempts (seconds)

By default, the retry period for failed connections will be 300 seconds,
enter a different value if required.

Click Reset Defaults to return all settings back to the default values.

Note: You can configure the IP address of the Server Gateway in the
NetSupport DNA Database wizard.
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SNMP Server Configuration

The SNMP Server Configurator allows you to configure the parameters for
the SNMP Server. During installation, the SNMP Server Configurator is
copied to the SNMP Server folder of the NetSupport DNA program
directory c:\Program Files\NetSupport\NetSupport DNA\SNMPServer\
DNASNMPConfig.exe.

DA SHMP Config
General | Advanced |
Marketing1 Port DMA Server connects to on the 5005
DR a SHMP Server to collect data:
Part ts bo DIMA Puort to receive UDP Meszages from the BO0G
Diagonostic information
Curent status of SMMP Server The service is running
Last connected to the DMA 07 Jul 2015 09:25:29

Server

SNMP Agents currently being monitored
SHMP Agent

oK | Cancel Help

DNA Server
The DNS address of the NetSupport DNA Server.

Port DNA Server connects to on the SNMP Server to collect data

NetSupport’s default port that the NetSupport DNA Server uses to
connect to the SNMP Server to collect data is 6005.

Port connects to DNA Server on

NetSupport’s default port that NetSupport DNA Devices use to connect to
the NetSupport DNA Server is 6000.
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Port to receive UDP Messages from the DNA Server

NetSupport’s default port that is used to receive messages from the
NetSupport DNA Server is 6006.

Diagnostic information
Provides information of the current status of the SNMP Server, the last
connection time and the SNMP Devices currently being monitored.

DM& SHMP Config

General Adwanced ‘

SHMP Server Key

¥ Use Default Server Key

Fey:

This key is used to encrypt data between the servers, it must be entered at all DMNA SNMP
Servers and as well as at the DNA Server,

ok | Cancel ‘ Help |

Use Default Server Key

Allows you to set a SNMP server key. This is used to encrypt data
between servers and must be set at the SNMP server and NetSupport
DNA Server.

Note: You can set a server key in the NetSupport DNA Database wizard.
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Gateway Status

The Gateway Status dialog allows you to check the current status of your
Remote Gateways. You can also view the NetSupport DNA Agents
connected to the Remote Gateways.

1. Select the Tools tab and click the Gateway Status icon.
2. The Gateway Status dialog will appear.

Gateway Status x

Gateways
Name - Status Last Connection
@ DESKTOP-HKOTNJT  Uniavaiiable 05/10/2015 12717 Refresh

Close

Help

3. Your Remote Gateways will be listed. From here, you can see the
name, current connection status of OK or Unavailable and the last
connection time.

4. To view the Agents connected to a Gateway, select the required
Gateway and click PCs.

5. Disconnected Remote Gateways can be deleted from this dialog.
Select the required Gateway and click Delete.

Click Refresh to update the information. By default, the Gateway status
is updated every ten minutes.

Note: If the Local Gateway is restarted, it can take the Agent Gateway
five minutes to reconnect, unless the Remote Gateway is
restarted.
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Upgrading from Existing NetSupport DNA Versions

If you are upgrading to the latest version of NetSupport DNA from a
previous version of NetSupport DNA (NetSupport DNA 2.70 and above),
you can install the new version from the NetSupport DNA Installer.

Note: If you are upgrading from a NetSupport DNA version before
NetSupport DNA 2.70, please refer to our website
www.netsupportsoftware.com/support for instructions.

1. Run the new NetSupport DNA setup.exe on the PC where the
NetSupport DNA Server is located.

2. Follow the on screen instructions. The previous NetSupport DNA
version will be removed and the latest version of NetSupport DNA will
be installed. All previous NetSupport DNA settings will be kept.

3. Consoles and Agents will be updated to the new version the next time
they connect to the Server.
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NetSupport DNA Mobile Console

The DNA Mobile Console app allows a technician, when away from their
desk, to search for and view a detailed Hardware and Software Inventory
for any PC on the company network. The Mobile Console app also
includes a QR code scanner to help instantly identify any PC, either from
an on-screen QR code displayed by DNA, or from a label fixed to the
device. NetSupport DNA also provides a QR code label creation facility,
including support for custom details. Histories of all hardware changes as
well as any software installs or removals are also shown on the app.

In addition to the Inventory and History views, the NetSupport DNA
Mobile app also highlights any new PC alerts that have triggered across
the network.

The NetSupport DNA Mobile Console app can be downloaded for free from
the Google Play and Apple app stores.

For further information on how to install and configure, click here.

Note: NetSupport DNA also provides an Inventory-only Agent, available
for Mac, Linux, Android, iOS and Windows mobile. When launched,
the app will interrogate the device to gather key system hardware
details. The data collected can then be sent to your local
NetSupport DNA Server and will then be available for reporting
within the NetSupport DNA management Console. Please see
www. netsupportdna.com/downloads.asp for information on how to
download and install the Agent for the relevant platform.
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GETTING STARTED

Running the Console

After installation, Administrators (Console Users) can load the NetSupport
DNA Console and start interrogating the database.

1. Select {Start}{Programs}{NetSupport DNA}{NetSupport DNA
Console}.

2. The Console Login dialog will appear.

IE‘ MetSupport DNA Login x

MetSuppart DNA

Server MARKETINGO1 -

User Mame: Adrrir

“Wersion 4.0.0.655 “ Cancel

3. Confirm that the specified Server address/name is correct. If not, you
can manually enter the details. Enter the Console user name and
password.

Click OK.

5. The main NetSupport DNA Console screen will appear.

P
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The Console Window

The Console Window is the primary interface for accessing the wealth of
options provided by NetSupport DNA. A convenient Tree view enables you
to quickly display data for a given PC, User, Device or Discovered PC.

When you first log into the Console, a summary screen will be displayed
providing an overview of each of NetSupport DNA's main components.

Note: Only one Console Operator will have access to alter NetSupport
DNA's configuration settings in the case that more than one
Operator is logged in at the same time. The second Operator will
be advised they have read-only access.

a Erimtow T —
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= 20 g Ais2 PR | =
[’ changes = ® -~
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Ribbon/Toolbar

The ribbon provides access to all NetSupport DNA’s tools, components
and configuration utilities and is organised into four tabs:

1. Home

Provides access to NetSupport DNA's components. Each component
has a drop-down menu to access functions relating to the component.
These functions are also available in the ribbon when a component is
active.
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2. Tools
Provides access to NetSupport DNA's tools and configuration options.

3. Queries
The Query Tool enables you to create customised reports based on
specific criteria. Once created, the queries can be associated with the
appropriate NetSupport DNA component for ease of retrieval on an
on-going basis.

4. Reports
NetSupport DNA provides a variety of pre-defined print-optimised
management reports powered by the Crystal Reports engine. Reports
can be printed or exported in a variety of formats.

Notes:

e When an item or user is selected in the Tree view, an additional tab
will be displayed in the ribbon. This tab provides quick access to
functions available for the selected item.

e The functions displayed in each tab will vary, depending on the Tree
view that you are in.

The ribbon can be minimised by clicking “ at the top right of the
Console.

Hierarchy Tree view

The Tree view lists all dynamically found NetSupport DNA Agents. By
default, the Tree will reflect the structure of your workgroup/domain but
you can customise it to suit individual requirements, for example,
grouping Agents by geographical location or department.

Note: NetSupport's integration with Active Directory allows you to view
the Hierarchy Tree as per your Active Directory structure. To view
PCs in their Active Directory Containers, see Console
Preferences - Active Directory Settings, you can hide the AD
Containers in the Tree view, if required.

The Tree view can be switched between the following options:

PCs

Users
Devices
Discovered
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At the top of the Tree view, a search tool is provided which allows you to
identify and locate Agents within the Tree view. This is not available for
the Discovered Tree view.

The PCs Tree view displays PCs and data for the PC owner who has been
associated with that PC. The PC owner can be changed in the Bind Users
dialog. Non-standard items can be added in the PCs Tree.

The Users Tree view displays logged on users and only shows data
relevant to them and not the PC. Only the User Details, USB Device
Control, eSafety*, Internet Metering, Application Metering and Print
Monitor components are available when the Users Tree view is selected.

The Devices Tree view displays details of any SNMP Agents.

Note: You can customise how Agents are displayed in the above Tree
views. Click =~ and select a display name from the list.

The Discovered Tree view will display any computers that were not
found at startup. You can configure NetSupport DNA to scan the network
to look for any machines that do not have an Agent installed. Once
discovered, you will be able to view a basic Hardware Inventory for the
machine and have the option to deploy an Agent to it.

Note: The Discovered Tree view can be hidden if required. Select the
Tools tab and click the Settings icon. The DNA Configuration
dialog will appear: click the General option under Console
Preferences and deselect Show Discovered PC tree.

In addition, you can create Dynamic Groups enabling you to quickly
identify Agents matching specific criteria. A typical Dynamic Group might
be "all PCs running Windows 10".

The Tree view can be filtered to only show PCs/Users/Devices that match
a Dynamic Group query. Select the required Dynamic Group in the Tree,
right-click and select Apply as Filter. A filter bar will be displayed at the
top of the Tree view showing what Dynamic Group filter has been applied.
To remove the filter, click Clear.

Information Window

The information window displays the data that has been gathered for
each of NetSupport DNA's main components. For ease of navigation,
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icons identifying each component are displayed in all tabs except in the
Tools tab.

A variety of views and filters are available for each component, allowing
you to customise the content and format the data displayed in the
information window.

Status Bar

The Status bar displays a link to the NetSupport DNA website, the Server
the Console is connected to and users currently signed into the Console.
When viewing reports, you can switch between layouts and a zoom slider
is available. The status bar can be enabled/disabled in the Tools tab.

*The eSafety component is only available in the Education Edition of
NetSupport DNA.
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Create Additional Console Users

Additional Console logins can be created. Each user is assigned
Administrator or Operator rights, enabling you to restrict functionality for
certain console users. An Operator will need to be assigned a Role. A Role
allows you to define the access rights for users, enabling you to quickly
allocate the same rights to multiple users. Multiple Roles can be created.

To increase Console security, Secure Mode can be enabled. This forces
Console Operators to use complex passwords. You can specify what
complex passwords must consist of along with the option to disable
Operator accounts after three unsuccessful login attempts.

Note: In the Education Edition of NetSupport DNA, Console users can be
created when adding contacts in the eSafety feature. These users
will have a Safeguarding Role assigned to them and only a
Safeguarding Administrator will be able to edit or delete them.

1. Inthe Tools tab, select the Operators icon. The console Operators
dialog will appear.

MetSupport DNA x

Operators

Name Role Add..

o Adrmin Admin Role

L Andrew Simons  Admin Role

.?.Garv Wright Safeguarding User Remove
Jane Green Support Level 2

Propetties

Roles...
Options

Unlock

2. To create new Operator logins and assign the appropriate Role, click
Add. To edit an existing user, select the name and click Properties.
To create or edit Roles, click Roles.

3. To enable Secure mode and decide the required level for complex
passwords, click Options.

4. To remove an item, select the name and click Remove.

5. Operator accounts that have been disabled can be unlocked from
here. Select the locked Operator, click Unlock and reset the
password (the Operator can change this the next time they log in).
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Note: Only one console Operator will have access to alter the
configuration settings in the case that more than one Operator is
logged in at the same time.

Create or Edit Console Operator Logins

This dialog is used to create additional or edit existing Console Operator
logins.

MetSupport DMA X

User Details

Marme:
Phione Mumber:

Emnail:

Permizsions

O Administrator

Emima Browm
01778382270

e brown@netsupport.com

Foles...

(®) Operator

Role: [Reac-Only M

“ Cancel Help

1. Enter the user’s name. This will also act as the login name, along with
their contact number and email address, if known.

2. You can assign full administrator rights (the remaining fields will not
be available) or choose the level of access by selecting Operator.
Select the Role to be assigned to the Operator, to create a new Role,
click Roles.

3. To change the password for existing Operators, click Password.
(This will only appear when editing existing Operators).

Note: When setting a password, you have the option to insist the
user changes this to one of their own choosing the first time
they log on (you can notify the user by email that they are
required to make the change). Operators can be forced to use
complex passwords by enabling Secure Mode.

4. Click OK when you are finished. You will be prompted to register a
password for the new user.
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Secure Mode

Secure Mode forces Console Operators to use complex passwords
increasing the security of the DNA Console. When this option is enabled,
the logged on Administrator must change their password immediately and
other users the next time they log into the Console.

1.
2.
3

In the Tools tab, select the Operators icon.
From the Console Operator dialog, click Options.
The Secure Mode dialog will appear.

MNetSupport DNA x

Secure Mode
Enable console operator secure mode

Secure Password Options

Select at least three options when secure mode is enabled

Password must have at least six characters

[[JPassword must have at least one lowercase letter (a to 2)
Password must have at least one uppercase letter (A to Z)
Password must have at least one number (0 to 9)
[[IPassword must have at least one symbol (@, #,8,% etc.)
Disable Account

[pisable non-administrator aperator account after 3 unsuccessful login attempts

Notify Console Operator

Inform existing operators they need to change their password

Coc | o m

Secure Mode
Enable Secure Mode for all Console Operators.

Secure Password Options
Select which options to include when creating complex passwords. At
least three options must be chosen.

Disable Account
This option will disable non-administrator accounts if the password
has been unsuccessfully entered three times.

Notify Console Operator

Console Operators will be notified by email that they need to change
to a secure password the next time they log in.
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Create or Edit Console Roles

This dialog is used to create new and edit existing Roles. A Role allows
you to define the access rights to be assigned to Operators. Once a Role
has been created, it can be easily assigned to multiple Operators.

Note: Administrators will automatically have full access and be assigned
the Admin Role.

1. From the Operators dialog, click Roles. The Console Roles dialog will
appear.

2. Click + to create a new Role. Enter the name for the Role and
choose between Read-only Operator and Administrator
Operator. You can take a copy of an existing Role, select Copy of
Role and then choose the Role to copy from the drop-down list.

Note: By default, a Read-only Operator will have the admin access
rights deselected and the Administrator Operator will have all
the access rights selected.

Console Role Dialog x

Fole Name: ‘Admln Role by ‘ +| (X

Permizsions

Root Department: TEST SALE KEY 200

Active Directany Group:

Access Rights:
ﬂi Components
[VI'8 Alerting
Can change settings
[¥IT applcation Metering
Can change inventory settings
Can edit application restrictions
VIEE sup
[¥]  Can create and assign Policies
V=] chat
[V, Database Maintenance
Can delete PCs
[Vl can delata histare recnrds

lamy| »

“ Eefieed

3. Choose the root department or root AD container. If the configuration
settings have been set to Active Directory containers, this sets the
level that the Operator is able to access.
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4. An Active Directory Windows group can be assigned to the Role by

clicking /. If the user is a member of the Active Directory group,
they will be pre-authenticated to access the Console without needing
to login.

Note: If the user is taken out of the Active Directory group, they can
still access the Console by logging in with their user name and
password. You can force Active Directory authentication in the
NetSupport DNA Database Wizard. The user will not be able to
access the Console unless they are authenticated in Active
Directory.

5. Select the required access rights.

6. To remove a Role, select the required Role and click x|

7. Click OK when you are finished, the Role can now be assigned to an
Operator.

Note: In the Education Edition of NetSupport DNA, two Safeguarding
Roles will be available. These relate to the eSafety feature. The
Safeguarding Roles can only be assigned when you are adding
eSafety contacts. See Safeguarding Roles for further information.
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Discovery and Deploy

The NetSupport DNA Agent Discovery and Deploy utility provides network
administrators with the facility to install the NetSupport DNA Agent on
multiple computers without the need to visit the machines individually.

Within the NetSupport DNA Agent Discovery and Deploy utility, you have
the ability to deploy the NetSupport DNA Agent using an IP address
range, the existing Windows network or Active Directory. All of these
methods allow you to pick and choose which computers you want to
deploy to.

Note: NetSupport DNA provides an Automatic Agent Discovery tool,
allowing you to automatically find machines that do not already
have a NetSupport DNA Agent installed.

The NetSupport DNA Agent Discovery and Deploy utility can be used to
deploy the NetSupport DNA Agent to computers running the following
operating systems:

Windows XP

Windows 2003

Windows Vista

Windows Server 2008\2008r2
Windows 7

Windows 8/8.1

Windows Server 2012
Windows 10

Note: Due to operating system limitations, the NetSupport DNA
Discovery and Deploy utility does not work with Windows XP
Home, Windows Vista Home Premium or Windows 7 Starter/Home
edition.

How does NetSupport DNA Deploy work?

Once the Deploy options have been configured, the NetSupport DNA
Agent Discovery and Deploy utility works by connecting to the target
computer using File and Print Sharing.

This method requires access to the target computer’s Admin$ share and

will need to connect as a user with local administrator access (user details
may be requested).
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Once authenticated, the NetSupport DNA Agent package files are copied
to the following folder on the remote PC using the connection to the
Admin$ share:

C:\Windows\pcirdist.tmp\

Finally, once the files have been sent to the target PC, the Agent installer
file is executed using the Remote Procedure Calls (RPC) Service.

What are the requirements?
In order to successfully deploy the NetSupport DNA Agent component to
your target PCs, the following items are required:

e File and Print Sharing must be enabled on the target PC.
The Sharing and Security for local accounts policy must be set to
{Classic} on the target PC.

e The user account used to connect to the target PC must have local
administrator permissions on the target PC.

e Network discovery must be enabled on Windows Vista/7 target PCs.
UAC Remote Restrictions must be disabled for target PCs running
Windows Vista and Windows 7 in workgroup environment.

Agent Discovery and Deploy Tool

IP Address | Windows Networking  Active Directory

o] Add.. Fefiesh Select v

o

‘omputer Department IP Address DN hame MAC Address Platform DNA Cliert Web Control  Manufacturer

] »

10,0,0.9
10.0.0.10
10,0.0.11
10.0.0.12
10.0.0.13
10.0.0.14 00-00-00-00-0...  UnixfLinux HEROX CORPORATION
10.0.0.15
HVHLIG I3 10.0.0.16 00-E0-18-D5-6 Access denied ASUSTEK COMPUTER INC.
10.0.0.17
10,0,0.18
10,0.0.19
10.0.0.20
TESTING 10.0.0.21 08-00-27-E6-1...  Access denied CADMUS COMPUTER 5¥5...
10.0.0.22
10.0.0.23
10.0.0.24
10.0,0.25 -~

NSLSTOREOD! NI

OO0

I

H
=
I
E3
I
15
g
2
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Resolve DNS Names

e -

1. In the Tools tab, click the Discovery and Deploy icon.

2. Choose the method for finding machines: by IP address, Windows
Networking or Active Directory.
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Click Add.

If searching by IP address, enter the address range or select from a
previous IP address range entry (the last ten entries are saved).
Select the network groups if using Windows Networking or select the
PCs to include if using Active Directory.

Click OK to find matching machines.

To help identify the PCs to be included or excluded from the
deployment, the list can be sorted by clicking on any of the column
headings. You can quickly locate a particular PC by typing in the
search box.

If required, you can further refine the list by removing machines that
you do not want to include in the deployment. For example, ‘invalid’
Agents or those that are identified as already having a current
NetSupport DNA Agent installed. Click Select and choose the
appropriate task from the drop-down list. Click Exclude to remove
the highlighted items.

From the PCs that remain, select the ones to deploy to. To include all
machines, click Select — All Agents or highlight items individually
using Shift-Click, Ctrl-Click.

Click Deploy when ready.

As the PCs may be in use at the time of the deployment, you can
send a prompt to users before you commence. Click Options. The
Deploy Options dialog will appear.

Click Start.

To deploy a remote uninstall to remove the NetSupport DNA Agent,
click Uninstall.
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Deploy Options Dialog

Deplay Uptiens. £3
CNA Servet Other Options

@ 1000163 Dicable urmnzlal opbon m AddHemove Program:
Ulsen specified address

Py F et Dinplrs

] Enable Metries

Humbet of Fietres

LSP uited on Windos XP 10 Window: 7
Fiben Doiver uned on 'Windows § and shove Tire betreeans Aot fremsed] &0

Restant Diptiors:
& dabvive i 10 restar sachine

Foare matat

B [ o ] o [

DNA Server
Confirm the address of the NetSupport DNA Server.

Internet Restrictions

In order to make use of the internet blocking features of NetSupport

DNA, it is recommended that LSP/Filter Driver is enabled.

In these circumstances, the Agent machine will need restarting in order
to complete the installation. Consider if the machines are in use before

making your selection.

Restart Options
Advise user to restart machine

Gives the user the opportunity to restart the PC when they want

to.

Force Restart

An immediate restart is forced, without any prompting.

Automatic restart if not logged on

This option can be included along with any of the above restart

options.

Other Options

Disables the uninstall option in Add/Remove Programs. This ensures the

user is unable to remove the NetSupport DNA Agent.
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Retry Failed Deploys

Indicate if the deployment should be automatically retried in the event of
a failure. Specify the number of retry attempts and the interval between.

Click OK to commence the deployment.

Note: If deploying to more than 100 machines simultaneously, a warning
will be displayed. There are potential overheads attached to
deploying to large numbers of PCs so you may prefer to do the
deployment in stages.

72



NetSupport DNA v4.40

Deploying on Windows XP

To enable you to deploy NetSupport DNA Agent on Windows XP
Professional, you need access to the Admin$ share on the remote
machine in order to transfer the package to be deployed.

By default, there is no access allowed to Admin$ share.
To enable network access:

1. In Administrative tools, select Local Security Policy.

2. Select {Security Settings}{Local Policies}{Security Options}

3. Select {Network access: Sharing and security model for local
accounts}

4. Alter the setting for this policy to {Classic — local users authenticate as
themselves}

The Admin$ share will now be available and you can deploy as normal.

Windows Firewall will by default block all network activity produced by
NetSupport DNA. To enable NetSupport DNA to function correctly, we
have provided a utility that will configure Windows Firewall.

To enable NetSupport DNA in the Windows Firewall Configuration

1. Download the ICFCONFIG.EXE File (link at
www. netsupportsoftware.com/support/)

2. Run this utility on a machine with NetSupport DNA installed, using the
following command

ICFCONFIG -e DNA

3. This will create all the required entries in the Windows Firewall
Configuration to allow NetSupport DNA to function correctly.

The ICFCONFIG utility can also be used to remove a NetSupport product
from the Windows Firewall Configuration. See our website at
www.netsupportsoftware.com/support for all the ICFCONFIG Command
line options.
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Deploying On Windows Vista

Due to increased security restrictions in Windows Vista, the deploy
function cannot be used to deploy to Windows Vista PCs that are not part
of a Domain.

When deploying to a Windows Vista PC within a Domain, the Console
User must be either logged onto the Domain or enter the user
credentials when prompted of a Domain Account that has Local
Administrator rights to the target PC.

Note: The Deploy Prompt user option is not supported on Windows
Vista.
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Automatic Agent Discovery

NetSupport DNA allows you to automatically discover machines across
your network, even if they have not got a DNA Agent installed. Scan
ranges can be created, allowing you to automatically scan as many IP
address ranges as needed. Once the Agent has been located, a basic
Hardware Inventory can be viewed and a DNA Agent can be deployed (to
Windows machines) if required.

Setting up a scan range
1. In the Discovered Tree view, click the Configure icon.

Note: If automatic discovery has not yet been enabled, a header will
be displayed in the information window advising this. You can
access the configuration settings here.

2. The Automatic Discovery settings will appear.

Automatic Agent discovery uns on the DNA server and detects PCs that aren't running a DNA Agent. Discovered PCs show a basic
inventary and can be deployed to

Enable

Scan method: Change

Run at startup and then every 60 minutes

Scan range

Range Add
10.0.0.0-10.0.0.255

Credentials

User name peijle

Password LTS Beaier sesans

o By supplying a user name and password auto-discovery can more accurately determine f a

Test
machine can be deployed to =

3. Select Enable and enter the required IP address ranges to scan.

4. Entering domain credentials allows NetSupport DNA to determine if a
machine can have a DNA Agent deployed to it.

5. Click OK.

6. Discovered computers will be listed in the Discovered Tree view.
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Managing discovered computers

NetSupport DNA will discover new computers on the network even if they
don’t currently have the NetSupport DNA Agent installed.

Newly discovered computers, irrespective of type, will be listed in the
Discovered Tree view. However, where NetSupport DNA cannot determine
what type of computer it is, they will be listed separately in the ‘Unknown’
list and the operator can manually update the properties as required.

If domain credentials have been supplied when searching for new
computers, NetSupport DNA will provide a basic hardware inventory prior
to the appropriate NetSupport DNA Agent being installed.

By default, when NetSupport DNA discovers a new computer, a popup will
appear notifying you of this. This can be disabled in the Console
Preferences - General options.

Discowerea CompURErs - MATF-WINTD - Hadware inventory = @t X
MATL WM -~ 9

NetSupport Group - Hardware Summary - MATT-WIN10

=] | System overview

Name: MATT-WINIO Demain | Workgreve: ukpel-graup
Manuecturen: Gigabyte Technology Ca., Nadel: yayippan
Lid.

Operating System: Windows 10 Pro Insider Service Fackc
Preview w54

Versice: 10.0.10565 OF Serial Number: 00330-80000-00000- AAZID
Registered User: matt
System Langusge: English [United Kingdam]
Tatal Hemory: 0092 HB

o [GMT] GMT Standard Time

4: No

CRUNBLOS

i Tntel
Amesican Hegatrends Tnc.
ate: 05/30/14

Clock Speed: J601 Mtz
@ B Filled By 0.0.H.
o ba fillad by G.EM,

Methupesn otz Duent B tenmcnnettos f User anen .=

From the Discovered list you can choose to deploy the NetSupport DNA
Agent to the required computers.

Note: The NetSupport DNA Agent can only be deployed to Windows
machines.

Computers that you don't wish to deploy an Agent to can be ignored and
will be removed from the list. They will still be displayed in the Discovered
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Computers dialog. From here, you will be able to make them available
again in the Discovered Tree view, if required.

1. In the Discovered Tree view, click the Manage icon.
2. The Discovered Computers dialog will appear.

Discovered Computers x

Discovered PCs

Name User name IP Address MAC Address Lol Deploy
Recent lanore

_%_ INVH566 support 10.0.4.65 DBCBBASD358D

Delete

Available

E 10.0.1.96 10.0.1.96 CB2A1424AB3F Include

E ADK-LAPTOP 10.0.0.18 002338251640

E ADK-VIDYA 10.0.4.35 001C42DAE347

E AJS-VAIO 10.0.4.111 30FSED42450D

E DAWIDS-IMAC 10.0.4.70 3C075478874D o

=

3. All discovered computers will be listed.
4. Any computers that have been ignored can be included again in the
Discovered Tree view.
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Device Discovery

The SNMP Discovery allows NetSupport DNA to be configured to scan a
range of network addresses and report on any appropriate devices
discovered, such as printers and access points. These items can then be
stored within DNA and real-time data (such as ink or toner levels) can be
monitored from the console.

Note: You must ensure that SNMP is enabled on the device for
NetSupport DNA to be able to discover it.

1. In the Devices Tree view, click Device Discovery.
2. The SNMP Monitor dialog will appear.

SNMP Server [nsLnETO0Z (10.0.0.183) -] More
Discovery Request
Security: <w1yWw2c only, Cormmunity string: public> - Edi...
From |PAddress:
ToIPaddress: 5 i B
Previous Discovery Requests
<
From |PAddress: m . 0 . 4 .0
To IPaddress: o . 0 . 4 .25
Time requested: 11/09/2015 12:01:56
Consale User Mickk
Security: =Standard Public Settings:>
Resend
Status: covery was successtully exscuted - 3 SNMP
Delsta
Help Clase

3. Select the required NetSupport DNA SNMP Server to use from the
drop-down list. Click More to see the Server details and any Devices
that have been discovered by the Server.

4. Enter the IP address range that you wish to scan Devices on and set
the level of security to use. By default, the standard level of security
will use a ‘public' community string and will not scan for SNMP v3
Devices. To create a new set of security settings, click Edit.

5. Click Send to discover Devices.

Note: Depending on the IP address range entered, this could take
some time to return discovered Devices.
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6. The status of the discovery request will be displayed. You can scroll

<>

through previous requests using the icons.

Note: Clicking on the status will display a dialog showing the
discovery results.

7. The scan request can be resent if required, click Resend.

Display Sections

In the NetSupport DNA Console, related SNMP properties are grouped
together into display sections. This dialog allows you to manage and
create display sections and the properties within these.

By default, there are three sections: Standard Properties, Printer and
Interface Properties.

Note: The Console will only show a section if the Device returns any
properties from it.

" i
tla. Slarelnt Progemtin: el Irimlics Pasgrries ate shoiy
tast. The ooder of olhes sechons Can be changed ar

Standard Propertias
Friter

Inte: 4 or e dhoes et b e
terfice Properties e

Deiongean

Diepiays eciedned stancid properties for SNV Agents and s the defadt «
Dispiary Saction for ather properties to e depliyed

Cresied By

B Dakts

An admintitsativety-msigred name for this maneged node
e

cription af the entity

2 the retwork: menagerment porton of th sriteen was Lt re-ritiseed
U sl KBentfCation of the Contact person for e . Sogathes with
Tha phsical F this noda

Thee verkor's suthorfative ideritfication af the retwork management iubsyiten contaned in the entity -

add [, Mo Carlig

To create a new display section, select New and enter a name and
description for the new section.

You can see which Devices are returning properties for a section. Select
the required section and click Section Devices.
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The properties in each section will be listed. To change the order that

they are displayed in, click the ™| ¥ icons. To edit the property
configuration, click Config. The property status summary will be
displayed. To edit a property, select the required property and click Edit.

Properties can be moved from one section to another. Select the required
property, click Move and select the section to move the property to.

Note: You are unable to move pre-set properties from the Standard or
Interface Properties sections.

To add new properties, click Add.

Note: For information about OID properties, please see our website
www.netsupportsoftware.com/support and refer to Technical
Document 787.
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Integration with Active Directory

NetSupport DNA integrates with Active Directory, enabling you to
configure the PCs and users within the NetSupport DNA Console to mirror
their relative position within the Active Directory container structure.
Changes made within the AD structure are automatically reflected within
NetSupport DNA. User information can also be retrieved from Active
Directory.

NetSupport supplies a ready-made administrative template,
NetSupportDNA.ADM, containing the configurable options. When you
install NetSupport DNA, the template is copied to the NetSupport DNA
program folder. In turn, you will need to copy this to the folder containing
any existing ADM templates.

The NetSupportDNA.ADM template allows you to configure the following
policy settings for NetSupport DNA: port connection parameters,
NetSupport DNA Server address properties and NetSupport DNA user
data binding.

NetSupport DNA provides the ability for users to automatically logon to
the NetSupport DNA Console without the need to sign in, based on their
membership of a Windows group. When creating a Console Role, you can
assign an Active Directory Windows group to the Role, enabling the user
to be authenticated based on their membership.

Note: The NetSupport DNA Agent can be deployed using Active
Directory. See Installing via Active Directory for further
information.

Active Directory Tree view

By default, NetSupport DNA displays the standard departmental Tree
view. If you're working with Active Directory, it may be useful to have
PCs and users displayed in the same Tree structure.

Note: The Active Directory containers folder will be displayed by default
in the Tree. This can be hidden if required.

1. Click the Settings icon in the Tools tab.

2. The DNA Configuration dialog will appear, select the Active Directory
settings option.

3. Select Layout PCs in their AD Containers rather than
departments where applicable.
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4. Agents will be moved to the relevant AD container to reflect their
position in the structure.

Note: When Agents are moved to their Active Directory Containers, any
previous department settings may not apply to the Active
Directory container. Please review the component and Agent
settings to ensure you have the correct settings applied.

For further information on how to configure Active Directory policies, refer
to www.netsupportsoftware.com/support/.
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Create a department

The Tree view is highly configurable, enabling you to customise your
NetSupport DNA setup to mirror your organisation’s structure.
Departments can be manually added and Agents moved between
departments as required.

1. In the Tree view, select Departments or an existing department
name.

2. Right-click and select New department.
3. The New department dialog will appear.

New Department i

Propetties
Mame:
Finance Colour: -
Description ooooo
ono oo
gooooao
— -
Parent
4 @ METSUPPORT GROUP
4|l Departments
s-0O Marketing
~[]  Technical Support
.0 Testing
[0 WORKGROUR

4. Enter the department name, a suitable description and select an icon
colour.

5. Decide at which level of the Tree view to insert the department by
selecting the parent.

6. Click OK.

Note: The Assign/Reassign options are only active when editing the
properties of an existing department.
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Change the Properties of a department
This dialog can be used to:

Change the general properties of a department.
Associate a department with a new parent in the Tree.
Delete a department.

Move Agent PCs between departments.

1. Select the required department in the Tree view.
2. Right-click and select Properties.
Properties
MHame:
DEVELOPMENT Colour: -
Desciption ooooao
DEVELOPMENT oo oo
ooooao
Farent
4 E NETSUPPORT GROUP
4.8  Departments
-] Technical Support
o~ Testing
o~ WORKGROUR
Assign Feassign
Delete Help
Properties
The department name, description and icon colour can be changed if
required.
Parent
The department can be moved within the Tree view by clicking on a new
Parent.
Assign

Enables you to add Agents to the current department.

Reassign
Allows you to move Agents from the current department.

Note: Only Administrators are able to create departments or move PCs

between departments.
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Delete
The selected department can be deleted from the Tree view as long as
there are no Agents currently associated with it.

Adding Agents to departments

When a NetSupport DNA Agent is installed, it is dynamically added to the
appropriate domain in the Console Tree view. However, Console
Operators can customise the Tree view to include additional departments
and move Agents between these areas.

An individual Agent can be moved by simply dragging and dropping the
required PC between departments in the Tree view. Alternatively, the
User Details can be edited. Right-click on the required Agent in the Tree
view, select Edit Details and update the department field.

Multiple Agents can be easily moved using the Assign/Reassign facility.

1. In the Tree view, right-click on the required department. The one you
are moving Agents to or from.

2. Select Properties. The current properties for the selected
department will be displayed.

3. Click Assign or Reassign depending on whether you are moving
Agent PCs to or from the department.

This dislog allows PCs to be mover quickly to the WIORKGROUP department fiom other departments
Avallable P Depattmert PLs
4| TEST SALE KEY 200 a- [ TEST saLE kEY 200
422  Departments -2 Departments
O «x a--[] WORKGROUP
o] AICSURFACED

4. From the Available PCs list, select the PC to move and click > .
Repeat for any additional PCs that you wish to move.

5. If you have moved the Agent PC in error, click € to reassign it to
the original department.

6. Click OK when finished.
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Dynamic Groups

This facility provides a quick and easy method for grouping Agents based
on specific conditions. Typical uses could be to identify users that are
running out-of-date hardware or software.

NetSupport DNA provides a selection of predefined dynamic groups.
These are stored in a General folder in the Tree view. New folders can be
created by right-clicking on Dynamic Groups and selecting New folder.
Enter the required name and click OK.

Note: The Tree view can be filtered to only show PCs/Users/Devices that
match a dynamic group query. Select the required dynamic group
in the Tree, right-click and select Apply as Filter. A filter bar will
be displayed at the top of the Tree view showing what dynamic
group filter has been applied. To remove the filter, click Clear.

To create a new dynamic group
1. In the Tree view right-click on Dynamic Groups and select New
Dynamic Group.

2. The New Dynamic Group dialog will appear.

[N Dymamic Group »»

Properbies

Fadar: General
Cptons

el Dizplay in the Coraola's dynamic groups bee view
Pppsarnce Components -
@ HO RS+ E
i
Hardware X
[ Display onky for this Corsoke Lser
[ Read onfy for cther Corgole Lsera

(= Updale as recessary
(71 Snapehel
Updated via the stors command in the edilor

3. Enter a name and description for the new group.
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Select the folder the dynamic group is to be located in from the drop-
down list.
Select any applicable options:

Display in the Console's dynamic groups tree view

If this is to be a one-off search for a particular group of PCs, you can
choose not to add the group to the Tree view.

Appearance
If the new group is being displayed in the Tree view, select the
required icon that will be associated with it.

Display only for this Console User

Select this option if you want the new group to only be visible to this
Console User.

Read only for other Console Users

If you want other Console Users to be able to view the new group,
but not alter it, you can make the group read-only.

Update as necessary

Enable this option if you want any new Agent PCs that match the
criteria to be automatically added to the group.

Snapshot (Updated via the store command in the editor)

Rather than automatically add new PCs to the group, you can take a
snapshot at a given time. You can then update the Agent list as and
when required using the Store option in the Dynamic User Groups
editor.

To assign the group to a different Console User, click Reassign. This
is only available when you are editing the properties of an existing
dynamic group.

Click OK. The Dynamic User Groups editor dialog will appear,
enabling you to create the condition that will determine which Agents
are selected for the group.
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Dynamic Groups Editor

The Dynamic Group Editor dialog is primarily used to create the condition
that determines which Agents are included in a Dynamic Group. You can
edit the properties of an existing group, create new groups, run the
output from here and import and export dynamic groups.

Dynamic Groups: -
i 64-bit Operating Systems - D“ X | 2 =
o Edi Delete  Run Import
Source Fields Condition Fields
P& «
+ - pC Information ~ 64 Bit Operating Systam is equal to 1

@ 64 Bit Operating System
Agent Version
Agent Version String
Alt Identifier
Asset Tag
Assignee
BIOS Asset Tag
BIOS Install Date
BIOS Manufacturer

BIOS Serial Humber o [ Select PCs not in this query.
Computer Name User Name 1P Address EMail Address
E MARKETING-WIN10 testing 10.20.1.89

1. The dialog can be launched when creating a new group or editing an
existing item.
Or
Right-click on the Dynamic Group name in the Tree view and select
Properties.

2. The dialog will indicate which group is loaded. You can select another
group from the drop-down list.

The following options are available:
New
Create a new Dynamic Group.

Edit
Change the properties of an existing Dynamic Group.
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Reload

Reloads the stored version of the group’s properties, if you want to
ignore any changes you have made. The option is not available once
the results have been run.

Delete
Delete the currently loaded Dynamic Group.

Run

Run the results of the currently-loaded group. Items matching the
specified condition will be listed in the Results window. You can
hide/un-hide the output by clicking the Results button.

Stop
Cancel running the results.

Store

If, when entering the general properties for the group, you elected to
create a snapshot (meaning that any new Agents matching the
criteria are not automatically added to the group) clicking Store will
update the Agent list.

Export
Exports the dynamic group to an .XML file.

Note: You can only export user-defined dynamic groups.

Import
Allows you to import a dynamic group.

Note: You cannot import dynamic groups that have been exported
using Database Maintenance.

Specifying the condition fields

1.

From the Source Fields Tree, select the field(s) on which to base the
condition. Click > to move each item in turn to the Condition Fields
window. You can view the current values for the field by clicking G

The Condition Editor will appear. Multiple conditions can be applied.
Click OK.
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3. Click Run to retrieve the results. The Dynamic Group will be listed in
the Console Tree view along with those Agents matching the
condition.

Note:

There may be occasions when you quickly want to view PCs that
do not meet the specified condition. In the above example the
condition highlights Agents that have 64-bit operating systems
but, when planning major rollouts, you might equally want to
reverse that and display those that don't have this operating
system. Check Select PCs not in this query to enable this
option and click Run to display the results.
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NetSupport DNA Configuration

The NetSupport DNA Configurator allows Administrators/Console
Operators can apply specific settings, at company or department level, to
each of NetSupport DNA's primary features. For example, the frequency
at which Inventory data is collected can be set at an individual
department level or you may want to block specific departments from
accessing certain websites.

To access the NetSupport DNA Configuration menu, highlight the
department, AD container or company in the Tree view that the settings
should apply to, right-click and select Settings — or, in the Tools tab,
click the Settings icon. You can also access the individual component
settings from the component icon drop-down list.

Notes:
e Console Preferences can also be accessed from this dialog.

e In the Devices Tree view, you will only be able to access the SNMP
component settings.

Settings for ‘Departments’
Agent Hardware o Energy Monitor
Inventary

Visible « Enabled « Enabled v

User Details !EI Print Maonitor @ Internet Metering

(5 Unresticted Access

Enabled + | |Enabled + | |Enabled v
E@ USE Device Control E Application Metering

i

I__‘G Appilications unrestricted

Disabled | |Enabled L4
T
lr Software .] Alerting Software | Explorer

o Inventary — Distribution =D
Enabled + | |Enabled " | |Enabled + | [Enabled v
% Policies Remote Report \=-. Phrase

Q == Control G Concern IEB Manitaring

v v Enabled L4 Enabled L4

An overview of the settings for each component will be displayed,
allowing you to see which components are currently enabled. A yellow
star will be displayed when changes have been made but not saved.
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Note: The components displayed will depend on the area you are viewing
in the Console.

Clicking on an icon will take you to the settings for that area.

Note: The Reset button will delete all department settings and revert to
the parent settings.

Click Save to save any changes. You will be asked how you want these
settings to apply to the department. The Reset button will delete all
department settings and revert to the default settings or parent settings.

Agent
Show Agent icon in notification area

Agents can periodically check the server for new versions of the product. Agents check at startup as well
az at a preset interval.

Check for updates every: 24 howrs

Show Agent icon in notification area
When enabled, the Agent icon will appear in the taskbar at the Agent PC.

Check for updates every xx hours

Each time a NetSupport DNA Agent service starts, it will automatically
check the server for updated components. While Agents are active, you
can also set the frequency at which they continue to poll the server. For
example, if you have a large network you might want to reduce the
number of instances where Agents check for updates to one or two times
a day. Alternatively, when updates are available you may need Agents to
check more regularly.
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Hardware Inventory

| Enable Hardware Inventon

Scan Method: Change. ..

Fun at startup and then every 10 mivutes

Enable Hardware Inventory
Deselect to prevent Hardware Inventory from running.

Scan Method

By default, Hardware Inventory will run when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom scan times.

Energy Monitor

Enable Energy Monitor

Collect Method s Collects at startup and then every 10 minutes
Enable Power Management Prevent Power on during Holidays Holidays
S B R R EBREBRERERRARRERERRREIREREBRERBRREBEBE E
E S BB E BB B SR ERERRREEEREEZI L AR b
Monday ‘ ‘
Tuesday ‘ ‘
Wednesday ‘ ‘
Thursday Bl l
Friday ‘ ‘ I
Saturday [ ] ‘ ‘ O
Sunday (| ‘ ‘ O
When logged off: When logged on
T &Poweron T & Powerokf @ shutdown & Log off v
= [ Stagger powering machines on
Inactivity Moritors Period of inactiviy: When logged off: When logged en
Policy 1 “ @© |15 minutes ~ Zz Suspend ~ () Donothing

Wam user f they will be logaed off or their machine is going to be shutdown/suspendsd

A user can postpone their machine shutting down, bsing suspended or logging off when this is snabled

Enable Energy Monitor
Clear this check box to prevent Energy Monitor from running.
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Collect Method:

By default, Energy Monitor will collect data when the NetSupport DNA
Agent starts up and then every ten minutes. Click Change to amend the
settings and set custom collect times.

Enable Power Management

Select this option to enable the power management function. A power
management schedule will be displayed.

Note: Yellow shaded areas show the organisation's working hours.
Working hours are set in Console Preferences - User Interface
settings.

Prevent power on during holidays

This option will exclude any holiday dates that have been set from the
power on schedule. To set your holiday periods, click Holidays.

Power On

Select this option to enable the power on function. Choose the days to
power on machines. To adjust the time to power on machines, slide the
green bar to the required time slot.

Stagger powering machines on

This option will stagger the machines powering on, instead of powering
them on all at once.

Power off

Select this option to enable the power off function. Choose the days to
power off the machines. To adjust the time to power off the machines,
slide the red bar to the required time slot.

You can decide what action is taken when a user is logged on or off when
power off is enabled; do nothing, shut down, suspend or log off (when
logged on).

Note: The schedule power off function is unavailable for machines with a
Server operating system, a DNA Server installed or a DNA Remote
(Agent) Gateway installed.
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Inactivity Monitors

Two inactivity policies can be set up, allowing you to create rules as to
what action is taken when a machine is inactive for a specified period of
time. When a policy is enabled, a marker will be displayed. You can resize
this and drag to the time period you want the policy to apply for.

Warn user if they will be logged off or their machine is going to be
shut down/suspended

This option will warn a user that they will be logged out of their machine
or it is due to be shut down or suspended. The user then has the option
to postpone this action for fifteen, thirty or sixty minutes.

Note: The user will be able to see if a power management schedule has
been set and postpone the action in the NetSupport DNA Agent
window.

User Details
Agent and asset information can be updated using the User Details
dialog.

«| Enable Uzer Details

Collect Methad: Change.

Collects at startup and then every 10 minutes

take details Read Only + Show General Page

v Show Welcome Page

‘welcoms Text

Please click on the Tabs shown above and enter vour detals in the fields provided

‘welcome Logo

E NETSUPPORT Charge..

NA

Welcome
Willkommen - Bienvenida - Bienvenue - Benvenuto

The default settings for the dialog can be adjusted as follows:
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Enable User Details

If this check box is cleared, the facility for Agents to access the User
Details dialog is disabled at their machine. Console operators can still
open the dialog at Agent machines.

Collect Method:

By default, User Details will collect data when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom collect times.

Make details Read Only

If checked, Agents can view the User Details but cannot enter
information.

Show Welcome Page

By default, the User Details dialog contains two pages (tabs), Welcome
and General. Operators can also add custom pages, if required. Un-
check this box to hide the Welcome page.

Show General Page
Un-check this box to hide the General page.

Welcome Text

If the Welcome page is displayed, you can add a customised
message/prompt.

Welcome Logo

The default image that appears on the Welcome page can be replaced
with a bitmap of your choosing. As the file is not remotely downloaded to
Agent machines when requesting User Details, it must exist on the
Agents machine in the specified folder or the Agents NetSupport DNA
component folder.

Click Change and browse for the required file.
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Print Monitor

| Enable Print b onitor

Collect Method: Change...

Run at startup and then eveny 10 minutes

Enable Print Monitor
Clear this check box to disable Print Monitor.

Collect Method:

By default, Print Monitor will collect data when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom collect times.

Internet Metering

Internet Metering enables Operators to monitor and restrict Agents’
internet usage. You can switch metering on or off and restrict access to

designated sites.

Enable Intemet Metering

Caollect Method, Change...

Collect at startup and then every 10 minutes
Redirect blocked sites to bty f v, netsupportdna, carmyur_redirect htrn

Intemet Access Custam 2

Custom Access

CoocgococcococCocogoococooocococooccocgooocgooooo
SR E8R8E88S8R8R8E828328 8388388888888 8888
fulggoclreldddanFfonwecrrasaalga e NN GG
Pl B e e e e S R AR I A
BRUUTEEEUVVEEERE 0 IREREREEEREREREREE
@ (O Unrestricted access @ (® Block resticted sites
(] Users wil have unrestricted access to the intemet Users are blocked from accessing restricted web sites
@ @ Approved sitss orily @ Block al sites
Users can only visit approved web sites All aecess to the internet is restricted
Working hours
Select all Unselect all

Enable Internet Metering
Clear this box to switch Internet Metering off.
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Collect Method:

By default, Internet Metering will collect data when the NetSupport DNA
Agent starts up and then every ten minutes. Click Change to amend the
settings and set custom collect times.

Redirect Blocked Sites to XXXXXXX

Enter the URL you wish Agents to be redirected to if they attempt to visit
a blocked site.

Internet Access

As well as monitoring internet usage, you also have the option of
preventing Agents visiting certain sites. Select the required level of
access from the drop-down list; you can choose to restrict access all the
time, during office hours or out of office hours. Selecting Custom
enables you to customise the access to suit your own requirements.

Custom Access
Unrestricted access
Agents will be able to access any website.

Approved sites only

When enabled, Agents will only be able to visit websites included in the
Approved list.

Block all sites
When enabled, Agents will not be able to visit any websites.

Block restricted sites

When enabled, Agents will not be able to visit websites included in the
Restricted list.

You can restrict Agents’ internet access at specific times during the day.
Select the required restriction and, using the arrows, scroll to the desired
time frame and click on the segment to apply the relevant icon.

Note: By default, access will be unrestricted.

The current office working hours will be shaded yellow. These can be
amended to suit your organisation in the Console Preferences - User
Interface settings.
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Click Select all to apply the selected restriction across the whole day or
Unselect all to revert back to unrestricted access.

USB Device Control

The use of USB devices can be controlled and, from here, you can set the
state for approved and non-approved devices depending on type.

| Enable 5B Device Contral

Scan Method. Change...

Fiun at startup and then every 10 minutes

Removable

Approved Read Only E
Naon-&ppraved Black

Portable

Approved Block

Naon-&pproved Black

USB CD/DVD

CO/DYD Diives Allow

CO/DYD Emulators Allow

USB Floppy

Al Allow

Approved
Set the state for all devices marked a3 approved

Dizable webcam

Enable USB Device Control
Select this check box to enable USB Device Control.

Scan Method

By default, USB Device Control will run when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom scan times.

You can set the access level for the approved and non-approved devices
depending on device type. The current level of access will be displayed.
To change this, select the required device type and from the drop-down
list choose the level of access. Access can be set to allow full access,
block all access, allow read-only or prevent applications being run.

Disable webcam
Select this option to prevent users from using webcams.
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Application Metering

Application Metering enables Operators to monitor and restrict Agents’
application usage. You can switch metering on or off and restrict access
to designated applications.

Enable Application Metering

Callect Methae: Change

Collects at startup and then svery 10 minutes

Company Application Fiestictions

© Enable @

@ Disable

Note this is a giobal setting Restictions,

Enable Application Metering
Un-check this box to switch Application Metering off.

Collect Method:

By default, Application Metering will collect data when the NetSupport
DNA Agent starts up and then every ten minutes. Click Change to
amend the settings and set custom collect times

Company Application Restrictions

Click Restrictions to create an approved and/or restricted list of
applications and choose whether to enable or disable the restrictions.

Note: This setting will apply across the whole company.
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Software Inventory

By default, the Software Inventory tool scans common locations, for
example program files, searching for the .exe files installed at each Agent
PC. However, you can expand the search to include additional folders and
file types.

« Enable Saftware [nventom

Scan Methad Change.

Run at startup and then ever 10 minutes

/| Scan addiional folders: Srprogramfiless |%edocumentsan

| Sean for estensiors:

Resource Scan
Extensions: *.jng|* bmp

In Folders

Inchude orly: Yedocumentsandsettingsys
All, except: Sweindir® [\ternporary intermet fi

Size:

at |zast - o =]

Enable Software Inventory
Deselect to prevent Software Inventory from running.

Scan Method

By default, Software Inventory will run when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom scan times.

Scan additional folders

Enables you to specify folders which may not be included by default when
compiling the Software Inventory.

Scan For extensions

Enables you to specify the extension of any additional file types you
would like to include when scanning Agent PCs.

Resource Scan
Extensions
If required, specify the extension of any additional file types.
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In Folders
Indicate which folders should be included or excluded.

Size
Specify a minimum or maximum file size.

Software Distribution
The Software Distribution settings primarily determine whether the
Request Package facility is available at Agent machines.

- Enablz Software Distribution

+ Oy show Advertized packages at Clisnt

Title:

Available Packages

Automatic Retries

Enabled
Dizabled

Clients will autornatically request any packages that falled within the last 48 hours.

Enable Software Distribution

Clear this check box to disable the Request Package facility at Agent
machines.

Only show Advertised packages at Agent

The Request Package facility enables Agents to install packages that have
been advertised by the Console operator. These will be listed in a dialog
for the Agent to select from. Although Agents can only install advertised
packages, you can display a full list of packages for the Agents to view by
un-checking this box.

Title

You can display a customised title on the Package dialog that appears at
Agent PCs.

Automatic Retries

You can turn on/off the Automatic Retry option allowing you to
redistribute any failed packages. This will only apply to any failed
packages sent in the last 48 hours.

102



NetSupport DNA v4.40

Explorer

[ Disable thumbnails

[ Privacy mode
557 In privacy mode thumbnails show whats on the screen but text is unreadable

Disable thumbnails
Disables thumbnail view in Explorer.

Privacy mode

Allows you to view Agent thumbnails, but the text on the screen will be
blurred out to make it unreadable.

Alerting

The email notification settings need to be configured from here before
you can send an alert notification by email.

« Enable Alerting System

Callect Method: Change...

Callect laws priority alerts at startup and then every 10 minutes

Mote: Critical and Urgent Alerts are delivered immediately

Administrative Settings

Section Name Edit...

QE-mail niotification settings
|1,E5ca|ati|:|r| Folicy

DM, System Alerts.. PC Alerts..

Enable Alerting System
Un-check this box to switch Alerting off.

Collect Method:

By default, Alerting will collect low priority alerts when the NetSupport
DNA Agent starts up and then every ten minutes. Click Change to
amend the settings and set custom collect times.
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Note: Critical and urgent alerts are sent to the server immediately.

Administrative Settings

You can configure the settings for the NetSupport DNA Alerting System
by clicking Edit.

Email Notification Settings

Allows you to specify an email address for an Administrator to be notified
of any unanswered critical alerts and whether to be notified when an alert
is closed.

Administrator Notification

Enter the email address of the Administrator to be notified of all
unanswered alerts.
Send email Notification on Close

If required, an email notification can be sent when an alert is closed.

Note: When inputting the above values into the settings dialog, press
Enter to accept these values.

Escalation Policy

Allows you to amend the specified times for Operators to deal with alerts
before they are escalated to the next level. Once they have been
escalated to critical for the specified time, the Administrator will be
notified by email.

Selecting NetSupport DNA Server Alerts or PC Alerts enables you to
create or edit alerts.
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Acceptable Use Policy

Enabla

Policies active for this department

Mame Description Created On Preview

neral Staff Policy 17f09/2015
chnicial Suppart P... 17f09fz015

“Wigw uzer acknowledgements for this department of all active policies Yiew

Manage

Create: and manage policy documents including assigning them to specific users Manags

Enable
Clear this check box to disable the Acceptable Use Policy feature.

Policies active for this department
Any Acceptable Use Policies that are active for this department will be
listed. To view a policy, click Preview.

View user acknowledgements for this department of all active
policies

Click View to see the users that have acknowledged the active policies
for this department.

Manage
Allows you to create and manage Acceptable Use Policies. Click Manage.

Remote Control

Enable Remote Contral

[[] Enable user acknowledgement

o Logged on user must agree remote control before viewing screen

[ Show indicator when connected to

o Afloating window shows who is connected to the agent PC
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Enable Remote Control
Clear this check box to disable the remote control feature.

Enable user acknowledgement

Select this option to enable user acknowledgement. The logged on user
must agree to the connection before a remote control session can begin.

Show indicator when connected to

When a remote control session is active, the Agent will be able to see
who is connected to them.

Report Concern

Enable Report a Concem

Tile: ‘You can use this to report or share a concern with a member of staff at the school. Anything you share here wil
be treated in the strictest confidence.

Enter the details of your concern below with any relevant information and then select the member of staff from
the box at the bottom who your concern will be shared with.

Help Text

& [ Show Safequarding resources Fesources

Contacts

Cortacts i, There are no contacts defined to receive concems
Reminders You can configure reminder Mails f concems aren' actioned promptly Reminders are cumently on

eMail. i, eMailis not curertly configured

Note: These settings will only be available in the Education Edition of
NetSupport DNA.

Enable Report a Concern
Select this check box to allow students to be able to report concerns.

Title

You can customise the text that is displayed in the Report a Concern
dialog by overtyping the existing text. Clicking Default will return the
default text.
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Help Text

Allows you to add a line of help text to the Report a Concern dialog. For
example, you may want to include an external phone number or email
address that students can contact if they wish to speak to someone
outside of the school.

Contacts

Before students can report a concern, contacts need to be defined. Click
Contacts to set up a list of staff members who can receive concerns.

If concerns are not actioned within four hours, a reminder email will be
sent. This option is enabled by default. Click Reminders to disable or
alter the reminder interval.

Note: NetSupport DNA will only scan for concerns during the defined
working hours. The working hours can be amended to suit your
requirements in the Console Preferences - User Interface settings.

For contacts to receive an email notification when a concern is raised, you
must configure the email settings. Click eMail.

Show safeguarding resources

Selecting this option will enable a link to a list of safeguarding resources
(websites and helplines), which will be available to students from the
NetSupport DNA Agent menu and when they report a concern. When you
first enable this option, you will be asked to set your region to ensure a
list of relevant resources is displayed. To add or edit the list, click
Resources.

Create shortcuts on users’ desktops

Shortcuts to report a concern and safeguarding resources (if enabled) will
be created on student desktops.

Note: The safeguarding resources shortcut will be available even when
the NetSupport DNA Agent is not running.
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Phrase Monitoring

Enable phrase monitoring

Adjust the detection sensitivity to include or exclude minor variations when matching phrases 90%

Exclusions

*You can ignore certain applications when monitoring phrases Applications

Specify the source text to monitor and report on
[A) [ Typed by the user
%) [ Copied to the cipboard

(R [ Web page tiles. This detects phrases in web page ttles and search results

Priority actions

Set the actions for each priority when @ phrase is tnggered P

Recerding lengih

@ Screen activity recorded 15 secends before the phrase is triggered to 15 secends after. Total length may be longer than 30 secends if muliple phrases are
triggered

Enable phrase monitoring
Clear this check box to disable the phrase monitoring feature.

When matching keywords, you can adjust the accuracy level to determine
how accurately words must be typed by the student before they are
reported. By default, this level is set at 90% allowing for minor
misspellings to be taken into account when matching.

If the accuracy is set to 100%, this would require the student to type the
keyword exactly for it to be matched. The lower the percentage, the more
likely the term (or words similar to the term) will be flagged as
inappropriate.

Exclusions

Certain applications can be ignored when monitoring keywords and
phrases. Click Applications to select which applications to ignore.

Decide what type of text to monitor and report on: text typed by the
user, text copied to the clipboard and text in web page titles.
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Priority actions

When a phrase is triggered, the action taken will depend on the priority
level set. By default, all priority levels will record usage in the eSafety
information window (unless the priority is set to off); medium and above
levels will also generate an alert; a high level will additionally take a
screen shot at the student, and an urgent level will take a screen
recording at the student who has triggered the phrase.

To customise what actions are taken for each priority level, click Actions.

Recording length

The screen recording length for an urgent priority level can be set here.
By default, the recording length will be set to fifteen seconds (fifteen
seconds before and after the phrase has been triggered). Select the
required time from the drop-down menu.

Note: These settings will only be available in the Education Edition of
NetSupport DNA.

Click Save to save any changes. You will be asked how you want these
settings to apply to the department.

Click Close to exit the dialog or click @ to go back to the main menu.
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SNMP Configuration Settings

The NetSupport DNA SNMP Configurator allows Administrators/Console
Operators to apply specific settings, at company or department level, to
each of the SNMP primary features.

To access the NetSupport DNA Configuration menu, highlight the
department or company in the Devices Tree view that the settings should
apply to, right-click and select Settings — or, in the Tools tab, click the
Settings icon. You can also access the individual component settings
from the component icon drop-down list.

Notes:
e These settings will only appear when you are in the Devices Tree
View.

e Console Preferences can also be accessed from this dialog.

Settings for 'Departments’
.4’1“,_ Monitor B sert
-

Enabled v Enabled v

History

Enabled v

An overview of the settings for each component will be displayed,
allowing you to see which components are currently enabled. A yellow
star will be displayed when changes have been made to a component but
not saved.

Clicking on an icon will take you to the settings for that area.
Click Save to save any changes. You will be asked how you want these

settings to apply to the department. The Reset button will delete all
department settings and revert to the default settings or parent settings.
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SNMP Monitor Settings

| Enable SHP Moritaring

Scanning Method: Change...

Run at startup [of SHMP Server] and then even B0 minutes

Enable SNMP Monitoring
Clear this check box to disable SNMP Monitoring.

Scanning Method

By default, SNMP Monitoring will run when the SNMP Server starts up and
then every sixty minutes. Click Change to amend the settings and set
custom scan times.

SNMP Alert Settings

/| Enable SMMP &lerting

Administrative Settings [global]

Section Mame Walug Edit...

2| Email Matifications
“| Console Notifications

Enable SNMP Alerting
Clear this check box to switch Alerting off.

Administrative Settings
You can configure the settings for the NetSupport DNA SNMP Alerting
system by clicking Edit.

Email Notifications
Allows you to specify an email address for an Administrator/Operator to
be notified when an SNMP alert becomes active.
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Note: Multiple email addresses can be added. They must be separated by
a semicolon.

Console Notifications
Select which Console users should receive Console notifications.

SNMP History Settings

| Enable SHMP Hiztom

Enable SNMP History
Clear this check box to disable SNMP History.

Click Save to save any changes. You will be asked how you want these

settings to apply to the department. The Reset button will delete all
department settings and revert to the default settings or parent settings.

Click Close to exit the dialog or click @ to go back to the main
menu.

112



NetSupport DNA v4.40

Console Preferences

There are six types of settings that Operators can configure in the
Console Preferences dialog:

1.

General

These settings apply across the whole of the NetSupport DNA
Console.

User Interface
Allows you to customise what is viewed in the Hierarchy Tree view.

Active Directory Settings

Allows you to configure the NetSupport DNA components based on
the Active Directory containers, rather than departments.

Email Settings

Allows you to set up the email settings for notifications to be
delivered.

Auto Discovery
Allows you to enable the automatic Agent discovery feature.

Audit

Allows you to configure the settings for the NetSupport DNA Audit
Log.

Console Preferences

# General User Interface
O‘j Active - Email
C1 57 Directory 5
1
1 I Auta .‘g Audit
= discovery [T Y
Disabled X | |Enabled v
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To access the Console Preferences, highlight a department, AD container
or company in the Tree view, right-click and select Settings or, in the
Tools tab, click the Settings icon.

Note: You will also be able to access the NetSupport DNA component
settings from here.

Clicking on an icon will take you to the settings for that area.

Note: A yellow star will be displayed when changes have been made but
not saved.

Click Save to save any changes.
General

Show Summary Page {requires restart)

Remember last Componert selected

Atomatically Refresh View fwhen Server update messages amive)
Show Discovered PC tree (requires restart)

Show popup when new PCs are discovered

Automatic Updates

Automatically check online for updates on startup

Check online for updates every hour

Rezet zll waming messages Beset

Show Summary Page (requires restart)
This option allows you to hide/display the summary screen.

Remember last Component Selected

If checked, the NetSupport DNA Console will remember the last
component that was selected when you exit. When you next enter the
NetSupport DNA Console you will be taken straight to that component.

Automatically Refresh View (when Server update messages
arrive)

When enabled, NetSupport DNA will automatically refresh the view to
reduce network traffic.
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Show Discovered PC tree (requires restart)

This option allows you to hide/display the Discovered PC Tree view in the
Console.

Show popup when new PCs are discovered

If the Discovered Tree view is displayed, you can choose whether
to be notified of any new PCs that are discovered.

Automatic Updates

By default, NetSupport DNA automatically checks for any available
updates. If any are found, a header bar will be displayed in the Console
window. You can view the updates and download them from here.

Automatically check online for updates on startup

NetSupport DNA will automatically check for any updates each time the
Console starts.

Check online for updates every hour
NetSupport DNA will check for updates every hour.

Reset all warning messages

When a warning message appears in the Console, you can choose not to
display it again. Selecting this option will reset all warning messages, so
they will now be displayed.

User Interface

B Ao QA N Iee VW

14 S cpeeating system cvrdays i fiemechy

2] Show SHMF Marts n bt view

Dusatin Lagon.Loge! pepup wndow

These vakies o Lsed when moenrg lon weassrs enemyy Lsage ard when apoking Flames manchens

Time: Penoda
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PC View
Choose how to display the Agents in the PCs Tree view.

Show PC Alerts in tree view

Allows you to turn on/off the icon that is displayed at the Agent level in
the Tree view when an alert is raised. From the drop-down list, select
whether to turn off all alert icons, PC or Server alerts.

Show USB Approval requests in tree view
Allows you to show/hide USB approval requests in the PCs Tree view.

Show operating system overlays in hierarchy

Shows/hides the operating system icon overlay on the Agents in the PCs
Tree view.

User View
Choose how to display the Agents in the Users Tree view.

SNMP View
Choose how to display the devices in the Devices Tree view.

Show SNMP Alerts in tree view

Allows you to turn on/off the icon that is displayed in the Devices Tree
view when an alert is raised.

Disable Logon/Logoff popup window

Every time another user logs in or out of the NetSupport DNA Console, a
popup message is displayed, selecting this option will disable this
message.

Time Periods

The working days and hours that are used when reporting login sessions,
energy usage and when applying the internet restrictions can be
customised to suit your organisation. Click Set to specify the working
hours, lunch period and weekend.

Holiday Periods

NetSupport DNA allows you to set holiday periods. These dates can then
be excluded from the power on schedule in Energy Monitoring settings, so
machines are not powered on. Click Set to specify the dates.
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Active Directory Settings

By default, NetSupport DNA displays the standard departmental Tree
view. If you're working with Active Directory, it may be useful to have
PCs and users displayed in the same Tree structure.

Hide 40 Containers in tree view

Lay out FCsg in their 40 Containers rather than Depaitments where applicable

Ay existing AD Domain based PCs and Users will be roved to reflect their
position within the AD Structure, This is a system wide change that will affect all
console wsers, You may want to review the Component settings that apply to
your AD Containers prior to making this change. Please refer to the on-line help
fior furthier advice and guidence.

Hide AD Containers in tree view

The AD Containers folder will be displayed by default in the Tree view,
regardless of whether you are using them. Checking this option will hide
the AD Containers in the Tree.

Lay out PCs in their AD Containers rather than departments where
applicable

Checking this option will move Agents to the relevant AD Container to
reflect their position within the structure.

Note: Any changes to the structure will need to be made through Active
Directory; NetSupport DNA will then pick up these changes.

When Agents are moved to their Active Directory Containers, any
previous department settings may not apply to the Active Directory
Container. Please review the component and Agent settings to ensure you
have the correct settings applied.
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Email Settings

Property Value
E-mail Notification Settings
E-mail Server Address
E-mail Port I 25
E-mail &ccount
E-mail User Narne
E-mail Azcount Paszword
Erncryption Type TLS

Send Test Message...

Email Notification Settings

Allows you to configure the email settings for notifications to be sent to
Operators.

Email Server Address
Enter the email server address that you wish to use.

Email Port ID
Enter the email server TCP/IP port number.

Email Account
Enter the email address that all notification emails will be sent from.

Email User Name
Enter the logon name of the above email account.

Email Account Password
Enter the password for the email account.

Encryption Type
Select the encryption type from the drop-down list: SSL or TSL.

Send Test Message

Allows you to send a test message. Enter the email address to send the
test to.
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Auto Discovery

Autamatic Agent discovery runs an the DNA server and detects PCs that arent running @ DNA Agert. Discovered PCs show a basic
inventary and can be deployed to

Enable
Scan method Changs

Run at startup and then every 60 minutes

Scan range

Range
10.0.0.0-10.0.0.255

Credertials

User name pciie

Password cerees et weesee

By supphing a user name and passward aute-discavery can mare sccurstely detemine f & =
machine can be deployed to =

Enable
Select this option to enable automatic discovery.

Scan method

By default, automatic discovery will run at start up and then every sixty
minutes. Click Change to amend the settings and set custom scan
times.

Scan range

Enter the required IP address range to scan and click Add to include it in
the list.

Credentials

You can enter a user name and password, allowing you to determine if a
machine can have a DNA Agent deployed to it.

Test
Allows you to test the credentials that you have entered.
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Audit

Ensble Audi

Keep audit entries for 30 days %

Actions to Audit

Action

.C.’)Console Login

L]

& Operator Added

% Operator Removed

Q‘ Operator Modified

,' Companent Settings Changed
o?,Component Enabled
oﬁ_Component Disabled

B Alert Closed

R)Incurrect Console logon attempt

Enable Audit
Clear this check box to disable the Audit Log.

Keep audit entries
Decide how long to keep audit entries for: thirty days, sixty days, ninety
days or indefinitely.

Actions to Audit
The actions that can be audited are listed. Deselect any actions that you
do not want to be recorded.

Click Save to save any changes. Click Close to exit the dialog or click

@ to go back to the main menu.
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USING NETSUPPORT DNA
Console Window - Summary Screen

=
369

Lleenses
Used

19

Programs
Instalied

131

DMA Licansos
Avallable

The Summary screen presents an overview of the main NetSupport DNA
features. From here, you can quickly jump to the actual information
window for that component by clicking on the relevant icon. You are also
provided with a summary of your NetSupport DNA licences and clicking
here will display your full licence information.

As with all NetSupport DNA components, the data can be viewed at
company, department, AD container, Dynamic Group or Agent level by
simply selecting the required option in the Tree view.

The data can be viewed for a specified period. To switch between
different time periods, click the appropriate icon in the View section of the
ribbon. Clicking Advanced allows you to apply a customised date/time
filter.

You can view the Summary screen by clicking the Home icon in the
ribbon.

Note: You have the option to hide the Summary screen: select the Tools
tab and click the Settings icon. The DNA Configuration dialog will
appear: click the General option under Console Preferences and
deselect Show Summary Page.
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Explorer

Explorer mode provides a real-time overview of all PCs on the network,
highlighting which PCs have current notifications and any active policies,
ensuring operators can identify and resolve issues quickly. The data view
can be presented as Icons, Details or Thumbnails (where the PC screens
are visible). Privacy modes can be set to provide data protection and
confidentiality.

1. Click the Explorer icon in the ribbon. The Explorer window will
appear.

Note: If the component icons are not visible, click the Home tab.

From the PCs Tree view, select the level at which you want to view the
Agents: company, department, AD container, Dynamic Group or
individual Agent.

The information window will display the selected Agents. Right-clicking
on an Agent allows you to select from a range of available features. For
example, you can send a message, start a chat session, power on
machines etc.
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Note: A remote control session can be opened by double clicking an
Agent. Ensure the Double click PC in Explorer to remote
control option is enabled in the Remote Control settings. This
feature will only be available in the Education Edition of
NetSupport DNA or, if in the Corporate Edition, you have
NetSupport Manager or a third-party remote control application
installed.

Notifications can be displayed to show when an Agent has triggered a
phrase*, raised an alert and requested USB device approval. Select
Highlight PCs in the ribbon and Agents will be highlighted when they
have a notification.

Notifications can be viewed for a specified period. To switch between
different time periods, click the appropriate icon in the Notification Filter
section of the ribbon. Clicking Advanced allows you to apply a
customised date/time filter.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - User Interface
for further information.

The wireless status and battery power level is displayed next to the Agent
icon when in details or thumbnail view.

Note: To hide the department icons in the information window, clear the
Show departments option in the ribbon.

Agents can be displayed in three modes:

Details

A detailed view of Agents will be listed in the information window. The
Agent computer name, department, IP address, last connected time,
current logged on user and operating system will be displayed, along
with any notifications, battery and wireless indicators and active policies
(power on and off schedule, inactivity policies, web and application
restrictions, USB, CD, webcam, thumbnail and privacy mode policies).

Icon

Displays an icon for each Agent. The operating system the Agent is
running will also be displayed.
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Thumbnail

A thumbnail view of Agent screens is displayed. If an Agent is running
multiple monitors, you will be able to switch the view between each
monitor. If you have an Agent selected in the Tree view, both monitors
will be displayed as a thumbnail. Icons will be displayed next to the Agent
showing which Agents have thumbnails disabled and if they are in privacy
mode.

Notes:

e Thumbnails will only be displayed for Windows-based Agents.

e Thumbnail view can be disabled in the DNA Configuration - Explorer
settings.

e You can choose to only display Agents that thumbnails can be
retrieved for. Ensure that Thumbnails only is selected in the ribbon.

Customise thumbnail size

Agent thumbnails can be resized to suit personal preferences.
1. Use the slider on the Size icon in the ribbon to select the required
size.

Changing the thumbnail refresh rate

Depending on how closely you want to monitor Agent activity, you can
adjust the frequency at which the thumbnails are refreshed.

1. Select the © drop-down menu in the ribbon.
2. Select the required time interval from the available options.

Privacy mode

When viewing Agent thumbnails, the text displayed can be blurred out to
make it unreadable.

1. Select Explorer icon drop-down menu and select {Settings}.
2. Select Privacy Mode.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for

records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
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Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports

Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

* Only available in the Education Edition of NetSupport DNA.
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User Details

NetSupport DNA provides a range of features to locate and manage users
within a networked environment. Agents have the facility to amend their
details at any time or Console Operators can request updates. In addition
to key user data (name, telephone etc), DNA provides the customer with
the ability to tailor the data to be gathered and collated from each user,
including tracking of user acceptance forms. DNA also keeps a history of
changes to the data entered in User Data.

Note: User information can be retrieved from Active Directory. If the
information is available, the name, company, email address,
mobile, pager, telephone number and location will be taken and
displayed in the Users Details dialog. Any changes will need to be
made via Active Directory and NetSupport DNA will automatically
pick these up.

1. Click the User Details icon in the ribbon. The User details window
will appear.

Note: If the component icons are not visible, click the Home tab.

NETSUPPORT GROUP - System Summary - NETSUPPORT GROUP

You can switch the Tree view between PCs and Users. The PCs Tree view
displays data for PCs and the PC owner who is associated to the PC. The
Users Tree view displays data for logged on users and does not show any
data relating to PCs.

126



NetSupport DNA v4.40

When NetSupport DNA connects to a PC, the logged on user will
automatically become the PC owner unless they already own another PC.
If this is incorrect, you can reassign to the correct user in the Bind User
dialog.

Note: A PC can only have one PC owner, whereas a user can own maore
than one PC. You can assign PCs to users in the Edit User Details
dialog.

In the Tree view select the level at which you want to view the
information: company, department, AD Container, Dynamic Group or
individual Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=)
format. To print the active view, click the =
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

Connection statistics detailing the PC name, PC owner, department and
last connection will be listed for every NetSupport DNA Agent and can be
viewed for the company as a whole, department or a Dynamic Group. A
summary of your NetSupport DNA licence details is also displayed when
viewing at company or department level.

When the data is viewed at Agent level, you can switch between General
(PC owner, asset and maintenance information) and Login Sessions (PC
logon information). Click the appropriate icon in the User Details ribbon or
click the User Details drop-down icon and select {Display -
General/Login Sessions}.

In the Users Tree view all Agent logon sessions for the selected time
period will be displayed. The working hours shown can be amended to
suit your organisation in the Console Preferences dialog. See Console
Preferences - User Interface for further information.

Switching to the Users Tree view shows all Agent logon sessions for the

selected time period. To switch between different time periods, click the
appropriate icon in the Filter section of the ribbon. Clicking Advanced
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allows you to apply a customised date/time filter. Listed descriptions can
be expanded to provide an individual Agent breakdown for each item.
The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - User
Interface for further information.

In the Education Edition of NetSupport DNA, you have the option to mark
Agents (students) as vulnerable. This allows Safeguarding users to easily
identify and support vulnerable students. A student can be marked as
vulnerable in the Edit User dialog, or by right-clicking on the student in
the Users Tree and selecting Vulnerable Student. The student will then
be displayed in the appropriate dynamic group in the Users Tree view.

Note: The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, visit
www.netsupportsoftware.com/support.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
Clueries == Add Query

Contact Details -| " Edit Query

User Details

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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Report E—)
User Summary i,

Pages Export

-

User Details Commands

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or
departments. Right-click on the required item in the Tree view and select
Update or click Update in the User Details menu or ribbon.
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Request/Edit User Details

User and associated asset details can be updated by the Agents
themselves or by Console Operators with appropriate rights.

NetSupport DNA v4.40

The Request Details option enables Console Operators to remotely
launch the User Details dialog at Agent PCs.

1. With the User Details tab selected, highlight an Agent, department,
AD container or the company in the PCs Tree view.

2. Right click and select Request Details.

Or

Click on the User Details icon drop-down arrow and select {Request
Details} from the menu.

Or

Click the Request Details icon in the User Details group.

3. The User Details dialog will appear at the selected machines, enabling
Agents to add or update their information.

User Details @
3V\II;féIcome ‘G:en:al_\
Details
Computer Name; LI [MARKETING D Company: H [NETSUPPORT GROU
Uger Mame: Employee Mumber: =
Log on Mame: o | Marketing PC Department: O |«0RKGROUR
Serial Number. FE2YT) FC Location:
Manufacturer. Dell Computer Corporation
Model Dimenszion 46001
Contact Details Address Details
Telephane Number £~ Adiress: ¥
Mobile Nurmber ]
Email = City/Towr:
Pager Number 3 County/State:
Post/Zip Code:
Carc

When launched at Agent PCs, a Welcome page is displayed by default.
This can contain customisable messages/prompts or it can be disabled
using the User Details Settings option. See NetSupport DNA Settings for

more information.
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At the Agent
An Agent can update its own user and asset details.

1.

2.

Right click on the NetSupport DNA Agent icon in the taskbar and
select Edit User Details.

The User Details dialog will appear.

Edit user details
Console Operators with appropriate rights can edit individual Agents
information from both the PCs and the Users Tree view.

Note: When editing User details from the User Tree view, only User

information is shown. The asset details will not be displayed.

Edit user details from the PCs Tree view

1.
2.

Select an Agent in the PCs Tree view.
Right click and select Edit Details.
Or

Click on the User Details icon drop-down arrow and select {Edit
Details} from the menu.

Or
Click the Edit Details icon in the User Details group.

The User Details dialog will appear.

From here you can edit the general details of the Agent and its asset
details, as well as view any leasing or maintenance information.

Note: Each PC has a PC owner associated with it. If this is incorrect you

can change the PC owner in the Bind Users dialog. A PC can only
have one PC owner.

Edit user details from the Users Tree View

1.
2.

Select an Agent in the Users Tree view.
Right click and select Edit User Details.
Or

Click on the User Details icon drop-down arrow and select {Edit
Details} from the menu.

Or
Click the Edit Details icon in the User Details group.

The User Details dialog will appear.
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4. From here you can edit the general details of the Agent. Any PCs that

the User owns will be displayed. Click ' to add/remove PCs. Users
can own more than one PC.

Note: In the Education Edition of NetSupport DNA, you can choose to
identify vulnerable students. Select the Mark this student as
vulnerable option (this option will only appear when editing
user details from the Users Tree). Vulnerable students will then
be displayed in a Vulnerable Students dynamic group. The
dynamic group list in the Tree will need to be refreshed for this
to appear.

Bind User Dialog

When NetSupport DNA connects to an Agent PC, it will automatically bind
the logged on user as the PC owner, as long as the user does not own
any other PCs. There may be circumstances when the user bound to the
PC is incorrect, in which case, you can change the PC owner using the
Bind Users dialog.

There are two ways of reassigning the PC owner. Transfer ownership:
this method changes the PC owner to the selected login user and takes
on all the user details of the new user, any previous user data for this PC
will be deleted. Rebind the login user: this method rebinds the login
user to own this PC but keeps the user details already associated with the
PC, only the user login details will be changed. This method is only
allowed when the login user does not own more than one PC.

Note: You can also bind a PC with a user from the Edit User details dialog
in the Users Tree view.

1. Select the required PC in the PCs Tree view.
2. Right-click and select Change PC Owner.
Or

Click on the User Details icon drop-down arrow and select {Change
PC Owner} from the menu.

3. The Bind Users dialog will appear.
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NetSupport DNA X

Awailable Login Users

Login Name Domain User Name Owns PCs -
PCIADN Uk PCIADN IMNYHS94

piafg UK piafg INVHS34

PCICIE UK PCICIE IMNVH330

PCICHL UK PCICNL INVHI39

PCIDAW UK Wermin INVHS40 (I
PCIDID UK PCIDID INVHS59 I=
PCIDSW UK PCIDSW INYHS42 I
pifid UK peifid INYHIEZ

PCILE UK PCILE IMNYHI3E %
< m | b

This login uzer will become the awner of this PC - The PC owner is nomally set automatically when the
first unbound wser logs onta the PC.

Corflict Resalution

(@) Transter ownership of this PC to the selected user

) Rebind the login user to this PC awner
(Only allowed when it owng no mare than one PC)

“

The available login names will be displayed along with any PCs that
are already owned (you need to scroll right to see this).

Select the login name you wish to transfer ownership to and select
the required resolution.

Click OK.

Custom User Details

By default, a range of user and asset information is dynamically recorded.
The data can be updated using the Request User Details and Edit User
Details options.

If you find that the default pages do not fully cover your requirements,
additional customised tabs can be created.

1.

In the Tools tab, click the Custom Users Details icon.

Or
Click the User Details icon drop-down arrow and select {Custom
User Details} from the menu.

The Custom Fields Editor will appear, enabling you to create any
number of custom tabs.
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Custem Fiesss Edtar

Hiwws Tt Dy e Tah Disiete Tl

Herw

W A T R
Groupbond
Prapertisg Skt the rekvant check bar G
Plaase seect freen the dhep-own it
Dilad O bdcr.
) —— -
| —

Chiorse frim the eptions bl

Cption 1

Cpton 2

E—— e M

3. Click New Tab Dialog to create a new page and enter a suitable
name. To save time, the content of an existing tab can be copied
should fields of a similar nature be required. (Edit Tab enables you to
change the name of an existing page.) Click OK.

Mew Tab Dialog -4

Mame:

Copy From:
L -

4. Enter the properties for the tab.

Properties
[oraLos -
Property Walue
Dialog
Bind Ta Uszers
Dizplay at Client v
b aintain Hiztory v

Dizplay Alphabetically v

5. Decide whether information contained in the new tab should be bound
to the logged on user or the physical PC, when viewing the User
Details dialog.
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6. You can hide the tab from users should you only want Console
Operators to update the information. Un-check the Display at Agent
field to exclude the tab when launching the User Details dialog at
Agent PCs.

7. Maintain History. If checked, a record of any changes to the
user/asset data on this page is maintained. Operators can view the
changes by selecting the History icon in the ribbon.

8. The order of the fields will be displayed alphabetically in the Console
view. Un-check Display alphabetically to control the order of the
fields.

9. Constructing the page involves adding the appropriate controls.
Select a control and drag and drop it into the required position on
the page.

10. Enter the properties and associated values for each control.

11. Store the new page at any stage by clicking Save.

12. Click OK when the page is complete.

Component Query
Click this option to create a ready-made report containing the fields on
the page. Use the Query Tool to load, edit and run the output.

Custom Fields Editor — Controls

A customised user/asset details tab can include a variety of controls/input
fields.

Contrals

hHdEMAEEI@

Select the required control, drag and drop into the required position on
the page and enter the associated properties.

Froperties
|D1aLOG -]
Froperty Walue
Dialog
Bind Ta Uszers
Diizplay at Client v
M aintain History v

Dizplay Alphabeticaly |«
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Purpose

Used to reposition/resize items
on the page.

Enables you to add the text
descriptions for each input
field. The descriptions are
displayed on the tab as a guide
to users when updating their
details but are not shown in the
User Details information
window at the Console.

Creates a text box for users to
enter free text. For input
purposes, you would generally
include a text description
control adjacent to the box.
The User Details information
window at the Console can
have descriptive text added.

Creates a group box. This is
useful for partitioning the input
form into obvious categories,
allowing you to draw a box
around a group of fields and
apply a category heading.

Creates a check box. This
control would generally be used
in multiples, offering users a
choice of responses. For
example, 18-35, 36-50 etc.

Properties

The control will be assigned a sequential
name: Text 1, Text 2 etc. To enter the
required field description, amend the
control properties. In the properties
window two items will be listed: the
Name of the control and the Text value
currently assigned. Replace the text
value with your own wording.

In the properties window, this control is
assigned the name Edit 1, Edit 2 etc.
This description will appear on the User
Details information window unless you
change the properties. Change the value
for the Name property to the wording of
your choice. Disable at Agent and
Blank at Agent can be used to 'hide’
the field from users, meaning that only
Operators can update the details. To
allow text to be input on more than one
line, check Multiline. To determine the
order of display fields in the Console

click Field Order. Click -/, the Field
Order dialog will appear.

Drop the control into the required
position and use the sizing handles to
expand the box to the required size. To
add a suitable description, change the
value of the text property.

The control will be assigned a sequential
name: Check Box 1, Check Box 2 etc.
To change the name on the input form,
amend the Text value property. To
change the description on the User
Details window, change the Name value
property. The field can be disabled at
the Agent if required. To determine the
order of display fields in the Console,

click Field Order. Click ', the Field
Order dialog will appear.
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'@ Offers users a choice of
responses in a drop-down list.
You would generally include a
text description control
adjacent to the box.

= Creates a list box. A list of
values is provided for the user
to select the appropriate
response. You would generally
include a text description
control adjacent to the box.

O Creates a radio button. Similar
to check boxes, they offer
users a choice of responses,
but only one button can be
selected. Only the highlighted
choice is recorded on the User
Details window.

To add descriptive text to the User
Details window, amend the Name value
property. The field can be disabled or
blanked at the Agent if required. To
enter the values for the drop-down list,
click in the list values property. Click

=1, the List Values dialog will appear.
To determine the order of display fields
in the Console, click Field Order. Click

~|, the Field Order dialog will appear.

To add descriptive text to the User
Details window, amend the Name value
property. The field can be disabled or
blanked at the Agent if required. To
enter the values, click on the list values

property. Click ', the List Values dialog
will appear. To determine the order of
display fields in the Console, click Field

Order. Click -/, the Field Order dialog
will appear.

As there must be multiple choices, two
options are added by default. To change
the text descriptions, amend the Radio
Buttons property by clicking in the list

values field. Click '/, the Radio button
List Values dialog will appear. Use the
dialog to add the required number of
options and associated descriptions. The
field can be disabled and blanked at the
Agent if required. To determine the
order of display fields in the Console,

click Field Order. Click -/, the Field
Order dialog will appear.

Note: When changing the field order of controls, ensure the Display

alphabetically is un-checked.
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List Values Dialog
When creating customised User Details tabs, this dialog enables you to
list the choices for a drop-down list field and the radio buttons.

List Values X

Mew Walues List Walues

B4 19
2033
4059

1. Enter the new value and click > to add it to the List Values window.
Repeat for each of the other choices.

2. One of the values can be selected as the default entry for the field.
Select the item and click Set Default. If no default is assigned the
field will be empty when the user views it.

Note: When entering values for the radio buttons, you must set a
default.

3. Click OK when complete.
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Hardware Inventory

NetSupport DNA provides a comprehensive and detailed Hardware
Inventory. A wealth of information is gathered from each device, from
CPU and BIOS types to network, video and storage information.

Inventory reports are displayed either for a single PC, a selected
department, condition-based "Dynamic Groups" or for the full enterprise.
A Contracts module is also provided to record both leases and
maintenance contracts associated with any devices and peripherals,
including supplier details, contract term dates and costs.

Hardware Inventory updates are configured to run at different time
intervals throughout the day or at start-up and can be refreshed instantly
on demand. A standalone inventory component is available to run on
non-networked or mobile devices and in addition, high value peripherals
can also be associated and recorded against a device.

1. Click the Hardware Inventory icon in the ribbon. The Hardware
Inventory window will appear.

Note: If the component icons are not visible, click the Home tab.

[

NETSUPPORT GROUP - CPU - NETSUPPORT GROUP

210
L
C

In the PCs Tree view, select the level at which you want to view the
Hardware information: company, department, AD Container, Dynamic
Group or individual Agent.

139



NetSupport DNA v4.40

Note: A focused Hardware Inventory will be displayed for PCs in the
Discovered Tree view.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=
format. To print the active view, click the =
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can switch between which hardware component is displayed by
clicking on the appropriate icon in the Filter section of the ribbon.

The listed descriptions can be expanded to provide an individual Agent
breakdown for each item; these can be exported or printed if required.
When viewing at Agent level in the Tree view, a complete Hardware
Inventory for that PC is displayed. Any values that are not displayed or
are incorrect can be edited. Click the Hardware Inventory drop-down
arrow and select {Edit Values} from the menu or select the Edit Values
icon in the ribbon.

To view any leasing or maintenance contracts that have been associated
with devices, click the Hardware Inventory drop-down list and select
{Display - Contracts} icon or click the Contracts icon in the Hardware
Inventory section of the ribbon.

The frequency at which the server collects data can be adjusted using the
NetSupport DNA settings option.

A quick refresh facility is available if you know the Inventory for a
particular Agent or department is out of date. Right-click on the required
item in the Tree view and select Update or click Update in the Hardware
Inventory drop-down menu or ribbon.

If an error message relating to the 16-bit MS-DOS subsystem appears,
please refer to the NetSupport Technical Support website
www. netsupportsoftware.com/support for further guidance.

Queries
Select the Queries tab to display the Queries window.
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NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Queries -555; Add Query
Hardware Overview = }I‘ Edit Query

Hardware Inventary

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Repart E 1Y
Company Summary - BIOS 4

Pages Export

-

Hardware Inventory Commands
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Gather Inventory Data For Remote Users or Non Scanned
Devices

In order to maintain accurate asset information, it is vital that all user,
hardware and software related data is recorded. Whilst the NetSupport
DNA Server will dynamically retrieve information from those machines
that have an Agent installed, you will probably have instances where
items can't be found. You may have users in remote offices that aren't
attached to the network and you will probably purchase peripheral
equipment such as routers, webcams etc.

To ensure this information is known, NetSupport DNA provides you with

the tools to gather data for remote/stand alone PCs and to log details of
peripheral devices.

Add Non Standard Hardware

1. Click the Hardware Inventory icon drop-down arrow and select

{Add Computers} from the menu.
Or
Click the Add Computers icon in the Hardware Inventory group.

2. Choose one of the two available options and click Next.

Select PC type b4

(® Create a new PC

Select this option for computers that curently cannat run a MetSupport
DA Cliert.

) Import a standalone / remote device
Select this option to import irseentory data gathered by the MetSupport DA

Agent. The MetSupport DMA Agent is supported on windows and Mac deskiops
and Android, i05 and ‘windows Mobile devices.

mlm T

Cancel Help
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Create a new PC
Select this option to associate a non scanned item of hardware/peripheral
device with a department.

Adding Non-Scanned Devices

Enter the name of the PC/device to be added and select the department
to associate the item with.

Mew Mon Scanned PC X

Enter the Hame of the rew Non Scanned PC

| -

4dld to Department

[Deparments, -

< Back et > Cancel Help

Click Next.

Before the new item is added to the Tree view, select one of the following
options:

Add Hardware Peripherals to a PC

You can simply add the new hardware to the Tree as a standalone item,
or you can associate additional equipment with it, thus creating a 'mini’
hardware inventory page for the device.

Create more PCs

Enables you to repeat the process for other non-scanned items.
Finish

Adds the new item to the Tree view and returns you to the Hardware
Inventory window.

Non-standard items are easily identified in the Tree view, each being
prefixed with /.
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Import a Standalone/Remote device

Select this option to add inventory data for a remote or standalone
device.

This utility enables you to import the Hardware/Software Inventory for
'stand alone' PCs that cannot be found dynamically by NetSupport DNA.

Obtaining inventory data from Windows machines

The file DNAInv.exe (installed in the NetSupport DNA program folder) is
run at the remote PC which in turn creates a BIN file containing the
Inventory data. The Operator imports the BIN file into NetSupport DNA
and the User along with their associated Hardware and Software
Inventory data, is added to the Console.

1. Copy the file DNAInv.exe from c:\program_files\netsupport
\netsupport_dna\dna\console\ and send/email/transport it to the
required user(s).

2. Run the file at the required machines. The Inventory data is recorded
in a new file 'machine_name.BIN' which should be returned to the
operator/administrator.

3. Upon receipt, the operator should copy the BIN file to a suitable
location ready to import the recorded Inventory data.

Obtaining inventory data from other platforms
You can obtain inventory data from other platforms running the
NetSupport DNA Inventory-only Agent.

1. The Agent can send an XML file to the Operator/Administrator. From
the Agent app, select Share inventory information and choose the
method the send the file.

Or

A snapshot of the Agent's inventory can be directly sent to the DNA
Server. Enter the DNS name or IP address of the NetSupport DNA
Server in the Send to Server option in the Agent app to send this.

Note: The QR code from the NetSupport DNA Console can be scanned by
devices with a camera. This will automatically configure the Agent
app with the NetSupport DNA Server details.

144



NetSupport DNA v4.40

Importing the Data

1. Click the Hardware Inventory icon drop-down arrow and select
{Add Computers} from the menu.
Or
Click the Add Computers icon in the Hardware Inventory group.

2. The Select PC Type dialog will appear. Select Import a Standalone/
Remote PC and click Next.

3. The Add Remote PC dialog will appear.

Add Remote PC x

M ame [rate Inventory Fan Add Files

o] MARKETINGD bin 10:07:03 12/05/2015 Delete Files

Select files to import and click Next. Files can be binary or <L

< Back Mext > Cancel Help

4. Click Add Files and browse for the BIN files. As you select each file
they will be added to the dialog.

5. Click Next. The Inventories for each displayed machine will be
imported and the User details added to the Tree view.

E ! Marketing-Mac-Minilocal
e / Testing - iPad Air

6. Click Finish to end the process or to import another Inventory click
Create another PC. If required, you can also add peripheral
hardware items to the new record.
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Add Hardware Peripherals

All peripheral/non-scanned hardware needs to be recorded in order to
maintain an accurate asset log. NetSupport DNA enables you to manually
associate details of these components with their respective '‘owners'.
Devices can be associated to individual PCs or to groups.

1. You can add a peripheral device when creating a new 'non-scanned'
hardware record.
Or
To associate the device with an existing item in the Tree view, ensure
the hardware component is selected and right-click on an Agent,
department, AD container, dynamic group or the company and select
Peripherals.
Or
Click the Hardware icon drop-down arrow and select {Peripherals -
Add} from the menu.
Or
Click the Peripherals icon in the Hardware Inventory group.

Additional Hardware x

By PC | By Group

Add or remove devices to groups of PCs Devices

PC Group Devices

4 [ TEST sALE kev 200 Property [Quartity] Yalue
{4 eD Containers Speakers
! - ukpci-group Speaker SoundBlast

B Departments Madel AD4153

Dynamic Groups

Copy From... Attach  »

[ Apply to the PCs in all the sub departments

oK Cancel Apply Help

Add Peripherals by PC

1. Select the By PC tab and in the Tree view select the PC to associate
the hardware with.

2. Click Devices to create a new device. Once created, the device will
be displayed in the Attach drop-down list. Select the required device
from the list to associate with the PC.
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Enter the device values (for example the specific make/model of the
device) that will be listed on the Hardware Inventory.

Click Apply.
Devices can be copied from one PC to another; click Copy From and

select the PC to take the data from. All devices attached to that PC
will be copied over.

You can add further devices by repeating the process, or click OK

when complete. To remove an item currently attached, select the
required device and click Remove.

Add Peripherals by Group

1.

Select the By Group tab and in the Tree view select the department
or Dynamic Group to associate the hardware with.

Note: You can include all Agents within the selected department by
checking Apply to the PCs in all the sub departments.

Click Devices to create a new device. Once created the device will be
displayed in the Attach drop-down list. Select the required device
from the list to associate with the PC.

Enter the device values (for example the specific make/model of the
device) that will be listed on the Hardware Inventory.

Click Apply.

Devices can be copied from one group to another; click Copy From
and select the group to take the data from. All devices attached to
that group will be copied over.

You can add further devices by repeating the process or click OK
when complete.

Note: To view which PCs have been associated with a device, select
the required device and click PCs.

To remove a device, click Remove, select the group that the device
is to be removed from and then select the required device, click OK.
The device will be removed from all PCs in the selected group.
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Additional Devices
Use this dialog to compile a register of non-scanned hardware devices

along with their associated properties. Listed items can then be
associated with Agents or non-scanned peripheral equipment.

1. You can create a new device when adding peripheral equipment to an
existing record in the Tree view.
Or
You can prepare a list of devices in advance, click the Hardware
Inventory icon drop-down arrow and select {Peripheral
Management} from the menu. These can then be attached at a later

date.

Peipheral Name: Pioperties

Name Double width

Speaker [
Mol o

MNew

Options

Allow Muliple instances
New Delete Edit Display in own box

Help

Peripheral Name

New

Click New to add a device to the list. The list can be sorted by clicking
the arrows.

Edit
Change the name of an item in the list.

Delete
Removes the device from the list and from any hardware inventories that
it may appear on.

Options
Allow Multiple instances

If checked, enables you to associate multiple instances of the device with
a user’s inventory. For example, two digital cameras but with different
make/model numbers.
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Display in own box

If checked, each instance of the device will be listed in a new box on the
hardware inventory page. However, if there are multiple instances of the
same device you may prefer to group them together in the same box.

Properties

You can edit the properties of the new item and associate additional items
with the device dependant on how much related information you need to
record.

New

Associates additional items with the primary device. Click New and enter
the device name. Depending on how much information will be entered
you can provide a double width field. Click OK.

Device Property x

Mame

| -

Dizplay Diouble 'wWidth

“ I: el El

Use the arrow keys to arrange the devices into the order you want them
displayed on the inventory page.

Edit
Enables you to edit the properties of a device.

Delete

Removes a device from the list and from any inventories that it may be
attached to.

When all details are entered, click OK.
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Contract Manager

NetSupport DNA allows you to record leasing/maintenance contracts
associated with any devices and peripherals. Once a contract has been
created, it can be assigned to any number of devices. Documents
relating to the leasing/maintenance contract can be attached, allowing
you to keep all information relating to the contract in one place. The
contract information is then displayed for the device in the User Details
dialog and the Hardware Inventory information window.

Note: If you're upgrading from a previous version of NetSupport DNA
and have associated leasing/maintenance details with PCs, these
details will be transferred over and displayed in the Contracts field.
You will need to assign these to the appropriate PCs.

Adding a new contract

1. Click on the Hardware Inventory icon drop-down arrow and select
{Contracts} from the menu.

2. The Contract Manager dialog will appear. Existing contracts can be
viewed by selecting them from the Contracts drop-down list.

Contracts <New Contract> s
Contract Details Contract PCs
Contract Name Apple Devices Search o
PC PC Contract Reference
Contract Type Leasing = Computers
Contract Active Apple iPad Ar 2 BAGE (A1566) - Matt
Apple iPad mini 16GB (A1432)
Company. Apple Inc - Apple iPad mini 2 1636 ajays ipad
asus ASUS Tablet P1801-T Andy G
Start Date 21/dun /2016 2,
iMac3
MacBockPro1
Expiry Date 21/May/2017 - Nay's Apple iPhone 6 16GB (A1549,
Apple iFhone B5 B4GE (41833, A168
Cost I:l Apple iPhone § 16GE (A1548, A1586,
Apple iPhone 6 16GB (A1545, A1586.
Details: Apple iPhons 6 Plus 128GE (A1522.
Apple iPhone 6 Plus B4GE (A1522. A
Apple iPhone 6 Plus B4GE (A1522. A
Extermal Documert Source
Fies X:\Smartplan lease contract.pdf -
View
Files detalling the contract can be uploaded to the database and viewed without ref to the ariginal fle
Assign PCs.
o |

3. Enter the name for the contract.
4. Select the contract type from the drop-down list - Leasing or
Maintenance - and choose whether the contract is active.
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Supplier details can be associated with the contract. To create a new

company record, click - in the Contracts Details section. The
Companies dialog will appear, allowing you to enter the details for the
company. Existing companies can be selected from the Company
drop-down list.

Enter the start and expiry dates, cost and any other information
relating to the contract.

To attach files to the contract (PDFs, emails, Word documents etc.),

click - in the External Document Source section. The External
Documents dialog will appear, allowing you to browse and add files.
You can see which files are already attached to the record by clicking
the arrow to view the drop-down menu list.

To associate PCs with this contract, click Assign PCs and, from the
Tree view, select the required devices.

Note: You can quickly search for devices by typing in the Search box

and clicking P2

Click Apply to save this record.

Note: To delete a contract record, select the required contract from the

Contracts drop-down list and click Delete.
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Software Inventory

The Software Module is designed to help organisations manage licence
compliance and reduce software overspend by accurately reporting
installed software and proactively identifying PCs with software that has
no or low usage.

A detailed summary of all programs and applications installed on each PC
is provided, including Windows 8 and 10 store apps. NetSupport DNA can
display the information for a selected PC, a department or a custom
group and features an extensive module for assigning and tracking
licence use. The NetSupport DNA software licence module supports the
ongoing management of all software licences for each department —
recording suppliers, purchase and invoice details, department or cost
centre allocation and the tracking of maintenance contracts as well as
storing PDF copies of any supporting documents.

The data can be viewed in the information window in a variety of formats:

Programs

Provides a list of installed programs as displayed in the Agents
Add/Remove programs dialog. Licence levels can be managed in the
Program Manager dialog.

Applications
Provides a much more detailed view of applications installed by displaying
all executable files that have been found on each PC.

Files
Allows you to extend the search to include additional file types, if
required.

Hotfixes
Provides you with a list of hotfixes that have been installed on each PC.

1. Click the Software Inventory icon in the ribbon. The Software
Inventory window will appear.

Note: If the component icons are not visible click the Home tab.
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e ey e T (e ity it

In the Tree view select the level at which you want to view the displayed
data: company, department, AD Container, Dynamic Group or individual
Agent.

You can toggle between Programs, Applications, Files and Hotfixes by
clicking the Software Inventory drop-down arrow and selecting {Display -
Programs/Applications/Files/Hotfixes} or clicking the appropriate icon in
the ribbon.

A breakdown of the data will be displayed in graph and list format for the
selected company or department. To view the graph in a different
format, click the Chart icon drop-down arrow on the ribbon and select

=
the appropriate format. To print the active view, click the =2 icon at the

top of the Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

Software Inventory enables you to easily monitor licence usage and
highlight any potential licensing issues. The number of licences purchased
for each program can be logged using the Program Manager dialog and
detailed license information is displayed when viewing Programs. Each
description can be expanded to provide details of Agent PCs that have the
application installed.
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Note: Licence information will only show in the Applications view if the
application group has been assigned to the installed Program in
the Edit Application Group dialog.

When viewing applications, the application list can be refined if you find
that multiple entries for the same software are being recorded. For
example, different versions of the same product. For example, different
versions of the same product. Using the Application Groups option you
can merge items into a single record. In these circumstances, the
‘quantity’ totals may not appear to provide a true reflection of how many
PCs are running certain applications, as Agents that have more than one
item in the merged group will be counted as multiple entries. In order to
provide a unique figure, click the Show Unique icon in the ribbon.

Note: Installed Programs can also be merged using the Programs
Manager. Programs that have been merged will display as the
'Merged Group' at company and department levels in the hierarchy
but show as the original program at PC level.

A useful way of viewing specific programs and applications and limiting
the amount of data displayed is to group 'similar' items together into
categories. See Application Groups or Installed Programs Manager for
more information. To display a category, click the Categories icon, select
the required group to view and click OK. The information window will
display data just for that category. A yellow header will be displayed
advising what category you are viewing; you can switch categories and
clear categories from here.

By default, NetSupport DNA scans Agents’ PCs for executables but you
can include additional file types, if required. Use the NetSupport DNA
Software Inventory settings option to specify which other files should be
included in the search. The results can be viewed by clicking the Files
icon in the Software Inventory ribbon.

The frequency at which the server collects data can be adjusted using the
NetSupport DNA settings option.
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A quick refresh facility is available if you know the Inventory for a
particular Agent or department is out of date. Right-click on the required
item in the Tree view and select Update or click Update in the Software
Inventory drop-down menu or ribbon.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Cueries b

Operating System Version v

Software Inventory

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window, these can be exported if required.

Report 1Y
Applications installed that Exceed License limit >

Pages Export

Software Inventory Commands
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Installed Programs Manager

This dialog displays the installed programs discovered from the Programs
and Features list on Agents’ PCs. You can customise the content to make
the list more manageable. From here, you can decide what options are
included in the inventory, merge multiple versions of the same software
into one record and manage licence levels.

1. Click the Software Inventory icon drop-down arrow and select
{Programs Manager} from the menu.
Or
Click the Programs Manager icon in the Software Inventory group.
2. The Software Manager dialog will appear. Select the Programs tab.
3. The installed programs will be displayed and, if recorded, the number
of licences held. The check box alongside each program indicates if it
is included in inventories or not.

O somrsry [ Prowesme [ sppications

el Fim | ¥

Progiam s Licenioes - Craste
7| Bl adobe Acrobat Reader £ o

7| B ekt A1

¥ Bl adobe 210

71 ) adobs AR

] (8 Adobe AIR Fua Mevgee
| Bl ot AR

7 B accbe AR Licerae Inba.
1 B acobe 211 24019190

4| [l Adobe fud 8.0

1 ) Aot Creats 330151

| ) nddob Crastwe Choud 220159 Wincheck
71 [ adoba Craatve Suite 4 Design Premium 40

1 M Ao Dowricd Assktant 126

7| Btcbe Edge Ispect 10,388

7] ) Ackcbe Plish Plaver 10 Active) Lategorier
¥ il ackobe Flach Plyer 10 Plugn

/| [l Adobes Flash Player 12 Active

4| Qi Aot Flsh Phayen

7] [l ko Flath Pliyer 16 16.0.0, 305

) () anicbe Flash Player 17 ActiveX 17.0.0.134
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You can quickly locate a particular program by typing in the search box.

To make the list more manageable, you can filter the programs that are

displayed. Click ¥ and the Installed Program Filter dialog will appear.
From here you can choose what program groups are to be displayed.

Program categories can be created, enabling you to group similar
programs. The Software Inventory window allows you to display
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programs by group rather than listing 'all’ items, making it easier to track
specific records.

If an installed program is not listed, you can create a new program and
link it to the relevant application group by clicking Create.

Note: If the required installed program is not displayed, ensure that the
PC with the software program installed has connected to the DNA
Server.

Multiple versions of the same product can be merged into a new installed
program group. Select the required items, using Shift-Click or Ctrl-Click,
and click Merge. To unmerge programs, select the required group and
click Edit.

Note: You can automatically merge programs which have similar names.
Click Auto Merge and a dialog will appear. To merge existing
installed programs, click Auto Merge Now. By default, new
programs will be automatically merged. To switch this off, uncheck
Activate Auto Merge.

To manage the licence information for a program, select the required
program and click Licence Info.

If you are upgrading from a previous version of NetSupport DNA (below
version 3.00) and you have licences allocated against Application Groups,
the Convert Licences wizard will appear, allowing you to assign your
licences to the new Installed Programs dialog.

Merge Installed Programs

This dialog enables you to merge multiple versions of the product into a
single group - ideal for tracking different versions of the same software.
The programs that you are merging together will be displayed.

Note: Programs should only be merged if they are effectively the same
product, i.e. NetSupport Manager 10.01 and NetSupport Manager
10.02. The merged installed programs will be treated as the same
product for licensing purposes. Grouping together different
products will give unpredictable results and may adversely affect
licensing.
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Installed Programs Merge Dialog 5

fderge Programs

il MetSupport Manager
il MNetSupport Manager
ii' MetSupport Manager
il Metsupport Manager
iF MetSupport Manager

tderge Options

(® Create New Program

Mew Merge Program Mame

Wersion Company

ak

Help

Merge Options

Merge into "XXXXXXXXXXX"

The new program will be merged into a previously created merged group.
Click the appropriate name from the list to select.

Create New Program
Alternatively, enter a new name for the group.

Version
Enter the version for the program if required.

company
Enter the company name if required.

Click OK to create the new group. The programs can be un-merged at a
later date if required.
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Edit Installed Programs

This dialog displays the properties of an installed program. If the item is a
merged group, all programs in the group will be listed. Installed
programs that have been merged can be separated here if required.

Program Details X
Frogram Hierarchy Unmerge

i¥ MNetSupport Manager |

Froperties

Show in Software [nventon

Hame MetSupport Manager

Werzion 12.10.0001

Campary MetSupport Ltd

Categaries Aszign...
unmerge

Top Level Programs
All programs in the group will be unmerged.

Selected Program
The selected program will be separated from the group.

Note: Licences will be returned to the original program when the group
is unmerged. Any licences allocated to the group after it was
merged will need to be manually reallocated to the correct
installed program.

Properties

Displays the properties for the program. The name, version and company
details can only be edited for a merged group.
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Show in Software Inventory

Enables you to limit the number of items listed in Software inventories. If
un-checked, the program will be removed from the list of displayed items.

Cateqories
Allows you to assign the program to a category. Click Assign and the
Program Categories dialog will appear.

Installed Programs Licence Management

NetSupport DNA allows you to record licence information against each
installed program. Full licence information such as purchase details, third-
party details and maintenance details can be recorded in the Licence
Information dialog. Licences can also be allocated to departments. Any
licences not allocated will be available for all departments that have not
already been allocated licences.

Note: To stop unallocated licences from being allocated to other
departments, uncheck Allow non department allocated
licences to be allocated to other departments.

Programs
Progran: [¥Inetsuppart Manager 12,10.0001 ~
Total Licenses: 52 Allow non department allocated licenses to be allocated to other departments
License Dishibution
Licenses  Purchase Date  Location  Supplier  Maintenance Renewal Hew.
52 16/09/2015 [N 15/03/2016 it
Delete
Move To
Mave Eram.
Installed /R
Computers
Computer Name ~ P Owrer Department License 1D
INWH425 MSLROP . \workstations) TechSupport
INWHS47 MSLKOY . \workstations) TechSupport
INWHI52 MSLPIB . \workstations) TechSupport
INWHI53 pipsh . \workstations\ TechSupport
Total: 4
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To record licence information against a program, select the required
program from the Program drop-down list. Click New. The Licence Details
dialog will appear: enter the required details. To amend licence
information select the current record and click Edit.

If you have recorded the licence information against the incorrect
application, you can move the licence information to the correct
application. Click Move To and select the correct application from the list
to transfer the licence information to a different program. Click Move
From to transfer licence information from another application.

Click Installed to view details of where the licences are installed.
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Application Groups

Although Software Applications will include all scanned applications by
default, you can customise the content to make the list more
manageable. The Application Groups option enables you to pick and
choose which items are included in the inventory and merge multiple
versions of the same software into one record.

The groups can also be accessed in the Application Metering option.

1. Click the Software Inventory icon drop-down arrow and select
{Application Manager} from the menu.
Or
Click the Application Manager icon in the Software Inventory
group.

2. The Software Manager dialog will appear. Select the Applications tab.
3. Applications found on all Agent PCs will be listed and, if recorded, the
number of licences held. The check box alongside each application

indicates if it is included in inventories or not.

Note: The licence information will only be displayed if the application
has been assigned to the Installed Program in the Edit
Application Group dialog and the licence information has been
set up in the Installed Program Manager.

Software Manager x

@ summary [ Frograms [T appications

0 Fiter

Application Group Name Program Hame: Licenses & Edit..
"W address Book

[¥] A dobe acrohat 9.2

(¥ B adobe Acrobat Reader DC

8 4dobe ATR Installer Uncheck
[F1[adobe air updater exe

(91 adoke ppication Manager

[¥] Bl 2dobe Audition CC 2015.0

V1% adobe Bridge

[ @ dobe Content Viewer

iobe Creative Cloud

Adobe Device Central CS4

[¥]71 adobe Download Assistant

[¥] 4| adobe Dreamweaver C34

[¥1 & adobe Drive ConnectUl

[¥] ) 4dohe Extension Manager €54

[¥] Enl #dlobe Freworks C54

(]l adobe Flash cs4

¥ i adobe Help
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[] |4 adohe Tustrator C54

(71 &drhe Trhesion OC 2115 ad
762 Application Groups avalable
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You can quickly locate a particular application by typing in the search
box.

To make the list more manageable, you can filter the applications that

are displayed. Click T the Applications Group Filter dialog will appear.
From here, you can choose what groups are to be displayed.

Application group categories can be created, enabling you to group
similar applications. The Software Inventory and Application Metering
windows allow you to display applications by group rather than listing ‘all
items, making it easier to track specific records. Click Categories.

To change the properties of an application select the item in the list and
click Edit.

Multiple applications can be merged to make a new Application Group.
Select the required items, using Shift-Click or Ctrl-Click, and click Merge.

Edit Application Group
This dialog enables you to edit the properties of an Application Group.

Application Group Properties x

General

Mame:

MetSuppart School

Show in Software Inventory views Show in Application Metering views

Assacisted Pragram

o #n appliction must be associated with a Program in order to manage its licenses. Associats one here or creats a new one for this
Application Group

This application is associated with the folloning program: Licenses,

Select prograrm - 0

Applicatians within this group

File Name » Description Company Wersion Unmerge Al

¥ pictiiexe MetSupport ... NetSupport Ltd V12,01

Mprictiviexe  MetSupport .. NetSupport Lkd w1201 Unmerge

[ prictiui exe MetSupport ... NetSupport Ltd V12.01

Auto assign

Application categories

Assigned to the following categories:

Assign.

|| D> ok Help
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General
Name

Displays the name of the selected application. You can change the listed
description for any item, if required.

Show in Software Inventory views

Enables you to limit the number of items listed in Software inventories. If
un-checked, the application will be removed from the list of displayed
items.

Show in Application Metering views

If un-checked, the application will be removed from the Application
Metering Information window.

Associated Program

Enables you to link the application with the installed program entry,
allowing any licence information to be displayed. Licences can be
managed in the Installed Programs Manager.

Note: The application must be linked with the installed program for the
licences to be displayed.

Applications within this group
Displays any other applications that are included with this group.

Unmerge/ Unmerge All
Applications that have been merged can be separated if required.

Auto assign
Allows you to create descriptions/keywords that, if matched, will
automatically add an application to this group.

Application cateqories
Allows you to assign the application to a category. Click Assign; the
Application Group Categories dialog will appear.

Licences
Displays the number of licences assigned to the application.

Use € 2 to scroll backwards or forwards through each item displayed

in the Applications Groups dialog.
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Merge Application Groups

This dialog enables you to merge multiple applications into a single
group. ldeal for tracking different versions of the same software.

Merge Applications X

;E Merging applications allows vou ta group similar programs under one Application.

Applications
Marme Licenses
[']NetSupport Replay Corwertor u}
¥ Metsupport School i}
MNetSupport School SchDesigner u]
B3 Metsuppart Schoaol Tech Consale u]

Options
(® Merge into "MetSupport School

(1 Mew Application Group

Help

Merge into "XXXXXXXXXXX"

The new application group can be allocated the name of one of the listed
items. Click the appropriate application from the list to select.

New Application Group
Alternatively, enter a new name for the group.

Show in Software Inventory

If un-checked, the new application group will not be listed in the Software
Inventory.

Show in Application Metering

If un-checked, the application group will be removed from the Application
Metering Information window.

Click Merge to create the new group. The applications can be un-merged
at a later date if required.
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USB Device Control

NetSupport DNA provides a simple and effective solution for managing
the use of USB memory sticks to help maintain the security of the
network. The use of memory sticks can be controlled across the entire
enterprise or, just for specific departments and usage, can be set to allow
full access, block all access, allow read-only or prevent applications being
run from a memory stick. Alternatively, individual memory sticks can be
"authorised" in NetSupport DNA and the use of sticks in the enterprise
can also be limited to only those authorised.

A program administrator can connect a memory stick to their local PC and
then authorise its use within the DNA console for either a given
department or a specific user. When authorising for a user, the approval
can be restricted for a limited amount of time. Users who connect an
unauthorised memory stick to their PC can also request remote
authorisation where appropriate. Not only does NetSupport DNA identify
both removable (memory stick) and portable (mobile phone, tablet,
camera) storage devices, it also provides similar usage controls over
CD/DVD devices (including USB and virtual).

1. Click on the USB Device Control icon in the ribbon. The USB Device
Control window will appear.

Note: If the component icons are not visible, click the Home tab.

[ —
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In the Tree view, select the level at which you want to view the data:
company, department, AD container, Dynamic Group or individual Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=1
format. To print the active view, click the =
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - User Interface
for further information.

Selecting Group by User allows you to view device usage based on
Agents' user IDs and not the PC. This option will not be available in the
Users tree view.

Selecting Group by PC allows you to view device usage based on the PC
details and not the Agent user's details when in the Users tree view. This
option will not be available in the PCs tree view.

Note: By default, USB Device Control is disabled. You can enable this in
the DNA Configuration - USB Device Control settings and also
preset the level of access for different types of devices.

When an Agent inserts a device into their machine, they will be asked if
they want to register the device. The Console Operator will then be
notified that an approval request is required; a notification icon will be
displayed at the top of the USB Device Control icon and in the
information window. You can then manage the approval requests.

USB Device
Control =
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A\ You have device approval requests waiting

Note: USB device requests will also be displayed in the Tree view. You

can toggle these on/off by clicking E .

Devices can be registered and approved for departments or users before
they are given to users. Click the USB Device Control icon drop-down
arrow and select {Add Device} or click the Add Device icon in the
ribbon. Insert the device to be registered. The USB Device Details dialog
will appear, allowing you to register the device.

The frequency at which the server scans for devices can be adjusted
using the NetSupport DNA settings option.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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Registering USB Devices

When USB Device Control is enabled and an Agent inserts a USB device
into their machine, if it has not already been pre-approved, the Agent will
be advised that the device is blocked and asked if they want to request
access for it. Console Operators will be notified of any approval requests
in the Console.

To manage approval requests

1.

3.

4.
5.

Click the USB Device Control icon drop-down arrow and select
{Manage}.

Or

Click the Manage icon in the ribbon.

Or

In the approval notification in the information window, click Approve.
The USB Devices dialog will appear. A list of all USB devices will be
displayed showing the device state and details.

Note: You can filter the USB devices that are displayed by clicking
the Filter icon and selecting what device state you want to
see.

USE Devices x

USB devices Fiter: | ¥

Device State Vendor Manufacturer Device Class  Description Requested by

& testing HTC Corporation HTC Partzble Android Phane testing
& Not approved Samsung Electronics Co., Ltd. samsung Portable GT-P3110 testing
TfiApproved for sl SanDisk Corporation SanDisk Removable Cruzer Blade testing

Add device

Register and approve devices before giving them to users Register

Select the device that is waiting for authorisation and click Approve
to authorise the request.

To edit existing devices, click Edit.

To remove a device, click Remove.
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Add USB device
USB devices can be pre-approved before they are given to users.

1. Click the USB Device Control icon drop-down arrow and select {Add
Device}.
Or
Click the Add Device icon in the ribbon.
Or
Click Register from the Manage Device dialog.

2. Insert the USB device into a port to register it.

3. The USB Device Details dialog will appear, allowing you to authorise
the device for departments or individual users.

USB Device Details

This dialog allows you to approve USB devices for departments or
individual users.

USB Device Details X

PC MARKETING-WIN10 in Department Dev is awaiting approval for this device
[ By department . v user Properties
Serial Number
WVendor
p Manufacturer
Device Class
User Department Description Cruzer Blade

Device approved for user pdijle

.5. pcile  Support
O & peielo Sales

O & peidin - Support
[0 & peinls Agmin
D.O. peikive Support

(1 Apply urtil further notice
@ Apply urti 23/Feb /2016 17.00 =
() Apply for today {17:00)

This device can be approved for a single uzer and blocked for all other users

Default

The default state for this department is : Block Apply “ Hel
~ance Help

The properties for the device you are approving will be displayed. The
description can be amended by overtyping in the description field.
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Select the By department tab and check which departments this device is
to be approved for - or, to authorise for individual users, select the By
user tab and check the users to approve the device for. Uncheck
departments or users that you do not want the device to be approved for.

You can quickly search for users by typing in the Search box and clicking

2 When approving by user, you have the option to apply the approval
until further notice or restrict the approval for a limited amount of time.

The default state for the current department will be displayed. To apply
this for the current device, click Apply.
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eSafety

NetSupport DNA helps enhance your school’s safeguarding policy with the
Keyword and Phrase Monitoring feature, which provides insight into and
alerts from any activity by a student that might suggest the child is
engaged in activity that would place them at risk. Additionally, the “report
a concern” feature allows students to report concerns directly and
discreetly to nominated school staff. They are alerted instantly, allowing
them to track the concern and record any follow up actions directly from
within NetSupport DNA.

Note: The eSafety feature is only available in the Education Edition of
NetSupport DNA.

1. Click the eSafety icon in the ribbon.

Note: If the component icons are not visible, click the Home tab.

There are two modes available within eSafety:
Phrase Monitoring
Report a Concern

To switch between Phrase Monitoring and Report a Concern mode, click
the Phrases or Concerns icon in the ribbon.
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Phrase Monitoring

The Phrase monitoring feature provides teachers with an insight into what
students are typing (both online and in programs such as Word) and
draws on a database of pre-supplied keywords and phrases that covers a
range of topics from self-harm, bullying and racism, through to risks of
radicalisation. School leaders can configure DNA to monitor the words
students are typing and take a note of the context.

Note: Students can be marked as vulnerable, allowing Safeguarding
Users to easily identify and provide support to them. You can mark
students as vulnerable when editing user details. They will then be
displayed in the appropriate dynamic group in the Users Tree view.

1. Click the eSafety icon in the ribbon.
Note: If the component icons are not visible, click the Home tab.
2. Select the Phrases icon in the ribbon.

HETSUPPORT GROUF - Phrase Metch Rapart - NetSupport Lid

= 3K

In the Tree view, select the level at which you want to view the metering
data: company, department, AD container, Dynamic Group or individual
Agent.

The information window will display a breakdown for each selected item

in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate
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=
format. To print the active view, click the
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

When a student types a keyword or phrase that is matched in the
database, you will be notified in the information window and, depending
on the priority level, an alert will be raised and a screen shot or screen
recording taken. You can customise what actions are taken for each
priority level in the Phrase Monitoring settings or when adding or
modifying a phrase.

Note: To view an associated screen shot or screen recording, click the B©
icon next to the individual Agent record in the detailed list view.

An accuracy level can be set to determine how accurately words must be
typed by the student before they are flagged as a potential cause for
concern. You can customise this level in the DNA Configuration — Phrase
Monitoring settings depending on how closely you want words to be
matched.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - User Interface
for further information.

A useful way of targeting specific keywords and phrases (and limiting the
amount of data displayed), is to view certain categories, priority levels
and types of source text. To select which categories are displayed, click
the Category icon, select the required group to view and click OK. To
hide the data for a priority level, clear the relevant check box in the
ribbon. To hide data for a source text type, click the required source type
to clear the yellow shading. The information window will now only display
data for the selected categories, priority levels and source text types.

Note: You can choose not to monitor certain source text types in the
DNA Configuration - Phrase Monitoring settings.
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There may be applications that you do not want to trigger a keyword
match from, in which case, you can choose to ignore certain applications.
Select the eSafety icon drop-down list and select {Settings}. The Phrase
Monitoring settings dialog will appear: click Applications; a list of all
known applications will be displayed. Select the applications to exclude
when monitoring phrases and click OK.

You can review the phrases triggered by clicking Review in the ribbon.
An overview of the phrase, who has triggered it and what has been typed
to trigger it will be displayed, along with any screen shots and screen
recordings. From here, you can print, save, email and, if a screen shot is
attached, see a history of who has viewed it. The triggered phrase can be
marked as a false alarm by clicking False alarm. It will no longer appear
in the main information window.

Note: Triggered phrases that have been marked as a false alarm can still
be viewed by clicking the Category icon in the ribbon and
selecting Show False triggers.

NetSupport DNA provides a keyword database of matching words and
phrases that may indicate dangerous or inappropriate activity. These can
be added to, to keep up with current trends. To manage and add new
keywords and phrases, click the Phrase List icon in the Manage section
of the ribbon.

NetSupport DNA provides a selection of phrases in various languages.
You can include these in Phrase Monitoring by selecting the languages to
include from the Language files drop-down list in the Keywords and
Phrases database list.

A phrase cloud provides a visual representation for the most frequently
used phrases or keywords matched for a given period of time.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.
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Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, is attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Keywords and Phrases Database List

NetSupport DNA provides a database of pre-defined keywords and
phrases. To keep up with current trends, you can add your own terms to
this. Keywords can be assigned to categories and you can set the priority
level depending on how closely you want to monitor that term. All priority
levels will record usage in the eSafety information window (unless the
priority is set to off). By default, medium and above levels will also
generate an alert; a high level will additionally take a screen shot at the
student, and an urgent level will take a screen recording at the student
who has triggered the phrase.

Notes:

e The action taken for each priority level can be customised in the
Phrase Monitoring settings or when adding or modifying a phrase.
User-defined keywords can be imported or exported to a .CSV file.

e The screen recording length for an urgent priority level can be set in
the Phrase Monitoring settings.

1. Click the eSafety icon in the ribbon and select the Phrases icon.

2. Select the eSafety icon drop-down list and select {Manage Keywords
and Phrases}.
Or
Click the Phrase List icon in the Manage section of the ribbon.

3. The Phrases dialog will appear.

176



NetSupport DNA v4.40

Language files: | Default,Polsh phrases -
Phrase Category Fiiorty Description ~ Language ~ A Add
<Al D s JelPT D D fe)
4 Type: Predefined

Travelto Iraq Radcalisation Medium Defautt

Travel to Syria Radicalisation Medium Defalt

Travel to Turkey Radicalisation Wedium Defalt

temorist bombings Radicaisation Wedium Default

temonst attacks Radcalisation Wedium Defautt

temonsm groups Radcalisation Wedium Defatt

temorisn Radicalisation Medium Defat

temorthreats Radicalisation Wedium Defalt

financing temorism Radicaisation Low Default

Teronst blogs Radcalisation Wedium Defatt

Teror Groups Radcalisation Wedium Defatt

pieces for snorting Drugs Low Defat

forsign miltant groups Radicalisation Low Default

fundraising for terror Radicaiisation Wedium Default

cigarette sprinkied with crack Drugs Low Defautt

buying crack Drugs Low Defalt

syringe Drugs Low Defaut

temorist ideology Radicaisation Wedium Default

Join 1515 Radicalisation Medium Default

Contact ISIL Radcalisation Wedium Defatt

Contact ISIS Radicalisation Wedium Default

termorist propaganda Radicalisation Wedium Defalt

online fundraising by teror groups Radicalisation Low Default o

3363 totel phrases, 2020 active “ e

A list of pre-defined and user-defined keywords and phrases will be
listed. The category the phrase belongs to will be displayed, along
with the current priority level, a description and the language of the
phrase (if you have selected more than one language file). The total
number of phrases in the database along with the number that are
active will be listed at the bottom of the window.

You can filter the data displayed or search for certain keywords by
typing in the search boxes at the top of each column.

To monitor additional languages, select the Language files drop-
down list and choose the required language(s).

You can modify the category, priority or description for individual
items in the list itself. To modify multiple items, select the required
phrases and click Modify.

Note: You can only change the priority for predefined phrases.

To add a new phrase, click Add and enter the required information
for the phrase.
To delete a phrase, select the required phrase and click Delete.

Note: You can only delete user-defined phrases.

177



NetSupport DNA v4.40

Create or Edit Keywords and Phrases
This dialog is used to create new or edit existing keywords and phrases.

Modify phrase X
Phrase thigh gap
Description The space between the inner thighs of women when standing upright with knees touching. Has

become an aspect of physical attractiveness in modern sodety.

Categary Priority
I:‘ Drugs -
(@]
[ Bullying -
I:‘ Grooming
[] Homaphakic ® Low
[] radicalisation
L] suicide O Medim i
[ Eating disarders
[ adult i o
) High E 13
[] selfharm 2 - D
[] raciem _ i
] other O Urgert # [ B
o You can change what happens for each priority Change

1. Enter the keyword or phrase that you wish to monitor and a
description for this.

2. Choose which category the phrase applies to and set the priority
level.
Note: The actions to be taken for each priority will be displayed. Click
Change to customise these.
3. Click Add to add the phrase to the user-defined list.

Note: When editing predefined terms, you will only be able to change the
priority level and the actions taken.
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Importing/Exporting Keywords and Phrases

NetSupport DNA allows you to import and export keywords and phrases
to or from a .CSV file.

Note: Only user-defined keywords can be imported or exported.

Exporting phrases
1. Click the eSafety icon in the ribbon and select the Phrases icon.
2. Select the eSafety icon drop-down list and select {Export}.
Or
Click the Export icon in the ribbon.
3. The Import/Export Phrases dialog will appear.

@ Sefect the ioms you wah o epon
Prease = Catagory Pricaty. Descrctian
[e 0 A D o

A Cutting Bubiying Sef haym Ho
bl Doutde sem Eating disordens Medum
B figh Duyng Low
(] Hale you by Low

Hi o Bubyrg Lom
£ Inged heip Se harm Usdirm
{1 Lose weght quick: Estrg deordens Medum
A N one lieame Sef haaern Hedum

Ok g s bty thrrers Low
£ Smashed Cther Low
b Stk Bubyrg Medum
A Seop eatng Eatr discrden Lo

ok ] oo B

4. A list of user-defined phrases that are available for export will be
displayed.

5. Ensure the phrases that you want to export are ticked and click OK.

6. Enter a name and location for the .CSV file.

7. Click Save.

Importing phrases
1. Click the eSafety icon in the ribbon and select the Phrases icon.
2. Select the eSafety icon drop-down list and select {Import}.
Or
Click the Import icon in the ribbon.
3. Select the .CSV to import and click Open.

4. The phrases will be displayed in the Import/Export Phrases dialog.
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Inpoittagon Pade

5. From here, you can modify the category, priority and description by
clicking in the relevant field.
6. Ensure the phrases that you want to import are ticked.

Note: If the phrase is already in the database, the state will show as
existing. These phrases can still be imported.

7. Click OK.
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Review Triggered Phrases

You can review phrases that have been triggered and perform a variety of

functions.

1. Select the time period you want to review triggered phrases for by
clicking the appropriate icon in the Filter section of the ribbon.

2. Click the Review icon in the ribbon.

3. The triggered phrases will be displayed.

e o]
(] €] &%= wHB
[ on ]

4. Scroll through the triggered phrases by using the forward and back
arrows.

5. An overview of the phrase, who has triggered it and what has been
typed to trigger it will be displayed. These details can be copied to the
clipboard by clicking . Phrases marked as "high" priority will
include a screen shot and those marked as "urgent” priority will also
include a screen recording.

6. You can print, save, email and, if a screen shot or recording is

attached, see a history of who has viewed it. If the triggered phrase
is not a valid match for the phrase, it can be marked as a false alarm;

n_

. W - . . . - -
click =='_ It will no longer appear in the main information window.
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Note: Triggered phrases that have been marked as a false alarm can still
be viewed by clicking the Category icon in the ribbon and
selecting Show false alarms.

To view a screen recording

When viewing a screen recording, playback controls will be displayed
allowing you to watch what happened at the Agent when the phrase was
triggered.

Note: If a triggered phrase has both a screen shot and a screen
recording, tabs will allow you to toggle between them.

A timeline shows where in the recording the phrase has been triggered
and if any bookmarks have been added. You can use the slider to move
to the required position. Click Play, to start the recording - by default,
this will begin from where the phrase was triggered (clicking Start will
take you to the beginning of the recording). You can fast forward and
rewind the recording by clicking on the slider in the far right of the dialog.
When you release the slider, the recording will pause at that location.
Select Scale to fit to show the whole of the student screen in the display
area.

Bookmarks can be added, allowing you to highlight areas of interest in
the recording. Ensure you are at the required location in the timeline and

I_§
;]

click E. Enter a description for the bookmark and click OK.

Note: A snapshot of the recording can be saved. Click @, enter a name
for the screen shot, select the type of file to save as and click
Save.

A screen recording can be converted to a video file, allowing it to be
played outside of the DNA Console on a range of media players. It can be

=3
converted to WMV and AVI formats. Click H , the Replay File
Conversion wizard will guide you through the conversion process.

Note: By default, the screen recording length is fifteen seconds (fifteen
seconds before and after the phrase has been triggered). This can
be customised in the Phrase Monitoring settings.
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Phrase Cloud

The phrase cloud highlights the most frequently used terms and phrases.
The larger the font size, the more the term or phrase has been used.

1. Click the eSafety icon in the ribbon and select the Phrases icon.
2. Click the Phrase Cloud icon in the ribbon.

T saw
S PPEkTO O & A B Nz SOEN LS, o §

3 L » o= o C f Bomgg
punch € 1y P i N
syringe ) LA pJ ” I'ﬂ JJ
T ) it _ 1 Black. ok
Lidlhgg

rexia Acid Cocaineand ¢

You can limit the amount of data that is displayed by viewing certain
categories, priority levels and types of source text. To select which
categories are displayed, click the Category icon, select the required
group to view and click OK. To hide the data for a priority level, clear the
relevant check box in the ribbon. To hide data for a source text type, click
the required source type to clear the yellow shading. The phrase cloud
will now only display data for the selected categories, priority levels and
source text types.

You can customise the phrase cloud by choosing to include vertical text
and by switching it to a single colour (the smaller the word, the more
faded the colour will be). Right-click in the phrase cloud, select Cloud
Options and choose the required option.

Viewing usage
1. Click on a word in the phrase cloud.

Or

Right-click on a word and select View Usage.
2. The Phrase Triggered dialog will appear.
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Phrase triggered x

Heroin

Description

[ lgrore this phrase from now on

EC Logged On User Typed Source Time

(=] E INVH570 J.Neal - inhaling of heroin through ... Intemet Explorer 07/06/2016 12.11:28
O invHs70 J.Neal [+] Getting high with heroin ~ Intemet Explorer 07/06/2016 12:33:21
] E INVH570 J.Neal E bad heroin too much dilut .. Intemet Bxplorer 07/06/2016 12:38:58
O L mnvHs70 J.Neal [%] Very good quality heroin  Intemet Explorer 07/06/2016 12:40:03
O invHs70 JNeal (A Bad quailty heroin Intemet Explorer 07/06/2016 14:13:21
[m] E INVH570 J.Neal [E] Aplace where herin use . Intemet Bxplorer 07/06/2016 14:28:17
a E INVH418 | bury E] how to take heroin Firefox 10/06/2016 10:30:11
O LG invHag I bury @] preparing heroin foruse - .. www google.co.uk 10/06/2016 10:30.29
[m] E INVH418 | bury @ what is heroin mixed with ~ Firefox 10/06/2016 10:31:05

False alams

You can mark iteme as false alame. False alams are hidden from al views but can be accessed from the Categary dropdown

3. A list of users who have triggered the phrase will be displayed. From
here, you can choose to ignore the phrase from now on so it will no
longer appear in the phrase cloud or information window. A triggered
item can be marked as a false alarm, these instances will not be
reported in the information window but are still stored. Select the
required item and click Mark. False alarms can be viewed by clicking
the Category icon in the ribbon and selecting Show false alarms.

Note: An image of the phrase cloud can be saved. Right-click in the
phrase cloud and select Save As.
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Concerns

Students can report a concern they have to someone trusted at the
school. Once a concern is reported and the appropriate member of staff is
notified, it can then be tracked and an ongoing audit log of any
subsequent activities undertaken as a result.

Notes:

e By default, Report a Concern is disabled. You can enable this in the
DNA Configuration - eSafety settings.

e Students can be marked as vulnerable, allowing Safeguarding Users
to easily identify and provide support to them. You can mark students
as vulnerable when editing user details. They will then be displayed in
the appropriate dynamic group in the Users Tree view.

1. Click the eSafety icon in the ribbon.

Note: If the component icons are not visible, click the Home tab.

2. Select the Concerns icon in the ribbon.

Before students can report a concern, contacts need to be defined
allowing students to select who to send the concern to. Click Contacts in
the Manage section of the ribbon.

When a student reports a concern, you have the option to include links to

safeguarding resources (websites and helplines), providing students with
alternative support mechanisms. To display this, you need to enable the
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Show safeguarding resources option in the DNA Configuration -
Report Concern settings. To change your region, add or edit the list of
support websites, click Safeguarding Resources in the Manage section
of the ribbon.

Once a student has raised a concern, a notification icon will be displayed
at the top of the eSafety icon and the new concern will be displayed in
the information window. The staff member who the concern was reported
to will receive an email advising them that a concern has been raised and
to log into the NetSupport DNA Console to view it.

Notes:

e To send notifications by email, you must ensure you have configured
the email settings in the NetSupport Email settings and defined an
email address for the staff member in the Contact dialog.

e A header bar will be displayed in the Phrase Monitoring information
window advising when new concerns have been raised; click View to
switch to Concerns mode.

Access to view current concerns is restricted to Safeguarding Roles only.
To enable a Console user to view concerns, you will need to link them to
an eSafety contact.

Concerns will be listed by their status (new, in progress, closed or
archived). If there is a screen shot attached to a concern, a camera
image will be displayed next to it. Clicking this will show the image. From
here, you can print, save, email and see a history of who has viewed the
screen shot. To view an individual concern, select the required concern
and click View.

Notes can be added to a concern to show what progress has been made.
These are displayed in chronological order. Each note has an image to
indicate its type. To add a note, select the required concern and click

Notes or click

Documents containing information relevant to the concern can be added.
Select the required concern and click Attach document. Select a file and
click Open. The file will be added to the concern. To view a document

that has been attached to a concern, click &

Note: Students can attach a document when raising a concern.
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If concerns are not actioned within a pre-defined period of time, a
reminder email will be sent. Reminders can be configured in the DNA
Configuration - Report Concern settings.

A history of all concerns a student has raised can be viewed. Select a
concern for the student you wish to view and click History. The Concern
History dialog will be displayed, allowing you to see in calendar format all
concerns the student has raised by day, week or month. Safeguarding
Users will only be able to view concerns that have been assigned to them,
unless they are authorised to view all concerns.

There may be times when a concern needs to be reassigned to a different
Safeguarding User. Select the concern to be reassigned and click Re-
assign. The Re-assign Concern dialog will appear, showing a list of
available Safeguarding Users. Select the required user and click Re-
assign. Both the existing and new user will be notified of the change via
email.

Note: Only Safeguarding Administrators can reassign concerns.

Concerns can be archived once they have been dealt with. Archived
concerns are still visible for audit purposes but it will no longer be
possible to add to them.

There may be occasions where concerns need to be deleted, for example,
if they have been reported in error or if they are over a certain age.
Select the required concern to delete and click Delete. You can delete
this concern, all concerns for the selected user, all concerns raised before
a specific date or all archived concerns.

Note: Before concerns can be deleted, a second Safeguarding
Administrator will need to authorise this. You will be prompted to
choose a Safeguarding Administrator from the list and they will
need to enter their password. If you only have one Safeguarding
Administrator, you will need to create another one before you can
delete concerns.
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Safeguarding Resources

A link to safeguarding resources can be made available to students when
they report a concern, from the NetSupport DNA Agent menu and also
from a desktop icon. This link will provide the students with details of
support websites and helplines that they can use if they would rather
speak to someone outside of the school.

Notes:

To enable this feature, select the eSafety icon drop-down list and
select {Settings}. The Report Concern settings will appear; select
Show safeguarding resources.

A Safeguarding Resources icon can be displayed on student desktops.
Select Create shortcuts on users’ desktops in the Report Concern
settings. This icon will also be available when the NetSupport DNA
Agent is not running.

To add or edit resources

1.
2.
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Click the eSafety icon in the ribbon and select the Concerns icon.
Select the eSafety icon drop-down menu and select {Safeguarding
Resources}.

Or

Click the Safeguarding Resources icon in the ribbon.

The Safeguarding Resources dialog will appear.

Safeguarding Resources 5

Name URL Telephone Description
Lfesigns hitp://www Ifesigns org uk Seff Injury Guidance and Supp
Frank http:/fwww talktofrank.com 0300 123 6600 Friendly, Corfidential advice o...
FGM Helpline 0800 028 3550 Female Genital Mutilation (FG
Childiine 0800 1111 Free, confidential helpline for c..
Childnet http://www childnet. com The Childnet Hub provides ad
Digizen http://www digizen.org The Digizen website provides .
Crimestoppers hitp://www crimestoppers-uk._. 0800 555 111 Aplace to safely report crimina
NSPCC http://www nspec.org.uk 0800 800 5000 Cortact the NSPCC if you wan...
CEOP hitp://sww ceop police Uk/s CEOP is here to help young pe
Intemet Watch Foundation http:/fwww iwf.org uk/report If you have come cross potenti...
Beat hitp://vww b-sat.co.uk 1345 634 7650 The UKs leading charty suppo
Stop Hate http://www stophateulc.org/’ 0800 138 1625 Stop Hate UKis one of the lea..
Revenge Pom 0845 6000 459 Revenge Pom Helpline - sexu .
Womens Aid http://www womensaid.org.uk 0808 2000 247 Womens Aid is the national ch...
Broken Rainbow hittp://www brokenrainbow.or... 0300 999 5428 Broken Rainbow is the nationa...
Rapecrisis http://www rapecrisis org.uk 0808 802 9939 Rape Crisis England & Walesi...
Samaritans http://www samaritans.org 08457 909090 ‘Samaritans will listen to you tal...
Think UKnow hittp:/fwww thinkuknow co.uk Sex, Relationships and The Int...
Ask Brook hitp://www askbrook .org uk Ask Brook is a service giving s..
Region * United Kingdom = o “
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A list of default resources will be provided. Select the region from the
drop-down list to display these for your country.

To add a new item, click Add and enter the required details.

To edit a current item, click on the required field and overtype the
information.

To delete an item, select the required item and click Delete.

Click OK.
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Reporting a Concern

A student can report a concern directly to a selected staff member. Full
details of the concern along with a screen shot and/or relevant
documents can be submitted.

Note: By default, Report a Concern is disabled. You can enable this in the

DNA Configuration — Report Concern settings and create contacts
to report the concern to from here.

1. Right-click the NetSupport DNA icon in the taskbar and select {Report
a Concern}.
Or

Click the u icon in the taskbar.
Or

Click the Report a Concern desktop icon.

Note: For the desktop icon to be displayed, you will need to enable
the Create shortcuts on users’ desktop option in the DNA
Configuration - Report Concern settings.

2. The Report a Concern dialog will be displayed.

Ertem the stk of yoaur coreern bk mth Ay vt nfermtion and oy S mermder of 18 fom the o A e Batlom whe e concen vl be
shared with,

0 Tell us what's conceming you Your name
[ have received some abusie messages fron 8 boy in My year on Facehook: Mark: Hoiden

{3 me: can bolom ug with yu]

e Yo vam inchude 8 sereeeshot 1o nckbe any relevant mformation
Thia coukd be your wheie deskbogor  prBoular Wi

s @i

© ..

C:Users'itesing eskioo T acebook screen grab.png Bramese

[ [y e—

Feport Carerl
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From here, the student can enter all the information regarding the
concern, along with their name.

Notes:

e Students are limited to 512 characters when entering their text.
e The current logged on user name will be reported when a concern
is raised.

Click Desktop to include a screen shot of the whole desktop or, to

include a screen shot of an individual window, drag the @ icon to
the required window.

A document can be attached to the concern, allowing any additional
information to be included. Click Browse to select the required file
and click Open.

A list of staff members to report the concern to will be displayed and
the student can choose who to send the concern to.

A link to safeguarding resources can be made available to students,
providing them with alternative support mechanisms. This option
needs to be enabled in the DNA Configuration - Report Concern
Settings.

Click Report.

The concern will be reported to the appropriate staff member.
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Managing Contacts

Displays the contacts that have been created for students to report a
concern to. From here, you can add new and edit existing contacts.

1. Click the eSafety icon in the ribbon and select the Concerns icon.
2. Select the eSafety icon drop-down list and select {Contacts}.

Or

Click Contacts icon in the ribbon.
3. The Configure Contacts dialog will appear.

Configure Concemns

Contact List

Define staff that can respond to sudertts concems

Add
Mr Wright
i 0

Security

You should restrict access to corfigure contacts to Safequarding Admin users only. This will prevent studert concems being visible to other
DNA Consale users

Restrict access to Safequarding Admin users

Any existing contacts will be listed.

To add a new contact, click Add.

To edit an existing contact, click Edit.

To delete a contact, click Remove.

Access to this area can be restricted to Safeguarding Administrators
only, preventing other Console users from managing contacts. Select
Restrict access to Safeguarding Admin users. This option can
only be enabled if the current logged on user is a Safeguarding
Administrator.

ONO O A
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Add or Edit Contacts

This dialog allows you to create new contacts that students can report a
concern to and edit existing contacts.

Display Information

MName: Mrs Neal Display
eMail: Jj.neal@support.com I
Description: Year 7 Tutor

Visible to Studerts Send Test Message

Console user

CIO\ In order to track and manage concems this person needs to be linked with a DNA Console user. You can only link a
¥
5o Console userto one Contact

() Associated Console user

le User Safeguarding User - Create

Uzer can only s=e and manage conceme reported to them

[[] Be notified of all reported concems

Notes:

1. Enter the name, email address and description for the contact.

2. Clicking on the display image allows you to add a photo or picture to
be associated with the contact.

3. If the user is unavailable for any reason, clear the Visible to
Students check box.

4. To send a test email to the user, click Send Test Message. The
email settings must be configured before you can send a test.

5. The contact will need to be associated with a Console user. Select an
existing one from the drop-down list or select Create new Console
User to create a new Console user. There are two roles to create a
Console user from: Safeguarding Administrator, which allows the user
full access to the eSafety functions; and Safeguarding User, which
only allows the user to see concerns assigned to them.

6. You can allow a Safeguarding User to be notified of all reported
concerns — select Be notified of all reported concerns.

7. Include any relevant notes.

8. Click OK.
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9. The user will now be listed and available for students to report
concerns to.

Safeguarding Roles

NetSupport DNA provides two predefined safeguarding roles:
Safeguarding Administrator, which allows the user full access to the
eSafety functions; and Safeguarding User, which only allows the user to
see concerns assigned to them. Access to concerns is restricted to
Safeguarding Users, preventing other Console users from them.

Notes:

e The Safeguarding Roles will only allow access to the eSafety features.

e These Roles can only be assigned in the Contacts dialog, not when
you are creating a Console Operator.

e A Safeguarding Administrator does not have access to the eSafety
settings.

Assigning Safeguarding Roles

1. Click the eSafety icon in the ribbon and select the Concerns icon.
2. Select the eSafety icon drop-down list and select {Contacts}.

Or

Click the Contacts icon in the ribbon.

Click Add to create a new contact.

The Contact dialog will be displayed.

Select Create new Console User, select the required Role from the
drop-down list and click Create.

aorw

Note: You can assign the contact to an existing console user. Select
Associated Console User and then select a console user
from the drop-down list. The console user will also need to
have the eSafety access rights enabled in their console role to
be able to access the eSafety functions.

Restricting access
Once you have created a Safeguarding Administrator, access can then be
restricted so other Console users are unable to manage contacts.

1. Select the eSafety icon drop-down list and select {Contacts}.
Or
Click the Contacts icon in the ribbon.
2. The Configure Concerns dialog will be displayed.
3. Select the Restrict access to Safeguarding Admin users option.
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Note: Only a Safeguarding Administrator can enable this restriction.

Adding Notes to a Concern
This dialog is used to add notes to a concern.

Studsnt: Mark Holden Tutor group: Year: | 12

Concem Text:

A boy in my year is sending me abusive messages on Facebook.

Previous Notes:

=== Concern #00003 Reported 11:10:07 01/06/2016 --- &

=

= Computer: MARKETING-WIN10 Logged On User : MARKETING-WIN10\testing |P Address : 10.20.1.89

& Mark Holden
4 boy in my year [s sending me Gbusive messages on Facebook.
---- 1E10:07 01/06/2016

& Mark Holden
Facebook screen grabong
1110080106201

" v

Print Save

Add Notes:

Have arranged a meeting with Mark and his Tutor.

[ Notified parents State:  In progress -

can be printed or saved to .RTF.

2. The student name, tutor group and year of the student that the
concern relates to can be added, if required.

3. Enter your notes in the Add Notes box.

option from the drop-down list.

5. If the student's parents have been notified of the issue, you can
select the Notified parents option to advise of this.

6. Click OK.

7. Your note will be added to the concern.

A full history of notes relating to the concern will be displayed. This

The state of the concern can be changed by choosing the appropriate
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Archiving Concerns

Once a concern has been dealt, with it can be archived. Archived
concerns are still visible for audit purposes but it will no longer be
possible to add to them.

1. Select the concern to archive and click Archive.
2. The Archive Concerns dialog will be displayed.

Archive Concerns >

=] Use this option to archive concems. An archived concem is still visible on the system but cannot be
[=] addedto

® Archive this concem Concem #00001 raised on 07/03/2016 by Mark Smith

() Archive all for this user

() Archive concems raised before this date 08/ Mar /2016

3. You can archive just this concern, all concerns for a user (select the
user from the drop-down list) or all concerns before a specific date.
4. Click Archive.
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Alerting

NetSupport DNA features an extremely powerful Alerting module that
prompts the system to automatically notify Operators when any number
of changes occurs across the enterprise. There are two types of alerting
options that you are able to define alerts for: Server\Console alerts and
PC alerts. Server alerts identify any changes within the data gathered by
NetSupport DNA across the overall enterprise, including alerts for things
like new PCs added, changes in hardware, a new application
installed/removed and so on. PC alerts identify real-time changes or
conditions that occur on a specific PC, such as CPU utilisation exceeding
XX% for XX minutes, free disk space falling below XX%, when a key
service stops (e.g. AntiVirus service or IIS on a server), print spooler
alerts, security alerts (e.g. failed login attempts) and much more.

Alert notifications can be directed to specified email recipients and/or
active Console users (on a per alert basis, so the nature of the alert may
dictate which Operators are notified).

1. Click on the Alerts icon in the ribbon. The Alerts window will appear.

Note: If the component icons are not visible, click the Home tab.

A0

i) = =
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]

=) HETSUPPCRT GROUP - DNA Alert Summary - HetSupportisoup

In the Tree view select the level at which you want to view the displayed:
data, company, department, AD Container, Dynamic Group or individual
Agent.
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You can toggle between PC, Server and Console alerts by clicking the
Alerts icon drop-down list and selecting {Display -Server Alerts\Console
Alerts\PC Alerts} or clicking the appropriate icon in the Alerts Raised
section of the ribbon.

The information window will display a breakdown for each selected item
in graph and list format. Listed descriptions can be expanded to provide
an individual Agent breakdown for each item. To view the graph in a
different format, click the Chart icon drop-down arrow on the ribbon and
=
select the appropriate format. To print the active view, click the = icon
at the top of the Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can see which alerts are currently enabled by selecting the required
icon drop-down list in the Alerts Enabled section of the ribbon.

Note: Clicking an icon here allows you to create or configure alerts.

Outstanding alerts are identified against matching PCs on the main
company Tree view. Once alerts have been identified, notes can be added
by an Operator. A full history of all alerts is accessible from the History
feature.

Note: You can show/hide alerts in the Tree view by clicking = .

Queries
Select the Queries tab to display the Queries window.

Clueries == Add Query

Power on session times in the last wee
alerting

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.
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Reports

Select the Reports tab to display the Reports window.
Repart E >
Closed Alerts - Last 7 Days x

Fages Export
Alerting Commands

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Notes:

e The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change the
format in the Console you will need to change the system date/time
format on this machine. For further information, visit
www.netsupportsoftware.com/support.

o The frequency at which the server collects data can be adjusted using
the NetSupport DNA Settings option. This will not be applicable for
critical, urgent or high alerts, the data for these alerts will be sent to
the server immediately.
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PC Alerts

PC Alerts give Operators the ability to identify changes that occur on a
specific PC. There are a number of pre-defined alerts that the Operator
can choose to set up, for example, disk space alerts, security alerts etc.
The Operator then specifies the conditions for the alert and who should
be notified when the alert becomes active.

1. With the Alerts icon selected, highlight a company, department or AD
container.

2. Right-click and select PC Alerts.
Or

Click the Alerts icon drop-down arrow and select {PC Alerts} from
the menu.

Or
Click the PC Alerts icon in the Alerting group.
3. The Alert System Settings Summary will appear.

Hierarchy Defined Alerts
v -] Evaluation Souce  ~ Description Manags
- - A W Inherted & Metwork usage > 80%
E :Idr:nt * Inherted £ A Mass Storage Device has been In...
i n] Sar i rlcg W Inherted & % Free space on C: < 25%
uppo
& W Inherited & This system has been running > 08...
W Inherted & has print queue Printer Name > 20...

4. Select the required level in the Hierarchy; a description of any
existing alerts will be displayed. Alerts identified at the source level as
local alerts were originally created at that level, inherited alerts have
had been passed down from the company or department above.

5. Select Manage and the Alert Manager dialog will appear, allowing
you to create a new alert, edit or delete an existing alert.

6. To alter the properties of an existing alert, click Edit.

7. You cannot directly edit an inherited alert, only a local alert. To
change an inherited alert to a local alert, select the required alert and
click Locate.
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Alert Manager

This dialog enables you to create new alerts, edit the properties for
existing alerts and allocate alerts at company or department level.

1.

In the Tree view, select whether you want to create an alert or set up

group definitions.

Note: Group definitions are a collection of alerts that can be applied

to a company or department.

v ol Rerts Desseription = Condtion  Ted valsn  Prody

l@hﬂsmwhwm}wm.. 2 2 X [nforma...

s print qusLe Printer Name = 20 jobs
This gherl i $al o 5 Prionity

Add W
Hets for depantment Evalustion

Diescription #~  Condiion  Tesl vale  Priodty
-1 Lo
1 ragh
an Urgent
RB0D e

E & Free space on Ct

A Mass Storage Device has been Installed.
Bl Metwork ussge

This system has besn running

voW N A
I= = |

This: allert vall be bested ak intervals 0f 00:02:00. The Alert vill automatically dose : Yes

Auiber & How | =
Bk
Delcie

Mughor |~

Sdmin

Admin

Admin

Admn | ¥

e

Click New to create a new alert or group definitions.

Or

Click Edit to alter the properties of an existing alert.

Or

Click Delete to remove an alert that is no longer needed.

Once an alert has been created, a description of this will appear. To
activate an alert, you will need to include this in the current
department. Add or remove alerts by using the appropriate buttons.

Once you are happy with the changes, click Save and then Close.
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Note: If you are editing an alert that is currently active, not all fields can
be amended. To alter the main properties of an alert, you must
first deactivate this.

NetSupport DNA Alert Wizard

The NetSupport DNA Alert wizard guides you through the process of
setting up an alert. You can customise the properties by entering your
own condition parameters.

Alert Wizard X

@) sslectths Alett type
=
v i Aerts Mame ~  Description -
i) ?”““T‘:’" [=] % Application Processor Time The Amount of processor time an application use
F}‘E”‘ 8 e Space Percentage of free space on the speciied dive
= Eh% Usage of cument network bandwith Network bandwidth exceeds a user defined perci
5 Network -
boAe ey CD/DVD has been inserted removed At to indicate when a CD/DVD has been inser
S Frier 9 Crange to netwok dive mappirg Indicates s new drive mapping has besn crested
£ Frocessor B Check for ertries in the Windows event log Alet based on user specified conditions from the
ey [ Crsck Sizs of = il At when ths size of 5 ussr defined fil changss
By System [ Free Space Free space on the specfied dive
[T s an application rumning/not running Alert me when a user defined application is runnir
iy Nuimher of Prresses Mumher of Prresses sveeeds 3 izer defined limi 7
< »
Nest > Cancel

1. Choose from the selection of pre-defined alerts. Once you have
decided on an alert, highlight and click Next.

2. Enter the required properties and decide on a priority level for the
alert. Select Advanced for further options to configure.

3. Click Next. A list of Console Operators will appear. Select the
Operator to be contacted in the event the alert is raised. Using the
appropriate buttons, you can add or remove Operators to be notified.

4. Decide how the Operator will be informed once the alert is raised.
Select either Console message or email notification.

5. Click Finish. A description of the alert will now be displayed in the
Alert Manager dialog.

Notes:

e When setting an application alert, you must make sure that you enter
the correct application name, for example iexplore not iexplorer.exe.
To find out the correct application name, run the required application
and go into the Task Manager, right-click on the required process in
the Applications tab and select Go To Process. This will take you to
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the application name you need to enter. If you enter an incorrect
application name the alert will not work.

e To send notifications by email, you must ensure you have configured
the email settings in the NetSupport DNA Alerting System Settings
and defined an email address for the Operator in the Console
Operators dialog.

Group Definitions
A group definition allows you to set up a collection of alerts that can be
applied to a company or department.

1. In the Alert Management System dialog select Group Definitions
from the Tree view and click New.

2. The Group Definitions Details dialog will appear. Enter a name and a
description for the group. Click Next.

3. All alerts previously created will be listed. Navigate using the Tree
view to highlight an alert to include in the profile.

-l Merts Description Condition  Test value Prioity  Author
=)
§-38 Network # Mass Storags Device hasb.., = 1 Hgh  Jane
+- [T application
: Security
= New Addal Femave al
Description Condtion  Testvalue Prioity  Authar
S Network usage > a0 Hgh  Jane
[TInotepad has Processor usage = 80 High Jane
o | e |

4. To create a new alert, click New. The Alert wizard will appear. Once
the alert has been created, it will be included in this dialog.

5. Using the appropriate buttons, you can include or remove alerts from
the current group.

6. Click Finish. The group will now appear in the Alert Manager dialog.
You can activate this by adding it to the current department.
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NetSupport DNA Server\Console Alerts

Server\Console Alerts enable Operators to identify changes in the data
gathered by NetSupport DNA across the company as a whole. DNA Server
Alerts are alerts for individual PCs, for example, if a user attempts to
access a restricted website. Alerts that don't relate to individual PCs will
fall under Console Alerts, for example, if a new Operator is added.

1. Click the Alerts icon drop-down arrow and select {Server\Console
Alerts} from the menu.

Or
Click the Server\Console Alerts icon in the Alerting group.
2. The Server\Console Alerts dialog will appear.

HetSupport DNA x

Available AMlerts
v Server Alerts Description ~  Prioiity - Edit
. :at:wahy e i%Applimﬁon install detected B Medium
D e i%.ﬂ\pph:anun uninstall detected B [formation
-[=] DHA Agent
f FH cPU change detected B formation
-[@] Hardware History
E DMA Agent stopped B [formation
@ Internet Metering - P
Software Distribution = Gateway Agent Connected ; Information
’El Software History Gateway Agent Disconnected B nformation
i @ User Data History [} Monitar change detectsd B Information =
O esafety - -
Alertif any new applications are installed on a PC Add (vl
Enabled Alerts
Description ~  Priority = Edit.
Advertised package requested B 0w Remove /A
D Attempt to access a restricted application B [nformation
@ Attempt to access a restricted website L High
c eSafety key phrase triggered L High
i?m[nsta\led Program License Limit Exceeded A Urgent
Package distribution failed & [nformation
Package install failed & [nformation
= z i P he
Alert if the number of copies of any installed program exceeds the user defined license limit

3. A selection of pre-defined alerts will appear in the Available Alerts list.
Any active alerts will be listed in the Active Alerts list. Use the
appropriate buttons to remove or add alerts to the Active Alerts list.

4. You can alter the priority level of the alert and the notification contact
details by selecting Edit.

5. Once all changes are complete, click Save and Close.
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Active Alerts

Once an alert has become active, the Operator is notified by either a
Console message or email notification, depending on the method that was
selected in the NetSupport DNA Alert wizard when the alert was created.

Note: The Alert icon on the ribbon will turn red if there are any
outstanding alerts.

Console message notification

When an alert is raised, the Operator is notified with an appropriate
identifier being displayed next to the company, department or Agent level
in the Tree view (depending on which level is open). The Operator can
view full details of the alert in the information window.

Ll & o -

P(s Users Devices Discovered

=k

-~

4 [ ukpei-group 35
n Computers
[ NetSupportGroup 34 &
b [ servers 1

Note: You can show/hide alerts in the Tree view by clicking - .

Operators will be informed of critical, urgent and high alerts with a
notification window 'sliding up' on the right-hand side of the PC taskbar.
This ensures the Operators are notified immediately, no matter what
section of the NetSupport DNA Console they are viewing.

The notification window will display which alert has been activated and
give details of the PC. Clicking the window will take the Operator directly
to the Alerts component, where the full details will be displayed.

Email notification

Once the alert becomes active, an email will be sent to the relevant
Operator advising them that an alert has been raised. The email will
include the priority level of the alert, date and time the alert was raised
and details of the system and user. The alert will still be displayed in the
information window.
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Closing Alerts

Once the alert is identified the Operator can close the alert by clicking
in the information window. The following dialog will appear.

Alert Details X

- Percentage of free space on the specified drive
&% AC User Department Address Value
Ll mvH4a25 NSLROP TechSupport 10.0.4.62 21.16%
;;1_ INVH338 PCOLE Marketing 10.0.4.66 24.75%

m Enter a description to Close the selected Alerts
Close Alet

Help

Details of the alert will be displayed with a list of PCs that the alert is
outstanding for. Enter a description and click Close Alert to close the
alert down, you don't need to enter a description to close DNA Server
Alerts or Console Alerts. The alert will now disappear from the alerts
information window, there will be full history details of all alerts provided
in the History component.

Note: Notifying a user is optional for Server Alerts. If you choose not to
notify a user no console message or email is received but the alert
will still be recorded in the information window.
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History Window

The History option enables you to track changes that have been made to
an Agent's Hardware Inventory, Software Inventory, User Details and
also view the Alerting and Console logon history.

Each time NetSupport DNA gathers data, it compares the current details
against information already held on the server and, if there are any
differences, they are recorded in the history.

1. Click the History icon in the ribbon. The History Summary window
will appear.

Note: If the component icons are not visible, click the Home tab.

Bl Compuen - MIDSO0ET CECLP - Mstery

You can view the history at company, department, AD Container,
Dynamic Group or individual Agent. Select the required level in the Tree
view.

To switch between views, click the History icon drop-down list and select
{Display - Hardware\Software\User Data\Alerting\Console Logon History}
or click the appropriate icon in the ribbon.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item. The working hours shown can be amended to
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suit your organisation in the DNA Configuration dialog. See Console
Preferences - User Interface for further information.

The date/time format displayed in the Console is taken from the machine
where the NetSupport DNA Server is installed. To change the format in
the Console, you will need to change the system date/time format on this
machine. For further information, visit
www.netsupportsoftware.com/support.

Note: There may be hardware changes that are recorded which you do
not wish to track. You can disable items from being displayed in
the Console and delete existing data for items that have been de-
selected. Click the History icon drop-down arrow and select
{Hardware Changes Filter} from the menu or click the Hardware
Changes Filter icon in the ribbon.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
Queries == Add Query

Changes to CO Rom drives T _/‘ Edit Query

Histary

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports

Select the Reports tab to display the Reports window.
Report =

Hardware Changes - Last 7 days - . E-)

Pages Export
History Commands
A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required

report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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Energy Monitor

The Energy Monitoring module provides a simple and concise high-level
summary of potential energy wastage across an organisation by computer
systems that are left powered on out of business hours.

NetSupport DNA checks to verify the powered-on state of all computers
and its local monitoring component keeps an accurate record of each time
a computer is powered on, off or hibernates. Once it knows the times of
day each computer was operational, an average (and customisable)
"power consumption per device" calculation is used, facilitating a baseline
energy usage calculation for all computers.

With this information to hand, computers in selected departments can be
set to automatically power off at a specified time at the end of each day
and then power back on the next morning.

1. Click the Energy Monitor icon. The Energy Monitor window will
appear.

Note: If the component icons are not visible, click the Home tab.

B AD

HETSUPFORT GROUP - Ensrgy Monitor Report - NetSupperGroup
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In the Tree view select the level at which you want to view the data,
company: department, AD Container, Dynamic Group or individual Agent.

The total time powered on, energy usage, cost and CO2 emissions, both
in and out of working hours is displayed in a graph and a list format. To
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view the graph in a different format, click the Chart icon drop-down

arrow on the ribbon and select the appropriate format. To print the active
=)
L=

view, click the icon at the top of the Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item. The working hours shown can be amended to
suit your organisation in the DNA Configuration dialog. See Console
Preferences - User Interface for further information.

The values used for power usage, energy costs and CO2 emissions can be
customised. Click the Energy Monitor icon drop-down list and select
{Energy Costs} or click the Energy Costs icon in the ribbon.

A power management schedule can be set to automatically power on and
off machines on selected days and specific times. You can also set what
action is taken if a user is still logged on to a machine when it's time to
power off. Inactivity policies can be created, allowing you to choose what
happens when a machine has been inactive for a specified period of time:
for example, you can set a machine to shut down if there has been no
activity for thirty minutes between 17:00 and 19:00. A power
management schedule can be created in the NetSupport DNA - Energy
Monitor settings.

Holiday periods can be defined so machines are excluded from the power
on schedule for these dates. You can specify holiday periods in Console
Preferences - User Interface. The Prevent power on during holidays
option then needs to be enabled in NetSupport DNA - Energy Monitor
settings.

Note: Agent machines can be powered on or off by right-clicking the
required level in the Tree and selecting {Power Management -
Power On/Power Off}.

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or

departments. Right-click on the required item in the Tree view and select
Update or click Update in the Energy Monitor drop-down menu or group.
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Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Queries == Add Query

Pawrer On session times ¥ *f‘ Edit Query

Power on session times in the last.....

Energy Maonitor

Click the Add Query icon in the ribbon to create a new query, click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Report 1Y
C02 Produced Qut of Hours x
Pages Export

Energy Manitor Cammands

Note: The frequency at which the Server collects data can be adjusted
using the NetSupport DNA settings option.
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Energy Costs

The values required to calculate the power consumption, cost and CO2
emissions in the Energy Monitor component can be set here.

Energy Costs >

Estimated Power Usage per PC Type (watts)

Server: Desktop: | 300 Portable: | 200

Energy Cost per kWwh

In working hours:

Out of working hours:

Emissions
kg CO2 per kwh: 0.54

Out of hours
00:00 to 09:00,21:00 to 24:00 Weekend Saturday - Sunday

(Go to 'Console Preferences’-="User Interface’ to change these settings)

i Y S
Information on energy usage Cancel

Estimated Power Usage per PC Type (watts)
The estimated power usage for each PC type can be specified here.

Energy Cost per kWh

Enter the energy cost per kWh. You can enter the values for both in and
out of working hours. The currency symbol shows the currency being
used. This can be changed in DNA Database Wizard - Miscellaneous
settings.

Emissions
By default, the emissions value is set to 0.54kg of CO2 per kWh.

Out of hours

The office working hours and days will be displayed. These can be
amended to suit your organisation in the Console Preferences - User
Interface settings.
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Internet Metering

The Internet Metering module provides a detailed summary of all internet
activity on each PC by a user, including start and finish times for each
URL visited and the active time spent on a page. Results can be reviewed
either by activity on a specific device or for a user, no matter where they
worked. Naturally, the key to supporting an effective policy is to provide
effective controls. With NetSupport DNA, internet usage can be fully
managed; lists of approved and restricted URLs and/or sub-URLs can be
applied centrally. Once applied, NetSupport DNA can allow unrestricted
access to all websites, restricted access to certain websites that have
been marked as approved by the company or by blocking access to
specific sites marked as inappropriate.

Access can also be controlled by time of day, perhaps only allowing
access to approved gaming or social media sites at lunchtime and outside
of working hours.

1. Click the Internet Metering icon in the ribbon. The Internet
Metering window will appear.

Note: If the component icons are not visible, click the Home tab.

NMETSUPPORT GROUP - Wab Mataring Repsst - NetSuppert Lid

= 3K

You can switch the Tree view between PCs and Users. The PCs Tree view
displays data for the PC owner who is associated to a PC and the Users
Tree view displays data for logged on users.
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In the Tree view select the level at which you want to view the metering
data: company, department, AD Container, Dynamic Group or individual
Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=
format. To print the active view, click the =)
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item. Websites that have been active for less than a
specified time can be ignored if required.

Note: The working hours shown can be amended to suit your
organisation in the DNA Configuration dialog. See Console
Preferences - User Interface for further information.

By default, internet usage is displayed by websites accessed. Selecting
Group by User allows you to view internet usage based on Agents’ User
ID's and not the PC. This option will not be available in the Users Tree
view.

Selecting Group by PC allows you to view internet usage based on the
PC details and not the Agent Users details when in the Users Tree view.
This option will not be available in the PCs Tree view.

Note: By selecting different levels in the Tree view, you can view Agent
internet usage on PCs across different levels of the organisation.

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or

departments. Right-click on the required item in the Tree view and select
Update or click Update in the Internet icon drop-down menu or ribbon.
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The number of reported URLs can be limited by excluding specific
websites from the list. For example, if you have an approved list of sites
that users can visit you may decide not to include these in the metering
stats. See Internet Restrictions for more information.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component

currently being viewed will be listed, enabling fast retrieval of the results.
Queries == Add CQuery

URLs visited far over 10 minutes ¥ L.f‘ Edit Query

Internet Metering
Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Report >
Tap 25 URLs in last 7 days - E
Pages Export

Internet Metering Commands

Notes:

e The frequency at which the server collects data can be adjusted
using the NetSupport DNA settings option. This also enables you to
activate any restrictions that may apply to internet usage.

e The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, visit
www. netsupportsoftware.com/support.
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Internet Restrictions

You can control the sites visited by Agents by creating approved and
restricted lists. You determine which URLs it is or isn't appropriate for
users to visit and then use the Internet Metering settings option to
activate either list as required.

Sub-URLs can be added under a main URL. This allows you to
restrict/approve access to certain areas of a website. For example, allow
access to www.bbc.co.uk but restrict access to www.bbc.co.uk/sport.

Note: To use the internet blocking facility, you must firstly ensure that
NetSupport DNA's Internet Restrictions are enabled at Agent
machines. This requires you to deploy a NetSupport DNA Agent
with Internet Restrictions enabled to the required PCs.

1. Click the Internet Metering icon drop-down arrow and select
{Restrictions} from the menu.

Or
Click the Restrictions icon in the Internet Metering group.

2. The Internet Metering dialog will appear. URL's already visited will be
listed automatically.

Awailable Sites Approved Sites
Pl Usge |~ P~
g Ettp:fﬁetsuppmt.netshuppnrtsuﬂware com - = i
E-E5 hitps:jfnetsuppart. webex.com :
€2 hittps: ffwww MEtSURPOM24 7, com Apprave @http‘f/www netsu:.
€5 hittp:ffwwrw.netsuppartassist,com 7 httpfretsupparts...
€2 hitp:/jwurw.netsupportcna,com & http:fww.netsu..

- hitp:/fwww.netsupportmanager.com
& httpf s netsupportnotify, com

€2 http:/fwrw.netsuppartorotect .com
httpe/fretsuppartschoal. com

#-E3 hitp://www.netsupportschoal com

@ http:f fwww netsupportservicedesk com
http:f fwvwrw netsupportsoftware.com
€& http:/frews.am Restricted Sites
65 hitp:f fnews.arseblog.com

62 http:f fmews asiaone, com el
E1-82 http:/ news.sky.com A T
B3 hitp:f favwrr.newsnowe.co.Uk

B85 http:]fnesvtonwaterproofing,co.uk Restict > & http:/vautube.com

E1-E2 httpe fivw.nest.co.uk

B9 httpe//Nexus 6

-5 http:f fwws.ngen.vn

B3 httpf fwww.nielsen.com

B-E2 https: [iwww nordnet.ss

65 htt:/fwww notebookreview.com
A2 bt fnathinah tfarts com

BEE

-

&

e o e M e
Q) LJ
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3. In the Available Sites list, select an existing URL. You can modify the
filter which enforces the URL restriction to fine tune which
occurrences of the URL are affected.
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For example:

Entering www.amazon.com as the URL will automatically create a
filter of .amazon. This filter will block www.amazon.com and
www.amazon.co.uk. However, if you modify the filter to read
.amazon.com the internet restriction will not apply to amazon.co.uk.

Click ¥ and select Edit URL to edit the filter of a listed item and to
indicate if the site should be excluded from the Internet Metering
lists.

Note: You can specify a scheme either of HTTP or HTTPS. This does
not affect internet restrictions but ensures that hyperlinks
displayed in the PC level web metering report link to the
correct website.

Transfer the selected URL to either the Approved or Restricted Sites
list by clicking Approve or Restrict, or by dragging and dropping the
URL into the required category. An appropriate icon will display next
to the URL in the Available Sites list showing whether the item is
approved or restricted.

To add a new site to the Approved or Restricted Sites list, click ¥,
select Add URL and enter the required details. The new website will
be automatically added to the Available Sites list. To delete URLs,

click 'Y and select Delete URL.

Each URL can have a Sub-URL assigned to it which can be approved
or restricted. Select the required URL from the Approved or Restricted

list, click | ¥ and select Edit URL. The Edit URL dialog will appear.

Details
URL:

ey, bbc.co,uk

Fier
bbe

Scheme:

http

Managed Sub URLs

URL

& fsport

Show in Internet Metering
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8. Click ¥ in the Managed Sub URLs list and select Add URL. Enter the
Sub-URL and select whether to approve or restrict the URL. Click OK.
The Sub-URL will be displayed under the appropriate Sites list.

9. Click OK.

To view full website usage data, select the required website in the
Available Sites list and click the Usage button. The Website Usage dialog
appears, showing which users have accessed the website and how many
times they have visited. Clicking a user will display a full breakdown of
when and how long the user accessed the website for.

The lists can now be activated as and when required. In Tree view, select
the level at which you want the restrictions to apply (company or
department) then right-click and select {Settings} or, in the Tools tab,
click the Settings icon. Select the Internet Metering Settings option
and adjust the settings as required.

Note: To exclude URLs from being displayed in the Metering list, click the
required URL and un-tick Show in Internet Metering. This may
be useful, for example, if you don't wish to view URLs that users
are approved to use.
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Application Metering

The Application Metering module reports on all applications used on each
PC or server, detailing the time the application was started and finished,
as well as the actual time it was active.

Monitoring application use ensures software licences are assigned to the
right users and aren't renewed for users without matching application
activity, thus enabling cost savings.

Application usage can also be restricted for users or departments, either
fully or just by time of day. Lists of approved and restricted applications,
together with times when restrictions apply, can be created and enforced
centrally.

Application Metering enables the business to monitor and report current
licence use levels for all installed applications and ensure that application
usage complies with corporate policy. Reports can be presented by PC or
logged-on user.

1. Click on the Application Metering icon in the ribbon. The
Application Metering window will appear.

Note: If the component icons are not visible, click the Home tab.

B Comenten - motstsben - osbes il
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You can switch the Tree view between PCs and Users. The PCs Tree view
displays data for the PC owner who is associated to a PC and the Users
Tree view displays data for logged on users.

In the Tree view select the level at which you want to view the metering
data: company, department, AD Container, Dynamic Group or individual
Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=
format. To print the active view, click the =)
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item. Applications that have been open for less than
a specified time can be ignored if required.

Selecting Group by User allows you to view application usage based on
Agents’ User ID's and not the PC. This option will not be available in the
Users Tree view.

Selecting Group by PC allows you to view application usage based on the
PC details and not the Agent Users details when in the Users Tree view.
This option will not be available in the PCs Tree view.

Note: By selecting different levels in the Tree view, you can view Agent
application usage on PCs across different levels of the
organisation.

A useful way of targeting specific application usage and limiting the
amount of data displayed is to group 'similar' applications together into
categories. For example, to see how much time users spend playing
solitaire, you could create a group containing games. See Application
Groups for more information. To display a category, click the Categories
icon, select the required group to view and click OK. The information
window will display data just for that category. A yellow header will be
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displayed advising what category you are viewing. You can switch
categories and clear categories from here.

Y showing Application Metering data : Categaries Games Clear

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or
departments. Right-click on the required item in the Tree view and select
Update or click Update in the Applications drop-down menu or ribbon.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Queries §= Add Query

Applications used for aver 1 hour x _/‘Edit Query

Application Metering

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Report E
B =
Application Metering - Top 25 Apps in last 7 days T =

Pages Export

Application Metering Commands

Notes:

o The frequency at which the server collects data can be adjusted using
the NetSupport DNA settings option.

e The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, visit
www.netsupportsoftware.com/support.
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Application Restrictions

To ensure that application usage complies with your company policies you
can create lists of approved and restricted applications and apply time
frames for when the restrictions apply.

1. Click the Application Metering icon drop-down arrow and select
{Restrictions} from the menu.
Or
Click the Restrictions icon in the Application Metering group.

2. The Application Restrictions dialog will appear.

Application Restrictions x

Applications Application restricted for

By Category:
o [CJF] TEST saLE KEY 200

Al ~

£ B 4 [0 2D containers

Name Licenses  Restricted for -~ 400 ukpogroup

Bing 4 [0 MetSupportGroup

Bing Desktop Application i« 00 wetSupport Lid
BingFinance ] workstations
BingFoodAndDrink ?:rrm |
BingHealthAndFitness annel
E\ngMaps s WO commercial
Binghlaws o WO Marketing
BingSports 11 0f 36 H b SD TechSupport
BingTranslator : O Testing
BingTravel i p-O0  MetSupport Software
BingWeather » O servers

BioEnrolment » [CJ3ZE  Departments

BIOS Flash Program

Birdfont

Blend for Visual Studio

Blend for Visual Studio 2012 -

Note: Checked departments will restrict all PCs in #t including those:

[ Show Mansged Applications 2dded in the future to the department
s Use shift key to deselect all departments and agerts at oncs

Time Restrictions

[@ ® Unresticted @ O Blocked
scococoocosscoooSoocoosSocooooocosRoc32oos
SR S8 B8 28 238ERERE8CR2G3E8RER2R8¢688888¢8¢88 Unrestricted
EnEalaacalt28dEaFFEa|EalRREs|als5ZE(a88a
ER-AER- R R R SRR SRALEQ QS
1 Restrict
RRREYIYIYUREEERYITTVYRELEERRREERERERRRMR

Restrict office hours

Working hours

A list of all applications is displayed, along with licence details and the
number of Agents the application is approved or restricted for.

Note: Licence information will only be displayed if the application group
has been linked to the relevant installed program in the Edit
Application Group dialog.
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Search
You can quickly search for applications by typing in the Search box and

clicking P

By Category
To view applications that have been grouped together, select the required
category from the drop-down list.

Note: Categories can be created in the Application Groups dialog.

Show Managed Applications

If checked, this option enables you to see at a glance which applications
already have restrictions in place and to which users they apply. Any
applications that have licence details available will also be displayed.

If unchecked, a full list of scanned applications is shown, enabling you to
select an item to apply restrictions to.

To apply restrictions

1. Select the required application in the list. The Application restricted
for window wiill list the Tree view.

2. To restrict certain Agents from using the application, check the
required PC. Checking a department will restrict the application for all
PCs (including any new PCs added or moved in the future) in that
department.

3. You can restrict access at specific times during the day. Select

v nrestricted Blocked
or @ kel g using the arrows, scroll to the desired

tlme frame and click on the segment to apply the relevant icon.

4. Clicking Unrestricted will allow unrestricted access across the day.
Clicking Restrict all will restrict all access across the day. Clicking
Restrict office hours will restrict access just during the working
hours.

Note: The current office working hours will be shaded yellow. These
can be amended to suit your organisation in the Console
Preferences - User Interface settings.

5. Click OK to save the details. The Applications window will indicate
how many Agents have the restriction applied.
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Print Monitor

NetSupport DNA includes a high-level Print Monitoring feature. Individual
printers across the enterprise are automatically identified and, from the
central console view, costs for printing (black and white, colour and so
on) can be assigned either globally or against each different printer.
Where required, printers can also be excluded from the view. A full
overview of printing activities and indicative costs across the enterprise is
provided by NetSupport DNA.

Note: Print monitoring relies on printer notifications returning to the DNA
Agent informing it what has been printed. Any printing
environment where this is prevented, or where identification of
print jobs in notifications has been modified, might give
unexpected results. For example, this could happen where
authentication to a print server uses credentials other than the
user's logged on user name, where printing occurs on servers in a
different domain, or where print notifications are blocked by
firewalls or proxy servers.

1. Click on the Print Monitor icon in the ribbon. The Print Monitor
window will appear.

Note: If the component icons are not visible, click the Home tab.

In the Tree view, select the level at which you want to view the data:
company, department, AD container, Dynamic Group or individual Agent.
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The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=)
format. To print the active view, click the =
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - User
Interface for further information.

Selecting Group by User allows you to view print usage based on
Agents' user ID's and not the PC. This option will not be available in the
Users tree view.

Selecting Group by PC allows you to view print usage based on the PC
details and not the Agent user's details when in the Users tree view. This
option will not be available in the PCs tree view.

By default, all types of printing will be listed. You can view just the colour
printing costs by clicking Colour Costs in the ribbon.

To configure the cost settings of printing, select the Print Monitor icon
drop-down list and select {Manage} or click the Manage icon in the
ribbon.

The frequency at which the server collects data can be adjusted using the
NetSupport DNA settings option.

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or
departments. Right-click on the required item in the Tree view and select
Update or click Update in the Print Monitor icon drop-down menu or
ribbon.
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Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Configure Print Costs

This dialog displays all printers across the company. From here, you can
exclude printers that you don't wish to monitor as well as set up and
configure the costs involved in printing.

1. Select the Print Monitor icon drop-down list and select {Manage}.

Or
Click the Manage icon in the ribbon.
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A summary of all the printers across the company will be listed, with an

identifier showing if it is a black and white or colour printer. By default, all
printers will be included for monitoring in the information window. You
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can choose to exclude printers that you don't wish to monitor by clicking
Exclude. To exclude all printers with the same name (this may be useful
if you want to exclude all instances of Adobe PDF), right-click on the
required printer name and select Exclude all "xxx" from the list.

Note: Printers that are excluded will be moved to an “excluded” section
at the bottom of the printer list and, from here, they can be
included again.

By default, the printing costs per page are set to £0.10 for black and
white and £0.40 for colour printing. Overtype this to change the costs.
Changing the costs here will change them for all printers. You can change
the costs for an individual printer by selecting the printer and clicking
Configure.

Note: When printing black and white documents on a colour printer, they
will be charged at the colour cost, unless the user chooses to print
in greyscale.
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Software Distribution

NetSupport DNA provides a multi-delivery option for software distribution,
enabling timely and cost-effective application deployments across the
enterprise. An Operator defines a software package containing a
collection of files or folders to be deployed. Once created, the package
can be automatically "pushed" to target PCs or "published/advertised"
centrally in order for users to access and install on demand. Defined
packages can also be "scheduled" to deploy at specific times.

Action parameters can also be included in the package enabling you, for
example, to build in any user prompts required during the application
install, so that the package can be deployed onto a user’s system without
intervention.

When planning the deployment, you can utilise NetSupport DNA’s
Hardware and Software Inventory features to ascertain the current status
of the assets within your organisation, to ensure compatibility. Similarly
configured systems can be grouped to ensure the rollout is as efficient as
possible.

NetSupport DNA also considers the effect that deploying large packages
across the network can have. Network overheads will naturally increase
as packages are pushed out to multiple Agent machines from the
NetSupport DNA Server. To help ease congestion, you can create a
‘distribution warehouse’ local to the Agent machines. The package is
deployed to the warehouse and nominated Agents are then serviced from
this local 'server’.

1. Click on the Software Distribution icon in the ribbon. The Software
Distribution window will appear.

Note: If the component icons are not visible, click the Home tab.
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In the Tree view, select the level at which you want to view the
Distribution data: company, department, AD container, Dynamic Group or
individual Agent.

The main information window will display a breakdown of distributed
packages for each selected item in graph and list format. To view the
graph in a different format, click the Chart icon drop-down arrow on the
ribbon and select the appropriate format. To print the active view, click
HE

the icon at the top of the Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

For each listed package, a count of successful or failed distributions is
provided. The drill-down lists can be expanded to provide an individual
Agent breakdown for each item.

Note: The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, visit
www. netsupportsoftware.com/support.
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Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query Tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

ueries == Add Query
1 ¥

Delivered Software Packages b ;" Edit Query

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Report E)
Distribution History -

Pages Export

Software Distribution Commands
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Create Software Distribution Packages

1.

Click the Software Distribution icon drop-down arrow and select
{Package Administration} from the menu.

Or

Click the Packages icon in the Software Distribution group.
Or

In the Tools tab, click the Package Administration icon.

The Package Administration dialog will appear. Details of any existing
packages are listed. Any that are checked will be advertised at Agent
PCs.

Software Distribution x

Packages Awailable on

Name » Description Size Installed ... Created © windows 57
Metsupport 12,10 Client  Remate Contral for Client PCs £5.77 MB_£5.77 MB 05 August 2015 | (D) Windows Visa
[¥] Metsuppart 12,10 Control Remote Control for Manager .. 65.77 ME €577 MB  0S August 2015 O W T

(@) Windows 8/8.1
(@ windows 10

@ windows 2003
(@) Windows 2008
(@) windows 2012

Hew. Declete Duplicate

@ Checked Packages are avalable to adverise to Clients

Help

Click New to create additional packages for distribution.

Or

Click Delete if a package in the list is no longer required.

Or

Click Duplicate if you want to clone an existing package. This can be
useful if you need to distribute the same package but with some
additional parameters included. The amended version will be added to
the list.

Available on

Shows the supported operating systems for each individual package. This
can be specified when creating a new package.
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Create New Package

This dialog enables you to specify the files/folders and additional action
parameters to include in the package.

Package Distribution x

IR
r- 5 s
DI- + ﬁ T=
Files Folder Actions  Import  Dpliong
Package Contents
File Mame Date Facked  Installed Size
v ¥

1. Select Files or Folder and locate the file(s) to be integrated into a
package for distribution. The file will appear in the Package Contents
list.

2. Highlight the package and click Actions to add the required
parameters/command line instructions to be run when the distributed
package arrives at Agent PCs. A variety of pre-defined parameters
are also available, including the Copy Command which can be used
to copy files, such as images from their source location to the
specified target folder. Click OK.

3. Click Options and decide whether to distribute the package using
NetSupport DNA's default admin account or an admin user name and
password present on your domain.

4. Select Visible at Agent if you would like to make this package
available to advertise to Agents (applicable to a department and
company only).

5. After installation, the package setup files can be removed from the
Agent machine(s). Select Delete files after install.

6. Click OK.

7. The Test Package dialog will appear. Before storing the package, you
can test it to ensure reliability or, if you are happy, click Save
Package.
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8. Enter a name and description for the package. You can also specify
which operating systems are supported by the package. All are
selected by default. Agents that do not match the specified operating
systems will be excluded from the distribution. Click Finish to
confirm. The package will be sent to the server ready for distribution.

The import facility can be used to retrieve packages from the server for
editing purposes.
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Distribute a Package

Once you have created the required package, it can be deployed to
selected Agents.

1. In the Tree view, highlight the Agent, department, AD container,
Dynamic Group or company that you wish to distribute the package
to.

2. Right-click and select Distribute.

Or

Click the Software Distribution icon drop-down arrow and select
{Distribute} from the menu.

Or

Click the Distribute icon in the Software Distribution group.

Distribute Package x

Packages | Status

Name Siee Desoription Operaling System

Metsuppart 12,10 Client 65.77 MB Remote Control for Q... All
Netsupport 12,10 Control 65,77 MB Remote Control for Ma... Al

[ Inchide Sub Departments Ok Help

3. All packages previously created will be listed. Highlight the required
file. If the required package is not available, you can create it from
here - click New.

4. If distributing to a company, department or AD container, ensure the
Include Sub-departments box is checked if you wish to include all
departments/Agents within that area.

5. Before proceeding, you can check the status of the PCs you are about
to distribute to. Select the Status tab to indicate whether the PCs are
available (green), not available (red) or logged off (amber).
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Packages  Status
PC Address Departrent 05 Status .'A
TEST SALE KEY 200 10.0.0.163 |
INWH330 10.04.28 Adrmin Windows XP Professional @ E
INVH33B 10.0.4.66 Marketing Windows Wista Business (] |
INWH3Z9 10.0.4.47 Marketing Windows 7 Ultimate O E
INVH346 10.04.156  Testing Windows 8.1 Pro x64 0
INWH349 10.0.4.15 Adrnin Windows 7 Professional [/]
INWH3S0 10.0.4.92 Adrnin Windows XP Professional ©
INWH3S1 10.0.4.33 Adrmin Windows 7 Professional O
INWH3S7 10.0.4.38 TechSupport Windows 8.1 Pro x64 @
INWH3SS 10.0.4.26 TechSupport Windows 7 Professional Q
INWH3ES 10.0.4.150  Admin Windows Vista Business []
INWVH3EZ 10.20.1.74  Testing Windows Vista Business 0 =
4 m =

Refresh

[ Include Sub Departments 0K Cancel Help

Click OK. The Schedule Distribution dialog will appear. Indicate
whether the package should be deployed immediately or on a specific
date/time. Delayed deployments can be viewed on the Schedule
Packages dialog. You can enter a number of retry attempts in the
event the distribution fails and also set the interval between the
attempted retries.

In addition, an automatic retry facility allows you to handle failed
distributions for PCs that are turned off or unavailable when the
distribution is sent. This will only apply to failed distributions in the
last 48 hours. You can enable Automatic Retries using the NetSupport
DNA settings option.

If required select Use UDP broadcast to distribute via the broadcast
method.

Note: If using the broadcast distribution method, PCs must be on the
same subnet as the NetSupport DNA Server, otherwise
distribution will fail.
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Send Package 'Metsupport 1210 Client' ta 1 PCs
Send this package
© O o hours 15 minutes
= Oon 1E September 2015 4 107800 z
& @ Now

Fietries

FRetry count i |16 Rty every 0 minutes

Automatic retry is enabled Clients will autarmatically request any
packages that falled within the last 48 haurs.

[[] Uze UDP broadcast

7. Click OK to distribute the package. The distribution window wiill
display the results.

Note: When creating a package, you can specify what credentials
(user name and password) are used when the package is sent
to an Agent. If no credentials have been supplied, then
NetSupport DNA uses the default 'SYSTEM' credentials
(recommended), which allows full access to install MSI
installers and alter files local to the Agent. If the package
requires specific credentials, for example to access a network
resource, you can enter them.

When sending a package and the Agent has any user logged
on:

e The supplied credentials will be used to execute all parts
of the package.

e If the credentials are incorrect, the package will not run
and NetSupport DNA will report the error.

When sending a package and the Agent is logged off:

e The supplied credentials will only be used if access to
network resources is required. All other elements of the
package will use the default credentials.

e If the credentials are incorrect, the package will not run
and NetSupport DNA will not report the error.
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Scheduling a Package

When creating a package for distribution, you can schedule the
deployment for a specific date or time. This would be useful if you want
to distribute files out of office hours. This dialog is used to edit the
properties of scheduled distributions or create new schedules.

1. With the Software Distribution component selected, highlight an
Agent, department, AD container, Dynamic Group or company in the
Tree view.

2. Right-click and select Scheduling.
Or
Click the Software Distribution icon drop-down arrow and select
{Scheduling} from the menu.
Or
Click the Scheduling icon in the Software Distribution group.
3. The Scheduled Packages dialog will appear. Details of any packages

that you have scheduled for distribution will appear, along with the
names of any Agents associated with the package.

Software Distribution X

Scheduled defiveries

Name Description Size  Geheduled Time Reties  Retry Interval New

Metsupport 12...  Remote Control fo 65.77 MB  10:05.05 17 Sep 2015 [u] a Edit

Delete

4 »

PCs scheduled to receive package

PL Name Department
INWHI38 Sworkstations\Marketing

4. Click New to create a new distribution schedule.
Or

Click Edit to amend the distribution details of an existing scheduled
package.

Or
Click Delete if a package in the list no longer needs to be distributed.
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5. Click OK when you are finished.

Advertise a Package

Advertising, or publishing, a package gives Agents the opportunity to
install a package at their convenience. Packages are created in the usual
manner but, rather than being deployed immediately, the setup files are
held at the server and can be 'pulled’ by nominated Agents as required.

1. In the Tree view, highlight the department, AD container or company
that you wish to advertise the package to. The action cannot be
performed at Agent or Dynamic Group level.

2. Right-click and select Advertise.

Or
Click the Software Distribution icon drop-down arrow and select
{Advertise} from the menu.
Or
Click the Advertise icon in the Software Distribution group.
3. The Advertise Package dialog will appear. All packages that have been

created with the Visible at Agent option enabled will be listed. To
create a new package, click New.

Advertise Package x
Packages Advertised
Marme Marme

Netsupport 12,10 Control Netsupport 12,10 Client

Mew

[ Inchude Sub Departments oK Help

4. Select the required package and click Advertise to transfer to the
Advertised box.

5. Select Include Sub Departments if you wish all
departments/Agents below the current level to be included in the
distribution.

6. Click OK.
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Request a Package

Advertised packages can be 'pulled' from the server by Agents using the
Request Package tool.

1. At the Agent machine, right-click on the NetSupport DNA icon in the
taskbar and select Request Package.

2. The Package List dialog will appear, listing all packages available to
that Agent.

Package List ===

Available Packages @

Mame Description Size  Status
il Metsupport 12,,.  Remote Contral fo..,  33.54 MB Advertised

Fetch Close

3. Highlight the required package and click Fetch. The application setup
files will be executed at the Agent. The status of the package will
change to indicate that it has been delivered to the Agent.

Note: Console Operators have the ability to remove an Agent’s access
to request packages by editing the Software Distribution settings.
They can also include 'non' advertised packages in the Package
list as shown above, but Agents can only install advertised items.
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Import a Package

The Import option enables you to retrieve a stored distribution package
from the server with a view to editing the package content.

1. Click the Software Distribution icon drop-down arrow and select
{Package Administration} from the menu.
Or
Click the Packages icon in the Software Distribution group.
Or
In the Tools tab, click the Package Administration icon.
2. The Package Administration dialog will appear.
Select New. The Package Distribution dialog will appear.

4. Select Import. Navigate to the Packages folder, c:\program
files\netsupport\netsupport dna\server\packages, and choose the
required Package. Click Open.

5. If required, click Actions to include additional parameters.

6. Click OK.

7. The Test Package dialog will appear. Before storing the package, you
can test it to ensure reliability or, if you are happy, click Save
Package.

8. Enter a name and description for the package and click Finish. The
package will be resubmitted to the server ready for distribution.

w
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Software Distribution Warehouse

When planning a large scale deployment, consider the effect that it will
have on your network. Packages being pushed out to multiple Agents
across remote networks will naturally have an impact on resources.

To ease congestion, NetSupport DNA enables you to nominate an Agent,
ideally local to the target machines, to act as a 'distribution warehouse'.
When the package is deployed, rather than the server pushing it to each
Agent in turn, it installs at the warehouse Agent, which then distributes it
to the remaining targets.

1.

Click the Software Distribution icon drop-down arrow and select
{Warehouses} from the menu.

Or

Click the Warehouses icon on the Software Distribution group.
The Warehouse Manager dialog will appear.

‘Warshouses
FC Usm Departiment Menbns Add
INVHAZR PCILE Markiting ]
Remave
Flatus
Avnlinble Agents Agerts in\Warshouss
4 NelSupgort 4 NetSupport
4. AD Contanars 4 8D Contaners
ki goun 4k poigrun
4 NatSupportGroup 4 NetSupportGroup
4 MolSupgat Lid # NSt Lid
4 workstations > 4 workstations
Charned A
Commerdal Marketing
Techsupport <
Tisting
MNetsupport Saftware
Servirs
Degartments
[ | e JEEE

Existing warehouse PCs will be listed. Highlight an item to view
Agents currently being serviced by the warehouse and details of
Agents that are available to be added to it. Click Status to display
details of packages currently residing in the warehouse.

To create a new warehouse, click Add. The Select Warehouse dialog
will appear, enabling you to assign an Agent machine to host the
warehouse.
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5. Choose the Agents that will be serviced by the warehouse. From the

'Available Agents' Tree, highlight the required department or Agent(s)
and click * .. To remove an Agent from the warehouse, click < .
6. Click OK.
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NetSupport DNA Application Packager

The NetSupport DNA Application Packager complements the Software
Distribution facility and is ideally suited to situations where the
application to be rolled-out does not have its own 'silent’ install routine.
(If the software to be installed does support silent/automated routines, it
is recommended that these are used.) The Application Packager enables
Operators to record and play back a third party installer. All necessary
keystrokes and mouse movements are stored in a script which is then
played back at Agent PCs without the need for user intervention.
NetSupport DNA’s Software Distribution option is used to push the stored
script out to the required Agent PCs.

Note: The Application Packager can be used to record and play back
“low complexity” product installers. The Application Packager
relies on the same sequence of installer screens being presented
when running the installation on the target machines. Any
unexpected dialogs displayed during play back will result in the
installation process being halted.

If required, a Script Editing tool is provided which enables you to
handle certain differences.

1. To load the Application Packager, select {Start}{Programs}
{NetSupport DNA}{DNA Application Packager}.

2. The Application Packager Welcome dialog will appear. The Application
Packager wizard will guide you through the recording process.

3. Click Next.
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Get Installation Program

Use this dialog to specify the program to be packaged and the directory
to extract the installed setup files to at the Agent PC.

[=] MetSupport DMA Spplication Packager - Get Installation Program @
Browse far the program to be packaged - this is
normally a self extracting file, install data file, or & .mai
file.
| =
Run install program from directary:
(@) From the created setup program
() Fined Directory
=
\ il Add to the package all filez in the directory/sub
& — directories
' 4
| < Back J[ Mexst » ] | Cancel I I Help ]

1. Browse to find the required program setup file.

2. Indicate where the installed program should be run from at the Agent

machines. When pushed to Agent PCs, the .exe file created by the
Application Packager is stored in C:\program files\netsupport\

netsupport dna\Agent\packages. Unless you specify an alternative
fixed directory from which to run the setup in future, it will always be
accessed from the above setup program directory.

3. Select Add to the package all files in the directory/sub

directories, if you require these additional files to be available during

installation. They will be deleted upon successful installation.
4. Click Next.

Get Script File

When the packaged application is pushed to Agent PCs, the actions
required to perform the installation are contained in a pre-defined script.
The script can be created at this stage by running the installation and
having the keyboard/mouse movements recorded or you may have an
existing script which contains the procedure.
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NetSupport DNA’s Application Packager provides a Script Building utility
which can be used to manually create and edit script files.

[=] MetSuppart DM& Application Packager - Get Script File @

Creation of Auta Script File.

A seript file used to automate the installation is
required, The Wizard can create a script by
nning the chosen installation program and using
the oplions you choose, or you can use a
previously prepared script created with the DA
Application Packager Script Builder Program.

@ Create now by iunning install program

(1 Use previously created script file
=

Failure message to display

[ < Back ” Mext > ][ Cancel I[ Help ]

If you are using a previously created script file, browse for the
appropriate *.rscrpt file.

Should the install encounter a problem, you can display a custom
message. Enter a suitable failure message in the box provided.

Click Next.
Create Script

This dialog appears if you have chosen to create the script by running the
install program now rather than use a pre-defined *.rscrpt file.

245



NetSupport DNA v4.40

[=] MetSupport DMA Application Packager- Create Script @

The wizard will run the install program in arder ta
generate the script file.

Press the 'Run Install button to activate this
process and the Finish' button when the
installation program has completed

Rur Install Finish

Mewt » Cancel

Click Run Install to launch the selected programs installer. The
installation will take place in real-time at the Operator’s machine. As you
work through the process, each key depression or mouse movement is
recorded and added to the script file. Remember that this is exactly how
the installation will run at Agent PCs when it is pushed out. If you
inadvertently press a key or select an option by mistake, you can always
edit the script before distributing it to Agents.

When the installation is complete, click Finish.
Click Next to continue.

Additional Files

There may be instances where the specified setup relies on the presence
of additional files in order to complete the installation or there may be a
number of associated application files that you want to bundle with the
setup and make available to users after installation.

Source Directory

Specify the location of the 'additional’ install and/or application files and
indicate whether the content of any sub-directories should be included.

Target Directory
Identify a target directory at the Agent machines to extract the files to.
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Click Next.

Build Options
Name to give created program

Decide where to store the package executable in readiness for
distribution.

Options
Lock Mouse/Keyboard

While the installation is running, you can lock the Agents’ mice and
keyboards to ensure users do not interrupt the automated process.

Allow Cancel Script
Enables Agents to interrupt the installation by pressing CTRL-BREAK.

Password Details

These options enable you to password protect the distributed file and
customise the dialog that appears at Agent machines.

Click Next. The package will now be created.

NetSupport DNA Application Packager - Script Builder

NetSupport DNA’s Application Packager gives Operators the ability to
record and play back third-party installers and is ideally suited for
applications that do not provide a 'silent’ install facility. The Application
Packager guides Operators through the installation, recording the dialogs
that appear and the responses made, the information being stored in a
script.

If you are happy with the recorded procedure, it can be pushed out to
Agent PCs. However, you may feel that an action recorded at the
Operator’s machine may not be required when the installation is run at
Agent PCs or you may have inadvertently made an incorrect mouse click
or key depression.

The Script Builder can be used to edit scripts created in the Application
Packager or you can use it to record new scripts.
1. The Script Builder can be loaded from c:\program files\netsupport\

—
RecorderScript

netsupport dna\console\ " suide
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2. The Script Builder dialog will appear.

= MetSupport DMA Application Packager Script Builder @
Record

é Application: || g
Script File: | g

Start Recording |

Flay Back.

SerptFile: | =
Play | Play Against... |

| Ea. |

Cloze | Help |

Record New Script

Whilst the Application Packager utility provides a convenient wizard that
will guide you through the process of creating the installer script, you can
also use the Script Builder to record the required actions.

Application
Specify the location and name of the required applications setup file.

Script File
Specify a location and name for the new script file.

Click Start Recording to launch the specified setup file. The chosen
applications installer will start and the Script Builder will record the
dialogs that appear and the mouse/keyboard movements that the
Operator executes. The installation is being performed in real-time at the
Operator’s machine but, also remember that this is the process that will
run at Agent PCs when the script is distributed.

When the installation is complete, click Stop Recording.

If you want to review the finished script or make changes in the event
that an action was performed incorrectly, click Edit.
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Edit Script
The Script Builder can be used to play back or edit stored installer scripts.

Play Back

Open the stored script (*.rscrpt file). Click Play to play back the recorded
actions.

You can also test whether an existing script will successfully run against
another setup file - for example, an updated version of the application
already used. Click Play Against and browse for the new setup file.

Playing back the script may identify errors or missing actions. Click Edit
in order to make changes to the script. The Script Editor will appear.

Record Script Editar-ZhSetup rscrpt @

B Recorder =

- Fom - MetSuppart Pratect - InstallShigh Install Program: — [Z:4Setup exe
L4} Click Single

=} D Farm - MetSuppart Pratect - InstallShiel
% Cliek Single Createdt [1201 Wednesday, Juy 2015
£ @ Click Single

=-[7 Farm - NetSupport Protect - InstalShish Last Changed |12.m Wednesday, July 2015
{4} Click Single
+-dl Click Down
L4} Click Up
w4t Click Single

* 4} Click Single Farrn: =00 Minimum Timeout: ’307
=[] Fom - NetSupport Protect - InstallShigh
4} Click Single Click: 400

=[] Fom - NetSupport Protect - InstalShieh Extra TimeOlut 4
T4} Cick Single Key o [+ estimated Time)
=[] Fom - NetSupport Protect - InstallShigh
i @ Click Single
=[] Fom - NetSupport Protect - InstallShigh
i @ Click Single
=[] Fom - NetSupport Protect - InstallShigh
i @ Click Single
=[] Fom - NetSupport Protect - InstallShigh
b dl Click Down
“oq} Click Up
= [ Fom - NetSupport Protect - InstalShigh
@ KeyUp
L@ KeyUp
=[] Fom - NetSuppott Protect - InstalShigh =
‘ m 13

Remove | Add. | AddFomFrom. | Cancel

Description: |

Default Wait Times [msecs] Default Timeouts(secs)

m

The left-hand pane of the window lists details of the recorded dialogs
(Forms) along with any actions performed, mouse clicks etc. As you
highlight each line of the script the right-hand pane displays associated
information.

The sample script above highlights some typical uses of the Editor.
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e The Licence Agreement and Licence Information forms appear several
times indicating that the operator revisited these dialogs in order to
rectify an error. For the final script to run successfully at Agent
machines the duplicated items need to be deleted by clicking
Remove.

e While recording the installer an Existing Installation has been
detected at the operator’s machine. As this may not be the case when
the script runs at Agent PCs you can indicate that the dialog is
optional.

New items can be added to the script if required:

Add
Enables additional actions to be added to a form.

Add Form From

Enables a form to be inserted from another script. Specify the name of
the script file and click Load. The entire script will be displayed from
which you can select the individual form to add.
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SNMP Monitor

Once Devices (such as printers and access points) have been discovered,
they are stored within NetSupport DNA. The real-time data (such as ink
or toner levels) can then be monitored from the console.

1. From the Devices Tree view, click the SNMP Monitor icon in the
ribbon. The SNMP Monitor window will appear.

Note: If the component icons are not visible, click the Home tab.

=] x
-8 N9
tiame aplorer Summary | Categories
Havigatsan " Fiter
= ®
CJ =28 & -
=0 L= = NetSupportGroup - SNMP Inventory - NetSupport
P e Cenices Discovered
Starlard Froperties
i L Find — 7| P Praparty Dascriptisn Cuantity
4[] wetsuceenGrous 12 2
22
)
a2
- 22
* [ 5ales Devices | 31
b [l ensstigaes 18
Dyrarmit G
Deseription Quasitity
#
2
:.
£
=
Interface Propernes
SHMP Property Deeription Chantity
Sead Dans Lrikpanon Ulis wtien of Date Swat s

Nethupgan D4 B Server: 10000097 A Uheri laned

Once the SNMP Devices have been discovered, they will be displayed in
the Tree view.

Note: Devices are grouped automatically in the Tree view according to
the values held in their location properties.

Select the level at which you want to view the displayed data: company,
department, Dynamic Group or individual Device.

The information window will display a breakdown for each selected item
in a list format. The SNMP properties are grouped together into display
="
sections. To print the active view, click the =
Console.

icon at the top of the
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Note: You can create and manage display sections and properties; click
the Display Sections icon in the ribbon.

To limit the amount of data that is displayed in the information window,
you can choose just to view certain SNMP categories. To display a
category, click the Categories icon in the ribbon. Select the required
categories to view and click OK. The information window will display data
just for that category. A yellow header will be displayed advising what
category you are viewing; you can switch categories and clear categories
from here.

To view any leasing or maintenance contracts that have been associated
with Devices, click the SNMP Monitor drop-down list and select {Display
- Contracts} or click the Contracts icon in the ribbon.

To view the status of your SNMP Servers, click the DNA SNMP Server
Status icon in the ribbon.

The frequency at which the server collects data can be adjusted using the
NetSupport DNA settings option.

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Devices or
departments. Right-click on the required item in the Tree view and select
Update or click Update in the SNMP Monitor icon drop-down menu or
ribbon.

Queries

Select the Queries tab to display the Queries window. NetSupport DNA's
Query tool enables you to interrogate the database for records matching
specified criteria. Queries specific to the component currently being
viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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SNMP Alert

NetSupport DNA provides an alerting facility, enabling you to identify
changes to the gathered SNMP data. For example, printer toner falling
below XX%.

Alert notifications can be directed to specified email recipients and/or
active Console users.

1. From the Devices Tree view, click the SNMP Alert icon in the ribbon.
The SNMP Alert window will appear.

Note: If the component icons are not visible, click the Home tab.
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In the Tree view, select the level at which you want to view the displayed
data: company, department, Dynamic Group or individual Device.

The information window will display a breakdown for each selected item
in graph and list format. Listed descriptions can be expanded to provide
an individual Device breakdown for each item. To view the graph in a
different format, click the Chart icon drop-down arrow on the ribbon and
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=)
select the appropriate format. To print the active view, click the oy icon

at the top of the Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

Outstanding alerts are identified against matching Devices on the main
company Tree view. Once alerts have been identified, notes can be added
by an Operator. A full history of all alerts is accessible from the History
feature.

Note: You can show/hide alerts in the Tree view by clicking :!:.

To configure the properties of an alert, select the SNMP Alert icon drop-
down list and click Alert Config.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Note: The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, please
contact our Support team www.netsupportsoftware.com/support.
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SNMP Alert Configuration
This dialog allows you to see the SNMP properties that are available for

alerts.

Polling Alerts

SNMP Propetties avalable for Poling

Name

Bandwidth Utiisation
Recelve Data Liiisation
Send Data Ltlisation
Supply Percentage
Adrrin Status
Inkerface Description
Octets Received
Operational Status
Octets Sent

:hvsica\ Address

Description

Recent Alarts

Agent

Description

Bandwidth Uklisation

Utiisation of Dats Recsived

Utiisation of Dats Sent

Supply Percentage

The desired state of the interface

A teutual string containing information sbout the interface

The tatal number of octats received on the inkerface, including fra...

The current operational state of the interface

The total number of octets transmitted out of the interface, includi...

The interface's address at its orotocol sub-laver

Utiisation of Data Sent based on FOUOctets and iFSpsed properties

|PAddress Walue

Filter

Type = Configure.

A
A
A
A
Intsger
Ocket £
Counte
Tnteger
Counte
Octet £
3

Time Activated

To make the list more manageable, you can filter the properties that are

displayed. Click

To create a new alert or configure existing alerts, select the required

and the Polling Filter dialog will appear.

SNMP property and click Configure.

Details of active alerts will be displayed in the Recent Alerts section.
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Creating a New Alert

SNMP Alert x
Fol Aletts [<riw Poll alert> -]
Propertiss
Mame Send Data Litlization

[¥] ctivate Poll Alert
Matching Properties

SHMP Froperties Send Data Utiisation. *

o Properties cah appear more than once for an agent [via a suffit mechanism) choose which ones to apply the alert ta or all

of them
Activation Method
Activate When Yalue has changed i
Walue:
Agents
Apply to Agents: <4l Section Agents>

Action on Notification
[] Display Popup ‘indow on Consoles

[ Send Email messages

Apply aK

To create a new alert
1. Select New Poll Alert from the Poll Alerts drop-down list. Note: A list

of existing alerts for the selected property will appear in this drop-
down list.

2. A default name will be displayed - amend this if required.

3. Ensure Activate Poll Alert is selected.

4. Select the SNMP properties to apply to the alert. Click

5. Choose in what instance the alert will be activated from the drop-
down list and enter the value, if needed.

6. Select the Devices to apply the alert to. Click

7. Decide on the notification method when the alert is active: popup

window in the Console and/or email message.

Note: You can set up the recipients for alerts in the SNMP Alert
settings.
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SNMP History

The History option enables you to track changes that have been made to
a Device's SNMP Property and also view the Alerting history.

Each time NetSupport DNA gathers data, it compares the current details
against information already held on the server and, if there are any
differences, they are recorded in the history.

1. From the Devices Tree view, click the History icon in the ribbon. The
History Summary window will appear.

Note: If the component icons are not visible, click the Home tab.
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h——

SHMF  SHMP Eisee | Prooetsn

[ This Maeean. | (55 Last et

View Fiter
NETSUPPORT GROUP - SNMP History - NETSUPPORT GROUP
Frinter

= | SHMP Property Dessription Tuantity

Harkar Bupalies Laval The curmans leasd this supohy I8 8 Coursings remainng 19ace H AR JuRph it § retegtecle z

= Eupaly Phecestage Suppsy Farcantage z
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You can view the history at company, department, Dynamic Group or
Device level. Select the required level in the Tree view.

To switch between views, click the History icon drop-down list and select
{Display - Properties\Poll Alerts} or click the appropriate icon in the
ribbon.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Device
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breakdown for each item. The working hours shown can be amended to
suit your organisation in the DNA Configuration dialog. See Console
Preferences - User Interface for further information.

The date/time format displayed in the Console is taken from the machine
where the NetSupport DNA Server is installed. To change the format in
the Console, you will need to change the system date/time format on this
machine. For further information, please contact our Support team

www. netsupportsoftware.com/support.

Note: There may be property changes that are recorded which you do
not wish to track. You can disable items from being displayed in
the Console and delete existing data for items that have been de-
selected. Click the Properties icon in the ribbon.

To limit the amount of data that is displayed in the information window,
you can choose just to view certain SNMP categories. To display a
category, click the Categories icon in the ribbon. Select the required
categories to view and click OK. The information window will display data
just for that category. A yellow header will be displayed advising what
category you are viewing; you can switch categories and clear categories
from here.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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NetSupport DNA Reporting and Analysis Tools
NetSupport DNA provides both on-screen and print optimised reporting.

The on-screen reports/views are provided with supporting bar and pie
charts and "live" drill down capabilities on all key summary data. As well
as reporting on individual devices, users and departments, NetSupport
DNA also features dynamic groups. These are user-defined and are added
to the main company tree. A dynamic group could, for example, be to
identify which PCs are upgradeable and such a group would be created
automatically from those that match the required criteria — such as "all
PCs with more than 'XX' Gb Ram, 'XX' Gb free disk space and XX
processor type" and so on.

Print optimised reports are designed for management reporting and can
be scheduled for creation and output to a specified file location
automatically. All reports include the option to print or export to PDF,
DOC and XLS.

NetSupport also supports custom views for all data; the Query Tool
provides users with an easy interface for defining custom views. The
query tool uses a simple drag and drop field picker, supported with
conditions and sum-based features.

On screen analysis
When viewing one of the components, information will be listed for a

selected company, department, AD container, Dynamic Group or
individual Agent in graph and list format.

Cruses Edge

Cruzer Force

et Diptal USE Hard Drve

Flasnpi
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The data can be displayed in a variety of graph formats by selecting the
appropriate option from the Chart icon drop-down menu.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

Below the graph, the same records are presented in a list format. You can
expand this information for a more detailed overview by clicking E. This
will present all individual Agent records.

Description Quantity

17 Genuine Intel(R) CPU 2140 @ 1.60GHz (x2) 2
+ W Intel(R) Gore(TM) 13-3240 GPU @ 3.406Hz HT (2) 1
4 Intal(R) Cors[THM) i3-4005U CPU @ 1.70GHz HT () 1
& W Intel(R) Core(TM) 13-4130 CPU @ 3.406Hz HT (x2) 2

Intel(R) Core(Th) i2-4150 CPU & 2.50CHz HT (12) a

Export  Print

INVHS52 NSLEIB Aworkstations\TechSupport

IHUHSS3 peipsh AwarkstationsiTechSuppart

IHvHSa7 HSLKDY Lworkstations\TechSupport

4 M IntsI(R) Cors(THM) i5-4440 CPU @ 3.106H: (x4}

0 Intel(R) CorelTM) IS-4460 CPU @ 3.20GHz (14)

+ W Intel(R) Core(THM) I7-3610QM GPU @ 2,306Hz HT (44)
4 [ IntaI(R) Cors[THM) i7-4650U CPU @ 1.70GHz HT ()
+ W Inel(R) Core(TM)Z CPU 4300 @ 1,80GH2 (+2)

+ M Int2l(R) Gore(TM)Z Duo GPU E4400 @ 2.00GHz (12)

=
To print the active view, click the = icon at the top of the Console.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports Window
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window.
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powered by

crystal e

Printed Date: 05/10/2015

Last modified: 05/10/2015

Repaort Description: Physical Disks - Percentage Free Space

INVH357

Logical Drive G File System | e

T 1957 G 11256 b 75.71
INVH359

Logical Drive o File System | e

CE .00 Gh 7uz b 24.73
Logical Drive 3 File System | e

T 435.75 G 156.78 G

g File System e
G 14091 Gb 11336 Gb 76.53
INVH415

Logical Drive & File System MNTFS

S 14895 Gb 61.38 Gb -Iﬂ-

All available reports are provided with options to export as PDF, DOC,

XLS, XML, HTML, CSV and RTF by clicking the Export icon in the ribbon.

Scroll through the report pages using the controls in the ribbon.

Note: You can switch between page layouts and zoom in and out of

reports using the controls on the Status bar.

261



NetSupport DNA v4.40

Query Tool

The Query Tool further enhances the reporting options available within
NetSupport DNA. While on-screen and pre-defined Crystal Reports
provide a wealth of ready-made information, the Query Tool enables you
to tailor the output to meet your specific requirements.

Results can be viewed on-screen, printed or exported. Each stored query
can be attached to the NetSupport DNA component that it relates to
enabling easy on-going retrieval.

1. Click the Query icon in the Tools tab. The Query Tool dialog will
appear, all existing queries are displayed. From here you can create,
edit, delete, run, import and export queries.

Note: You can filter the number of queries displayed to only those in

certain groups. Click ' to specify which query groups to
display. You can create query groups and add queries to a
group in the Query Properties dialog when creating or editing a

query.
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Create a Query

1. From the Query Tool dialog, click New.
Or
From the Console window, select the Queries tab and choose the
appropriate component to attach the query to. Click the Add Query
icon in the ribbon.

Note: You will be unable to change the component the query is
attached to using this method.

2. The New Query dialog will appear. Enter the properties for a new
query.

General

General | Report  Options  Compaonent  Query Groups

I arne:

Copy from: [ T

D escription: A

Help

Name and Description

Enter a meaningful name and description for the query. The name is
added to the drop-down queries list for you to select each time you
want to load the report.

Copy from

To save time, the content of an existing query can be copied and
used to form the basis of the new report. The fields and any
associated criteria can then be edited as required.
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Report

General Report Options Component Query Groups

Report Title

Computers and users who have visited %1 for more than 10 minutes

Note you can embed %1, %2 strings in the report fille to include the parameter
wvalues entered in the report output.

@ Maximum number of Records to display Report Width l:l

{0 automatic).

2 Number of Records to view per page

100

Enter a title for the report; this is what will be included with the final
output. For flexibility, you can indicate that a variable condition is
required to be input at run time using the format %1, %2 etc.

For example:
Computers and users that have visited %1 for more than 20 minutes.

This will allow you to enter a variable condition (for example,
www. netsupportdna.com) when the query is run.

= - o x

=
=
Print

Export

TEST SALE KEY 200 - Website Usage - 13 Rows

Computers and user who have visted ww.netsupportdna.com for more than 10 minutes.

Computer Name Loggad On User URL
JVEEES] PCICNL wvi.netsupportdna.com
INVH3S7 NSLMAS wvi.netsupportdna.com
mvHa1e NSLLME wvi.netsupportdna.com
INVH4SE nsliob vwi.netsupportdna.com
INVH4S7 NSLEQE vwi.netsupportdna.com
INVHS20 PCSDOT vwi.netsupportdna.com
nvHs2E pCscLr wwe.netsupportdna.com
INVHS31 nslkoh wwe.netsupportdna.com
INVHS40 pCIDAW wvi.netsupportdna.com
vHs42 PCIDSW wvi.netsupportdna.com
INVHS44 pCIAON wvi.netsupportdna.com
INVHT4S nsljab vwi.netsupportdna.com
INVHSSS PCIDID vwi.netsupportdna.com
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Maximum number of records to display

Specify how many records to display. This may be useful if you want
to view the 'top ten' or 'top twenty' records.

Number of records to view per page
Enter how many records should be displayed on each page.

Note: This option cannot be used when Maximum number of
records to display has been selected.

Report Width
Generally, the output will automatically fit the page, but you can

specify a character width should you wish to change the display
width.

Options

General Report | Options | Component  Query Groups

Display distinct rows onhy

Display NULLs as smpty

[ Mark as a subquery

[ Display rows with NULL\Empty first column
L] Display in form format

[] Display Discovered PCs

Access
] Read only for other Console Users
[] Hide query for other Console Users

Give ownership of this Query to a differert console user:

Display distinct rows only

Check this option to prevent multiple occurrences of the same record
being included.

In considering the likely output that the query will generate, decide if
you want to exclude duplicate records. All displayed fields must
match for the record to be ignored. In the sample output below,
although 'Marketing' has visited the same website several times, the
inclusion of the active time makes each record distinct. If the active
time wasn't included, you probably would only want one instance of
each record.
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Evaiuation - Internet Actnty - 7 Rows

urL usar Marna InRarmat Activa Tima

wew b gk

266

u
u
i

www bhe gk

www.bbe oo.uk Markating 23 sees

www.bbe oo.uk Markating 27 sees

www.bbe oo.uk Markating 40 secs

Display NULLs as empty
Leave empty fields blank rather than display NULL.

Mark as a subquery

Sub-queries provide a means for running 'opposite' criteria to that
specified in an existing query. For example, you may have a query
that finds PCs that have had a particular hotfix installed. However,
you may equally want to identify which PCs haven't had that hotfix
applied.

In the first instance, create the sub-query and specify the required
condition. For example, PCs that have had hotfix 12345678 installed.

Secondly, create a new query where the condition will ask for PCs
that weren't found in the above example.

Display rows with NULL\Empty first column

If the first column of information for a record is blank, you can choose
to ignore that record.

Display in form format

Ideal for queries that produce minimal output, this option enables you
to list each record in a form style rather than individual rows.

Evaluation - PC Owner - 2 Rows

BC Owner

Computer Mame: [MARKETINGD1

Logged Gn User: [Marketing

Asset Cunen |

PE Guner: [Marketing

Logon Damain Mame: [Marketing0 1

Computer Name: [(P-SP3

Logged ©n Usen [testing

Azsat Ounar: |

PC Ouner: [testing

Logon Damain Mame: [RP-5P3
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Display Discovered PCs

Normally, only users with a NetSupport DNA Agent will be displayed
in the query results. Selecting this option will also include discovered
PCs.

Access
Read-only for other Console Users

Selecting this option will allow other Console users to view the query
but not make any amendments.

Hide query for other Console Users
Hides the query from other Console users.

Note: No other users (including Administrators) will be able to
change the above two properties a Console user has set. The
query can be reassigned to another user to take ownership of
the query. Click Reassign.

Component

General Report Options | Component  Query Groups

Attach this query to @ Component:

Application Metering -
Use with PC Hierarchy
[ Use with User Hierarchy

[] Use form format when single PC/User selected

= Hide first query column if matches single item of tree view
&g (Computer Name when selecting single PC)

Queries attached to Components appear in the main console and display information based on the
curently selected Department, PC/User/SNMP or Dynamic Group

Mote parameters are not permitted for queries attached to components

Attach this query to a Component

You can attach the query to the component that it relates to -
Application Metering, Internet Metering etc - meaning that the output
can be viewed in the relevant information window by selecting the
Queries tab.

267



NetSupport DNA v4.40

Note: Because there is no mechanism for entering parameters via
the Queries tab, do not attach queries to a component if the
title requires a variable. Reports of this nature can only be
run from the Query Tool option.

Use with PC Hierarchy

By default, the query will be used with the PCs hierarchy. Clear this
option if you do not wish to use the query with the PCs hierarchy.

Use with User Hierarchy

Selecting this option allows the query to be used with the Users
hierarchy.

Note: This option will only appear for components that are available
in the Users hierarchy.

268

Use form format when single PC/User selected

When running the query from the Console window, you can highlight
an individual Agent name in the tree to list records for that User only.
In these circumstances, form format can be enabled.

Hide first query column if matches single item of tree view e.g.
(computer name when selecting single PC)

If the first column of the query matches an item in the Tree view,
then this column will be hidden. For example, if the first column in
the query is computer name and you are selecting a single PC in the
Tree view - the computer name column will not appear in the query.

Query Groups

General Report Options Component  Query Groups

Guery Group Membership

Name Hew

[7] Predefined Queries

Uss Query Groups to manags queriss and acoess them via fiters

Help
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Query groups can be created, allowing you to filter the number of
queries displayed in the Query Tool. A default group, Predefined
Queries, will list all existing queries. To create a new group, click New
and enter a name and description for the new group.

Click OK to return to the main Query Tool dialog.

From the Source Fields list, select the items to include in the output.
You can quickly locate a particular source field by typing in the search

box. Click ? to transfer each one to the Display Fields window. You
can transfer all fields in a particular category by clicking . You can

@
view the current values for the field by clicking =1

Note: Double clicking a source field will also add this to the Display
Fields window.

Arrange the Display Fields into the order you want them to appear in

the final output by clicking | *  and bl | you want the output to be
sorted by a particular field, select the item and choose the required
Sort Criteria from the drop-down list.

To customise the displayed fields, click Advanced.

You can interrogate the database for specific records by adding
conditions. Select the source field(s) and click the lower > to
transfer to the Condition Fields window. The Condition Editor dialog

will appear, allowing you to set the conditions. Click Edit to edit an
existing condition.

Condition Editor - Application Start Time

Section ta Test: |DatefTirne -

Conditior: Is equal to -

DataValue

Date Value: 16/5ep/2015 ~ - Time Yalue: 14:45:45 +

M -

(® Data Value

() Database Field Value

Help
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From the drop-down list, select the condition to apply when
interrogating the database to find Agents matching the specified
criteria. The condition can be compared against an exact data value,
a field name or you can enter a custom value.

Notes:

e If trying to identify PCs that were not found in a sub-query,
ensure that the 'not in subquery' condition is selected and choose
the appropriate sub-query from the available list.

e If you have included a variable condition when creating a query,
ensure that the Parameter Value field is selected.

e When adding a date field condition, you can filter the query
results by date by including a global date filter from the Data
Value drop-down list.

The query will be saved when you run it or click OK.

Export a query

1.

2.
3.

From the Query Tool, select the required query to export from the
drop-down list.

Click Export and then click Save.
The selected query will be exported to an .XML file.

Import a query

1.
2.
3.

From the Query Tool, click Import.
Select the file to import and click Open.
The selected query will be displayed in the Query Tool.

Note: You cannot import queries that have been exported using the

Database Maintenance tool.

Edit an existing Query

1.

ahrwN

From the Query Tool, select the required query to edit from the drop-
down list.
Or

Select the Queries tab and choose the relevant component. Select the
query to edit from the drop-down list and click Edit Query.

The related information will appear in the display and condition fields.
Add or remove display/condition fields using the appropriate buttons.

To edit the query properties, click Edit.
All changes will be saved when you run a query or click OK.

270



NetSupport DNA v4.40

Run a Query
Queries can be run from the main Query Tool dialog or, if attached to a
component, from the relevant component tab in the Console window.

Running queries from the Query Tool dialog

1.
2.

5.

Select the Tools tab and click the Query icon.

The Query Tool will be displayed. Select the item to run from the
drop-down queries list. If required, you can edit the properties and
fields before running the query.

Click Run.

Note: If you have included a variable condition in the query, you will
be prompted to enter the value.

The Query Results window will display the output. The number of
records displayed per page is determined by the amount specified on
the Query Properties dialog, in the Number of rows to view at
once field. If you would rather display the records in a continuous
list, click Load All.

[=] Chuery Results [P ol = |
= L3 -
Pt (= Load Al
TEST SALE KEY 200 - Apphcations used for over 1 howr
"
bopscations uied for over 3 hous
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Hame Vassion [Replication Adive Time Application Stast Time Apphication End Thre
LT
3490 daye 17 hes 23 srine 39
HELHETO0Z MELKOD 5.2.3790.395% 24 April 2006 00101137
11 Septembar 2013 16 Septarmbaer 2015
M ECWLRN | Windous Explorar 6.0.6000.16386 |3 days & hee 19 ming 89 sacr
14:10:36 09101126
2 days 33 hes 3% ming 17 11 September 2013 14 Septamber 2015
[y warmin Windous Gxplarar 6.2, 9600,1 7091
s 14113143 09103103
2 days 15 hes 29 ming 41 11 September 2018 16 September 2015
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owionesy w3148
13 September 2013 2015
[T ECWLRN  |Windsus Task Mansger  [6.0.600036906 |16 hrs 1 min 14 sact
17:00:04
18 September 2018 16 Septamber 2015
tanssy pose  |Mirsrsh Outteck 14.0.7297.5000 |10 her 22 ering 46 sass
08135100 15142152
14 Septembar 2018 14 Saptarnbar 2018
0 porcE  |Misoseft Suticok 14071573000 |7 hes 1 mina 36 4o

If required, the output can be

printed or exported.
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Print

By default, only the currently displayed page will be printed. To print
all of the output, click Load All to display the records in a continuous
list.

Export

The output can be exported in XML, HTML or CSV (comma separated
values) format. Click Export to display the Export Options dialog and
select the required format. If using HTML, you can remove images
(the NetSupport DNA logo) from the output. This is similar to the
print option, where only the currently displayed page will be exported
by default. To include all records, check the All Pages option. Click
OK and save the export file to a suitable location.

Running queries from the Console window

When a query has been attached to a component, you can run it directly
from the component in the Console window.

1.
2.
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Select the Queries tab and choose the appropriate component.

The list of attached component queries will appear in a drop-down
list.

Click on the required query. The output will be displayed in the
information window. The results can be refined by clicking on a
department or Agent in the Tree. A single Agent can be displayed in
form format, if the option has been enabled in the query properties.
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Scheduled Queries

The Scheduled Queries tool allows you to create queries and schedule
them to run at a specific date/time or at regular intervals. The queries
will generate reports, which are stored on the Server PC in HTML and XML
formats.

Note: Existing queries cannot be scheduled.

1. In the Tools tab click the Schedule Queries icon.
2. The Scheduler Administration dialog will appear.

Scheduled Actions Query
- User Query Server Repart LIser quety repart name: New
|
| Delete
File prefix for generated query reparts:
Local Server folder to place query reparts;
Itis recommended that this folder is shared to allow access to the
queny repoits.
Schedule Details
First Scheduled Far Fepeated  Last Activated Add..
Corfigure query run notification Configure

3. Click New, enter a user query report name and select Define Query
to create a new query.

4. The New Query dialog will appear. Enter the required properties for
the query and click OK.

Note: ‘Mark as sub-query’, ‘read only for other Console users’ and
‘hide query for other Console users’ will not be available. You
will also not be able to attach the query to a component when
scheduling queries.

5. In the Query Tool, select the source fields to include in the query and
add any conditions.

6. Enter a file name for the generated query report (the date/time is
automatically appended to the filename).
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Specify a valid directory on the Server PC where the reports will be
generated. This directory must already exist and be accessible by the
NetSupport DNA Service.

To schedule the report, click Add. The Scheduled Action times dialog
will appear. Select the date and time you want the report to run and
if this is to be repeated. Click OK to save.

Details of the scheduled times will now be displayed in the dialog and
can be edited or deleted as required.

By default, a Console notification will only be sent if there is an error
when running a scheduled query. Click Configure to choose to be
alerted every time a scheduled query runs and if you want an email
notification to be sent.

Click OK once you are finished.

The generated reports will be available in HTML and XML format in
the directory specified on the Server PC.
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Find PC/User/Device Tool

NetSupport DNA provides a Find PC/User/Device tool, used for identifying
and locating Agents within the PCs, Users or Devices Tree views.

1.

w

No ok

A quick search bar is provided at the top of the PCs, Users and
Devices Tree view, allowing you to enter your search terms. Click

m' . The Find PC/User/Device dialog will appear displaying the
results of your quick search.
Or

Click EI at the top right of the Console to open the Find
PC/User/Device tool.

Search Type: Comguter Name + m

By Computer Hame v | | % Hew Sve s Ditads

Computer Name PC Cwrar PC Departmant 1P Addrass EMal Ackdress

INVHII0 PCICE wworkstationsiadmn 10,0428 E

INvHE3R PCILE CAworkstatiorsiMorketing 10.0.4.66

vHz39 PCICHL workstatiors\Mrkoting 10,0047

INVH346 nslalw workstations\ Testing 10.0.4.156

INVHI4D HELLM «Aworkstations|Admin 10.0.4.15

INVHZO MNSLHIF wywiorkstabonsiAdmin 10.0.4.92

NS PCEWTL workestatore s JUREE <)

IVHAST HELMAS AAworkstatiors\ TechSu., 10.0.4.38

INVH3SS NELAR wordstations\TechSu., 10,0426

BHEES PCWLEN workstationsiAdmn 10.0.4.150 *
Donible ik dnss Find and diploy & i thes i biesaech “m

To perform a more detailed search, select a pre-defined search type
from the drop-down list and then enter an associated value to help
narrow the search. Partial information can be entered if unsure of the

exact details. For example, if searching by computer name, any
computer that starts with “Test”.

You can include additional search parameters by clicking Details.
Click &
A list of matching Agents will appear.

Select the required Agent in the list and click OK.
The Agent will be located and highlighted in the Tree view.
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Create search parameters

If the pre-defined search parameters are limiting, you can create new
queries which will be added to the list for future use. For example, to find
users who have visited a particular website:

1.
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From the Find dialog, click New.
I

| Seawch Iype Tk Used p—
skt i paw + @ F m
¥ Campter Name I il S Diotade
Source Fieidy Condhion Fiekdy
P&
+- B PEC Eformation
54 Eit Operating System
Pt 1dantder
et Togg 3
Assres
BIDS Asset Tag
BICH bretall Dty
EIOS Marnfarturer
105 Serial humber
BIDS Verson
CDJDAD Crine Lkt
Computer Name PC Commen P Cepartimenit 1P Aukess DM ke
NVHI30 RO . lwarkstationsh dmin 10.0.4.20 £
INHAEE HOIRE LAworkstationsiMarkating 100466
AHEED PCICHL AworkstatiorsiMakoting  10.0.4.47
NVHI4E rlalw CworkstatonsiTestng  10.0.4.1%
NI HELLM workstabonshadin 10.0.4,15
A0 HELHOF Aworksbatione Ak 0.0.4.92
BHDSL RCSWTL Aworkstatiorshadein 10.0.4.33
HIS? HELMAS wotkstations\ TechGu,.,  10.0.4.30
INVHTSH NELAR Awarkstations) Tachsu. . L0820
HaEn POWLEN workestatiore) Arkrin 004,150 =
Db chuch a1 e b o Fned o il o L e bestanchy “ ol

From the Source Fields list, select the items to include. You can
quickly locate a particular source field by typing in the search box.

Click 4 to transfer to the Condition Fields window. You can view the

current values for the field by clicking i .

The Condition Editor dialog will appear. Enter the required condition;
multiple conditions can be selected. Click Edit to change an existing
condition.

Click Save As to store the query. Enter a name and click OK. The
new query will be added to the search type drop-down list.

To perform the search, ensure the required query is selected from the
drop-down list. Enter the associated parameter and click &
Matching Agents will be listed.

Select the required Agent in the list and click OK.

The selected Agent will be located and highlighted in the Tree view.
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Acceptable Use Policies

Acceptable Use Policies (AUP) form an integral part of the key information
security policies used by most organisations. It is common practice for
new staff to sign an AUP before using company resources for the first
time, or to confirm they have read any changes to such a policy
whenever it is updated.

NetSupport DNA provides a flexible module to support the delivery and
tracking of AUPs across the enterprise. Policies can be applied to specific
devices for display each time any user logs on, or to users for one-time
display and acknowledgement. The Acceptable Use Policy feature can
support multiple policies, which can then be formatted for clear
presentation. Full tracking and exception reporting is also provided.

1. In the Tools tab, click the Manage AUP icon.
Or
Click on the User Details icon drop-down arrow and select
{Acceptable Use Policies} from the menu.

2. The Policy Management dialog will appear.

Policy Management =

Fuolicies

Marne Description Created On New w
General Staff Policy 17/09/2015
Techricial Suppart Paolicy 17{09/2015

Properties
Agzign thiz policy to a department or uzers
Help

Thig policy has not been sent to any uzers
Cloze

To create a new Acceptable Use Policy
1. Click New and select Blank.
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Note: An example template is provided. You can use or edit this by
selecting New and then From Template.

CoNOGO RN

Enter the required text for the policy and click OK.

The Policy Properties dialog will appear.

Enter the required properties for the policy.

Click OK.

The policy will now be listed in the Policy Management dialog.
To preview policies before assigning them, click Preview.

Click Assign to assign the policy to departments or users.

To assign the policy to departments or users, select the required
policy and click Assign.

Track user acknowledgements

1.
2.

Select the required policy from the list.
Click View.

Note: If the policy has not been sent or acknowledged by any users,
this option will be unavailable.
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The Policy Acknowledgements dialog will appear. From here, you can
see the users who have acknowledged the policy, the date and time
of the acknowledgement and on which PC it was acknowledged.
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Audit Log

NetSupport DNA provides an Audit Log, which allows you to keep track of
actions that Console users have taken within the NetSupport DNA
Console. Console activities such as, when users have logged in and out of
the Console, when components have been enabled or disabled and any
changes to the component settings, are recorded.

Note: You can choose which actions are logged in the Console
Preferences — Audit settings.

1. In the Tools tab, click the Audit Log icon.
2. The Audit Log dialog will appear.

Audit Log x

Console User . Computer . Date 1. Component . Action ¥a
Mark Green Support01 09/01/2017 14:31:18 [=] Console & Console User logged in
Jane Neal DEV03 09/01/2017 14:31:01 3 eSafety o% Component Enabled for.
Jane Neal DEVO03 09/01/2017 14:3052 [ USB Device Cortrol o Component Enabled for...
Jane Neal DEV03 09/01/2017 14:30:41 @ ntemet Metering 14 Settings changedford...
Jane Neal DEV03 09/01/2017 14:29:29 [=] Consols & Console User logged in
Admin DAN-DELL2 09/01/2017 14:28:56 [=] Consale 5 Operator Mark Green ...
Admin DAN-DELL2 09/01/2017 14:28:52 [=] Console &3 Operator Jane Neal mo...
Admin DAN-DELL2 09/01/2017 14:28:39 [] Consols & Console Role Role 13
Admin DAN-DELL2 09/01/2017 14:25:57 [=] Consale £ Console User logged in
Jane Neal DEVO3 09/01/2017 14:25:21 [=] Consale & Console User logged in
Admin DAN-DELL2 09/01/2017 14:24:06 Vault [ vaut opened
Jane Neal DEVO3 09/01/2017 14:23:16 [=] Consale £ Console User logged in
Admin DAN-DELL2 09/01/2017 14:22:58 [5] Consale S Operator Jane Neal mo...
Admin DAN-DELL2 09/01/2017 14:22:50 [=] Consols &2, Operator Mark Green =
Admin DAN-DELL2 09/01/2017 14:22:16 o2 fudt +13 Audt settings changed
Admin DAN-DELL2 09/01/2017 14:22:07 2 fudit 713 Audt settings changed
Admin DAN-DELL2 09/01/2017 14:13:19 [=] Consals & Console User logged in
Admin DAN-DELL2 09/01/2017 11:01:46 [] Consale £ Console User logged in
Admin DAN-DELL2 06/01/2017 16:10:25 [=] Consals £ Console User logged in
Admin DAN-DELL2 06/01/2017 09:54:52 « Remote Control ; Stop viewing MARKET.
Admin DAN-DELL2 06/01/2017 09:54:39 © Remate Cortrol ©) Start viewing MARKET...
Admin DAN-DELL2 06/01/2017 09:38:53 [5] Consale 3, Operator Jane added
Admin DAN-DELL2 06/01/2017 09:38:28 [=] Consols 3 Console Role rew added
Acderien NAK RELLY AC /N1 /AT NB-IE-AT |, [ Conanle noe lnonad in
Export Erint m Help

3. A list of Console users, along with details of the action the user has
taken, in what component and the date and time this occurred will be
displayed. The newest items will be listed at the top.

4. Filters can be applied to each column, select = . A menu will appear,
allowing you to select the items to be displayed.

5. To export the current list, click Export.

6. To print the current list, click Print.

Note: By default, audit entries are kept for thirty days. This can be
changed in the Console Preferences - Audit settings.
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Vault

NetSupport DNA provides a Vault component, allowing you to store any
sensitive or useful information such as passwords, licence details, door
codes, etc. The Vault is a secure area within DNA that keeps all
information centrally. Access to it can be restricted to certain Console
Operators by setting the appropriate Role.

Note: Once data is stored in the Vault, Operators will need to enter their
password to gain access to it.

Add a new entry to the Vault

1. In the Tools tab, click the Vault icon.

2. The Vault dialog will appear. Any existing entries will be displayed.
From here, you can edit, delete and copy the selected entry.

Mame Value Category By User Added Motes Add
:i Back Door Code 457315 Staff Admin 20/01/2017 10:17:46 Edit
[#] Netsupport DM, .. Support Admin 20/01/2017 10:23:26
[ Twitter Login Marketing Admin 20/01/2017 10:23:58  User ni Delete
I Server Room C,,, === Support Admin 20/01/2017 10:24:23 =
[F==lwiFi Code e Staff Admin 20/01/2017 10:20:40  NetSur| Copy
[=]OneDrive Acco,,, Fersssssssssses g Admin 20/01/2017 10:28:22  Email: |
< >

3. Click Add.

4. The Add Item dialog will appear.

Add Item =

Name: OneDrive Account
Type: [ Password ~
Category: Support - Add

Walue:
pbacg45sma7

Notes:
Email: jsmith@pbacademy . co.uk

o] o |
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5. Enter a name for the item.

6. Select what type of item you are adding from the Type drop-down
list.

7. Categories can be defined and assigned to the item, allowing you to
group items together. To create a new category, click Add. It will
then be available for selection from the Category drop-down list.

8. Enter the value for the item, add any information related to it and
click OK.

9. The item will be listed in the main view and the value obscured. To
see this, you will need to select it or mouse over it.

10. Click OK.
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Manage User Accounts

NetSupport DNA allows Operators to manage users that are part of Active
Directory. Operators can see user accounts that have been disabled or
locked and they can reset the account or assign new passwords.

1. From the Users Tree view, right-click on the required Agent and
select Manage User Account.

Note: The first time you access this dialog, you will be asked to enter
your user hame and password.

2. The Manage Directory User Account dialog will appear.

lll.-'ruge_l.}l.'-:dm User Account .

Uzt delads
Doman Ussriames
Tarkstingl WMarketing Marketing
[heposepton
PMaskating Liser

Aol ks
Aot i urlocked
Aot i ehabled Dicabile

Pamd

Mean Pagamed

Confim Pazsword

Fahach | | Chxea

From here, you can see the current user details, change the account state
and enter a new password.
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Chatting to Agents

NetSupport DNA allows you to chat to any number of connected Agents
simultaneously, via a scrolling text window.

1.

P

Highlight an Agent or group of Agents in the Tree view.

Note: The Chat feature is only available from the PCs Tree view.

Right-click and select Chat.
Or
In the Tools tab, click the Chat icon.

The Chat window will appear at the Console and Agent PCs, listing all
Agents included in the chat session.

Y Chat x

=]
Chatting to Department Marketing [%Rl
Inviting MARKETINGO1 [10.0.4.77)... Members
Inviting XP-SP3 [10.0.4.67)... 5
MARKETINGO1 has joined ?mi’;iig:
MARKETINGO1 has joined "—6—"
XP-SP3 has joined & ¥P-5P3

Are yoU experiencing any problems with the Marketing drive?

Enter the required text in the box provided and click Send.

The message will appear at all Agent PCs. The Agent also has the
option to send messages or to leave the chat session by clicking
Close.

The Console can end the chat session by clicking Close.
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Remote Control

DNA's integrated remote control

Based on NetSupport's own remote control solution, NetSupport Manager,
DNA's integrated remote control offers advanced functionality for the
effective management of remote workstations. Watch, share or control
the screen, mouse and keyboard of Agent PCs; transfer files to Agents;
run command line instructions at the Agent using Remote Command
Prompt or PowerShell; remotely view and edit the Registry, and manage
running applications, services and processes.

Notes:

e This is only available in the Education Edition of NetSupport DNA.

e Integrated remote control will not be available for Agents connected
through the DNA Gateway.

NetSupport Manager

Alternatively, a full working copy of NetSupport Manager can be added to
your NetSupport DNA purchase. With 27 years of awards and 15 million+
users, NetSupport Manager is recognised as the best in class for secure,
high performance remote control.

Please visit our website, www.netsupportmanager.com, for more
information.

NetSupport DNA can also be configured to use any third-party remote
control application.

Configure remote control

NetSupport DNA allows an Administrator to view any Agent machine
individually, using the Remote Control tool.

Note: Remote control functionality will not be available for NetSupport
DNA Agents running RDP User sessions.

1. In the Tools tab, click the Configure Remote Control icon.

2. The Remote Control Settings dialog will appear. If you are using the
integrated remote control, ensure the option is selected (the
remaining fields will not be available). Alternatively, you can use an
external remote control application. Click Browse to locate the
appropriate executable and specify the relevant command parameters
for initiating a remote control session with the required Agent PC.
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3. A remote control session can be opened by double clicking on an
Agent in Explorer mode: ensure Double click PC in Explorer to
remote control is selected.

Remote Control Settings x

(® Use integrated remote control

Integrated remote control provides viewing, file transfer, remote registry editing and remote
command prompt/PowerShell

) Use extemal remote cortrol application

Specify the executable and parameters to use for Remote Control

Tokens
¥name¥ Machine name

“address% IP Address

Double click PC in Explorer ta remote control

To launch a remote control session

1. Select an Agent in the Tree view. Right click and select Remote —
Remote Control.

Or
In Explorer mode, double click on the Agent.

Note: By right clicking and selecting Remote, you will also be able to

perform a file transfer, open a remote command prompt and
PowerShell session, edit the registry and manage the Agents
running applications, services and processes.

2. Assuming the target PC has the appropriate software installed, a View

window to the selected Agent will appear at the Console.

Note: You can enable user acknowledgement and show an indicator
at the Agent when a remote session is active in the Remote
Control settings.
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Send a Message

The message tool allows an administrator to send a message to an
individual Agent, department or the company as a whole, by selecting the
relevant choice in the Tree view.

To Send a Message

1. Select an Agent, department, AD container or the company in Tree
view.

Note: The message feature is only available from the PCs Tree view.

2. Right-click and select Message.

Or

In the Tools tab, click the Message icon.
3. The Message dialog will appear.

Please can vou restart your machines,

b Help

Timeout seconds lcon | Exclarnation -

[ Include lower Departments and PC's

4. Enter the message. Decide whether to show the message at Agent
PCs for a specified time. To show how important the message is, you
can select an icon to be displayed with it. If you have selected the
company or a department, check Include lower Departments and
PCs to indicate that sub-departments within that layer of the tree
should also receive the message. Click OK to send.

5. The message will appear at the Agent PCs.
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Agent Status

The Agent Status feature enables a Console user to check that Agent PCs
are powered on. This can be useful when preparing to distribute software.
Information can be retrieved on any machine known to the NetSupport
DNA database.

Note: The end-user PC must have a Wake-on-LAN card installed and be

appropriately configured. The NetSupport DNA Console sends a
Wake-on-LAN packet to the Agent instructing the workstation to
power on.

To power on machines

1.

Select the required company, department, AD container or Agent in
the tree view.

Note: The Agent Status feature is only available from the PCs Tree
view.

Select the Tools tab and click the Agent Status icon.
Or

Right-click and choose Agent Status.

The Agent Status dialog will appear.

Computer Crwran wiorkgroup/Dn.. [P Address MAC Address Flatform DrA Agent Moda ID Intemet Restrictions  Gateway
EnsETooz HELMCE (L4 10.0.0.163 00-10-18-1AE0-37  Access dermed  4.0.0.841 1 cLocads
BElinvnase HNILAR 1.3 10.0.4.20 002268608500 Access demied  4.0.0.641 3 NaLSP2 «Loca»
E oS HELMAS " 4 10.0.4.38 O0-1E-4F-F4FA-BD  Acors derind 400641 4 Fiter Drivie clocds
B a5 sl (L4 10.0.4.44 00-11-43-27-92-7C  Arcess demied 40000641 5 NaLsh2 <Locas
(= LK 3 00,459 SADESOFBEFGA  Access dorwd 4000641 il Fitir Drrecs cLocal>
EmEsz HELPB LK 10,043 44-04-50-C7-75-13  Access demiad  4.0.0541 8 <Loca>
BElirsss popeh 3 10.04.35 44-9A58-C5C5-A0 Access derved  4.0.0.641 9 Fiter Drives “Locad» -
BEranaza redtim LK 10.0.4.74 BA-ACEF-BAITFE  Access corid 400641 i NELSP2 <Locals
B4 rljaby * 3 10.0.4.25 FOAA-14-16-26-74  Accessdemiad  4.000.641 11 Fiter Drtver “Local>
(o] POIDD T3 100,430 ESAEED-FIO8... A dired 400841 12 NS clocaly
Elni4s relalw LK 10.0.4.1%6 00-14-20-94-20-... Accessdemied  4.0.0841 13 Fiter Crives <Local
BElinvrsaz Jothua Ag... LK 10.0.4.131 OO-DCFL-E9-CB-00  Access dersed  4.0.0.641 14 NP2 <Locd>
Emeasor NELDOW e 10.0.4.137 00-0802-E2F2-10  Access cersed  4.0.0.841 15 hELse2 Lo
@]INHB] pipd 10.20.1.74 70-1A-04-3C-10-10 «Loca»
E MG HELLM LK 10.0.4.15 O0-14-AD58-67-TF  Acceds deried clocaly
Erares POWLRN LK 10.0.4.150 00-24-E0-17-35-47 Accessdemied  4.0.0.841 pl:} haLse2 «Locas
@ ranzn MELHF '3 LA G O0-18-A0-96-55.,,.  Access dornsd cLocals
Emevasy PCSVTL X 10043 00-14-A0-98-04-... Access dersed  4.0.0.641 20 NP2 <locd>
@J.h’n"H.HU Vermin w 10.0.4.125 T4D4I5HF1E-94  Acceds dersed <Locd>
Erasaz PCIDSW [F 4 10.0.4.115 T4-D4-3SB0-60-51  Access deried  4.0.0641 = Fitor Driver clocas
B+ PCIAOH L3 10.0.4.12 7404-35-DE-AB-DE  Access demsed  4.0.00841 23 <Locals
Powett On Femat Close Heo

If any of the PCs are not currently powered on, only the IP and MAC
addresses will be displayed.

Highlight the required PCs (multiple machines can be selected) and
click Power On.
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6. The NetSupport DNA Agent can also be restarted from this dialog.
Highlight the required PCs and click Restart.

Note: A power schedule can be set, allowing you to automatically power
on and off machines at certain times on set days. See NetSupport
DNA Configuration - Energy Monitor Settings.
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Creating barcode labels

NetSupport DNA provides a QR code label creation facility, including
support for custom details. The NetSupport DNA Mobile Console app
includes a QR code scanner to help instantly identify any PC, either from
an on-screen QR code displayed by DNA, or from a label fixed to the
device.

To print barcode labels

1. Inthe Tools tab, click the Barcode drop-down list and select {Print
PC Barcodes}.

2. The Print barcode stickers dialog will appear.

Print barcode stickers x
Hierarchy Frint barcodes for Label
a-F  NETSUPPORT GROUP Mame Address - 18 Labels per sheet MEE 2
B SD c”;:a‘"zs Clwingrvogsam  10.20.1.76 Labels per page =
=2 Departmen L wIN-PWMKTWROHYT  10.20.0.228 Aoross 3
- COMMERCIAL
N Crmse 10.0.4.110 Down [
& saes > Crma 10.20.1.134 |z Skip 0
kY < Cnirest-2 10.20.0.245 Lahel dimserisl ne
>~ Q@ TESTING (] Width 63.50
NKTEST-1 10.20.1.19
K & Height 4660
b WORKGROUP e MATEMENCD, . e Left margin 370
CImatr vogazro 10043 Y et 870
Clre1rs 10.20.1.147 Horizortal gap 200 >
Cloon 10.20.1.142
DEMO2 10.20.1.141
Placaas Ry
il i }
["11ndude PCs in sub-departments Page count : 1
Prirter Preview
HP Officeiet Pro 8500 TR
(Network
= wincTBvossavT | 3] winFanTWROHYT | ] ToeHPZ
[EIgyE |00 [Of=A0)
Additional information = f"
= 1% =
FORUEDLET 2Ty Support 01778 382270 ‘Support 01778 382270 Support 01778 382270
E NKTEST-2 E NKTEST-1 E MATT-WIN1D
Use this to show yoLr company name or support
contact details on the label E:EE EEE @E
L% o - oL
Frint Done

3. From the Hierarchy, select the company, AD container, department or

users to create a barcode for by selecting > . You can include all
Agents within a company, AD container or department by selecting
Include PCs in sub-departments.

4. Decide how many labels you want to print per sheet and the label

size. Click + to create a custom sheet.

5. Select which printer to use and, if required, add any additional
information to the label. A preview of what the sheet will look like will
be displayed.

6. Click Print.
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Database Maintenance

In order to maintain the NetSupport DNA database at a manageable size,
it is recommended that you delete/archive historical or unwanted records
on a regular basis. The Database Maintenance utility enables you to
purge the NetSupport DNA database of redundant data and applications,
remove Agent PCs that are no longer in use and create backups of key
data using an export/import facility.

Note: You can limit the number of Console Users who have access to
this facility by assigning Operator (rather than Administrator)
rights when creating Console Users.

1. In the Tools tab, click the Database Maintenance icon. The
Database Maintenance dialog will appear. Select the appropriate tab.

Data Size

This tab displays the number of records and data size for eSafety*
(phrase matches, screen shots and screen recordings), Internet and
Application metering, providing you with the information needed to keep
the NetSupport DNA database at a manageable size.

Database Maintenance x

Data Size Delete Data Delete PCs  Delete Users  Delete Applications  Delete Installed Programs  Delete Documents  Export Data Import Data

Data Records Size:
esafety Phrase Matches 6246 1672MB
eSafety Screen Shots 32 6560 MB
eSafety Screen Recordings 4 L34Me
Internet Metering 1034459 342760 MB
Application Metering 235076 102064MB

* The eSafety component is only available in the Education Edition of
NetSupport DNA.
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Delete Data
This option enables you to delete records from the NetSupport DNA
Database tables based on a specific cut-off date.

Notes:

e If you are in the Devices Tree view, you will see data relating to
SNMP devices.

e In the Education Edition of NetSupport DNA, an option for eSafety-
triggered phrases will be displayed, allowing you to remove data
relating to keyword and phrase monitoring.

Database Maintenance x

Data Size | Delete Data = Delete PCs  Delete Users Delete Applications Delete Installed Programs  Delete Documents  Export Data Import Data

Database Tables

Intemet Metering [+ Application Metering
History Tables Logon Sessions
Inventory History Power Sessions
User Data History USB Device Use
o] Mlert History Print Cost Data
[w] Conscle Logons Software Distribution
eSafety tiggered phrases
Cut off date
Diata posted before this date will be removed 09/Aug /2016 ~

Calculate number of records deleted

1 Note the data will be permanently lost. | is recommended that you backup the data if you want to examine it in

the future. This can be done using the export faciity.

1. Select the database tables to include in the purge.

2. Choose the required 'cut-off' date. All records logged prior to the
specified date will be deleted.

Click Delete and confirm that you wish to proceed.

4. A confirmation dialog will appear indicating how many records have
been deleted.

w

Note: If you don't wish to know the number of records deleted in the
final confirmation dialog, un-check Calculate number of records
deleted.
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Delete PCs

As your installation base changes, you may find that managing licence
levels becomes difficult because the database is holding details of Agent

PCs

that are no longer in use. This option enables you to 'retire’' PCs and

remove any related data.

Database Maintenance x

Data Size Delete Data | Delete PCs  Delete Users Delete Applications  Delete Installed Programs  Delete Documents  Export Data |Import Data

Available PCs FCs to delete

4 3 1 13

Archive the data

Delete comesponding user record (but only if the user owns just this PC)

v MetsupportLtd a [l TEST KEY INTERNAL USE ONLY
v workstations ~ |l 4D containers
Admin v-[[] 68Rnetsupport.net
Channel v D NetSupportGroup
Commercial v D NetSupport Ltd
E.\retturs > ~-0 grks:ﬁnkzz
nance Vo lart ing
Marketing < Id  mwHs70 (PeIie)
1 InvH33e
[d mwH4s ¢
LD mvHass

LT mwHas7 @
[ ProductServices

O

TechSupport -

.Ona00n

Note the data will be permanently lost. You are recommended to backup the data if you want to examine the

data in the future. This can be done using the export facility. ¥ Delate
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From the Available PCs list, select the PCs to remove. This can be
done by individual PC, department level (if multiple PCs are to be
removed) or by Dynamic Group.

Click ? to add the selected items to the PCs to delete list.

Individual PCs can be removed from the list by clicking € Thisis
useful if not all machines within a department are to be deleted.

If you do not want to permanently lose the data, you can store the
records in an archive file. Ensure the Archive the data option is
checked.

If required, you can also delete the corresponding user data with the
PC, if the user is the owner of only this PC. Ensure the Delete
corresponding user record option is checked.

Click Delete. If archiving, you will be prompted for a file name and
location. The data is copied to the archive but remains in the
database. Once archiving is complete, you will be prompted to
continue with the deletion.
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Delete Users

You may find the database is holding details of users that are no longer
required. This option enables you to delete users and remove any related

data.

Database Maintenance x

Data Size Delete Data Delete PCs | Delete Users Delete Applications Delete Installed Programs  Delete Documents Export Data Import Data
Auvailable Users Users to delete

v stf - v [l TESTKEY INTERNAL USE ONLY
455 MSL Admin Dept i | AD Containers
; NSL Business Development Depl i w-[] cBR.netsupport.net
MSL Channel Dept v D NetSuppor tGroup
MSL Commerdial Dept v D MetSupport Ltd
MNSL Directors Dept v stff
WSL Finance Dept w--[] ML Marketing Dept
NSL Marketing Dept > iy JNeal (1.Neal)
C.lovesey (C.Lovesey) unassigned
E.Elmore (E.Elmore) <
k.hall (k.hall)
L.Brown (L.Brown)
Lbury {.bury)
H 5.Shorter (S.5horter)
D MSL Product Services Dept
D MSL Technical Support Dept -
4 3 4 3

e

oooooo

BoBagogagato

1 Note the data will be permanently lost. You are recommended to backup the data f you want to examine the

= . datainthe future. This can be done using the export facility.

1. From the Available Users list, select the users to remove. This can
be done by individual PC, department level (if multiple PCs are to be

removed) or by Dynamic Group.

2. Click ” to add the selected items to the Users to delete list.

Individual users can be removed from the list by clicking €. This is

useful if not all users within a department are to be deleted.
3. Click Delete.
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Delete Applications

This tab enables you to remove applications from the NetSupport DNA
database that are no longer referenced by any Agent PCs. Any application
that is not referenced in the Application Metering or Software Inventory

components will be listed for possible deletion.

Database Maintenance x

Available Application Groups

Adobe Ilustrator CC 2015
Adobe Ilustrator CC 2015
Adobe Media Encoder CC 2015.0
Adobe Premiere Pro CC 2015.0
AirPlay Mirroring Target
Alertwatcher

Alertwatcher
analysestoragestats
analysestoragestats
analysestoragestats
analysestoragestats
analyselUDPstats
analyseudpstats.exe

AutoPico

Banafter

Bluetooth File Transfer Wizard
coe.exe

CertUtil.exe

CheckLanguages
CheckLanguages

! be done using the export facilty.

Data 5ize Delete Data Delete PCs  Delete Users | Delete Applications | Delete Installed Programs  Delete Documents

Application Groups to delete

Export Data Import Data

Note the data will be permanently lost. You are recommended to backup the data ff you want to examine the data in the future. This can

X

Help

1. Click Load to display the applications in the Available Application
Groups list. Select the applications to be deleted. Multiple items can

be selected.

2. Click ? to transfer the selected items to the Application Groups to

Delete list.
3. Click Delete.
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Delete Installed Programs

This tab enables you to remove installed programs from the NetSupport
DNA database that are no longer referenced by any Agent PCs. Any
installed program that is not referenced in the Application Metering or
Software Inventory components will be listed for possible deletion.

Database Maintenance X

Data Size Delete Data Delete PCs  Delete Users Delete Applications | Delete Installed Programs | Delete Documents  Export Data Import Data

Ayazilable Installed Programs Installed Programs to delete

7-Zip 15.10 beta -
Access Manager 2

Adobe Acrobat DC

Adobe AIR

Adobe Audition CC 2015

Adobe Creative Cloud

Adobe Creative Cloud

Adobe Creative Cloud

Adobe Dreamweaver CC 2015

Adobe InDesign CC 2015
Adobe InDesign CC 2015
Adobe Lightroom

Adobe Media Encoder CC 2015
Adobe Photoshop CC 2015
Adobe Premiere Pro CC 2015

Adobe Reader X (10.1,13)
Adobe Reader X (10.1.4)
Adobe Reader X1 (11.0.03) 2

Mote the data will be permanently lost. You are recommended to backup the data if you want to examine the data in the future. This can
be done using the export facility. :g{

1. Click Load to display the installed programs in the Available
Installed Programs list. Select the installed program to be deleted.
Multiple items can be selected.

2. Click ? to transfer the selected items to the Installed Programs to

delete window.
3. Click Delete.
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This option enables you to delete documents from the NetSupport DNA

database.

Database Maintenance x

Documents stored on database
Name Size
[ android lease contract.... 13170 bytes
[ HP maintenance contra... 28258 bytes
Smartplan lease contra... 27160 bytes

Type

Hardware contract
Hardware contract
Hardware contract

Data Size Delete Data Delete PCs  Delete Users  Delete Applications  Delete Installed Programs | Delete Documents

Usage

Contract : Support Contract
Contract : Support Contract
Contract : Support Contract

Export Data Import Data

XK Delete

Close Help
[ oo |

1. Select the documents you wish to remove.
2. To view documents before you remove them, click View.
3. Click Delete and confirm that you wish to proceed.
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Delete SNMP Devices

You may find the database is holding details of Devices that are no longer
required. This option enables you to delete Devices and remove any
related data.

Database Maintenance x

Delete Data | Delete SMMP Devices | Delete MIBs  Export Data Import Data

Available SNMP Devices SNMP Devices to delele
a TEST SALE KEV 200 4 -TEST SALE KEY 200
4 -Departments 4 Departments
>+ Channel{Bus Dey Office 4 -Hades Server Room
H Hades Server Room MSLSWO1 (10,0.0,251)

Cisco3S60% (10.0.0,254)
NSLSWOZ (10.0.0,.252)
> WetSupport House
PCIPRINTER 2
> test
L0 unknown
> unassigned
- Dynamic Groups

Note the data will be permanently lost. You are recommended to backup the data if you want to examine the data in the future.

1\ This can be done using the export Facilty X Delsis

1. From the Available SNMP Devices list, select the Devices to remove.
This can be done by individual Device, department level (if multiple
Devices are to be removed) or by Dynamic Group.

2. Click ? to add the selected items to the SNMP Devices to delete
list. Individual

3. Devices can be removed from the list by clicking X . This is useful if
not all users within a department are to be deleted.
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Delete MIBs
This option allows you to delete MIB files that are no longer required.

Database Maintenance x

Delete Data Delete SNMP Devices | Delete MIBs | Export Data Import Data
t4IBs available for delstion

Mame

Only MIB Files which have been removed from all the SMMP Servers will be available for delstion

Heln

Note: For a MIB to be available for deletion it must be deleted from the
device and the data must be removed from the NetSupport DNA
database.

1. Select the required MIB from the list and select Remove Selected
MIBs.
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Export Data

This option enables data in the NetSupport DNA database to be exported.

This can act as a secure backup in the event of a database corruption or
it can be imported to another database.

Note: If you are in the Devices Tree view, you will see data relating to
SNMP devices.

Database Maintenance X

Data Size Delete Data Delete PCs  Delete Users  Delete Applications Delete Installed Programs  Delete Documents | Export Data Import Data

Available PCs PCs to export

-] Finance - - [ TEST KEY INTERNAL USE ONLY
v Marketing vl AD Containers
I mwHa18 (NSLLME) ~-[] GeRr.netsupport.net
INVHA56 (nsliob) v NetSupportGroup
A INVH457 (NSLECE) > v..[[] NetsupportLtd
[ INVHS70 (FCIILE) v .. Workstations
[ Froductservices < ~ -] Marketing
: O rechsupport I mwH33s (Peic)
» -] MetSupport Software
i D Servers -

PC Export Data Categories System Data Categories
User Data Intemet Metering [] User Queries [1Web Site Info
Hardware Application Metering ] Dynamic Groups

Software Logon Sessions [1 Applications

History Power Monitor [ Custom User Pages

Date Filter... 2 Export

PN R

o

In the Available PCs Tree, select the Agent(s) to export data from.

Click  * to transfer to the PCs to export window.

Deselect any data categories that you do not wish to include.

You can further limit the amount of exported data by applying a Date
filter.

Indicate if any additional system data is to be included. In the case of
Applications and Custom User pages, click |~ and select the items to
include.

Click Export when ready. Enter a name for the .XML file that will be
created. You will be prompted to enter a suitable description. This will
help identify the data, if re-importing.

Click OK. A confirmation message will appear when the export is
complete.
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Import Data
This option allows you to import data that has previously been exported.

Database Maintenance x

Data Size Delete Data Delete PCs Delete Users Delete Applications Delete Installed Programs Delete Documents  Export Data  import Data

Import File: ‘ C:\Users\testing\Documents\DNAArchive.xml |

Details

Exported At: 08 November 2016 09:26:24
DBVersion="4,40" PCs; Total 1

PC Categories: User Data - Hardware - Software - Internet Metering - Application Metering -
Software Distribution - History - Power Monitor - Logon Sessions

Desaription:

3 import

1. Click |-!and browse for the required export file.
The Details window will provide a summary of the file content.

3. Click Import. If there are potential clashes between the data being
imported and information already present, you will be prompted to
take appropriate action.

PC MARKETINGOT' already exizts

N

Select Action

(@ Overwiite PC details on database

1 Leave core PC data - process the component data

(1 Skip import of all data relating to this PC

[ Uze zelected aption for all futher PC clashes

Help
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Overwrite PC details on database
Continue importing the data, replacing information currently held in
the database.

Leave core PC data - process the component data
Only import component related data, Internet Metering, Application
Metering etc. Existing user/PC details will not be overwritten.

Override history data rather than Append
The history data will be overridden instead of appended.

Skip import of all data relating to this PC
Cancel the import.

Use selected option for all further PC clashes
Set the chosen option as the default for future procedures.

A confirmation message will appear when the import is complete.
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NetSupport DNA Agent Window

The Agent window provides Agents with a status of key components that
can affect them, along with an overview of NetSupport DNA.

Note: The Agent window is only available for NetSupport DNA Windows
Desktop Agents.

When an Agent right-clicks the NetSupport DNA Agent icon in their
system tray, a list of options will be displayed.

From here, the Agent can:

open the main Agent window

report a concern*

access safeguarding resources™*

see if a power schedule is in force

request a package

see any USB Device approval requests

edit user details (this option can be disabled in the Console).

To open the main Agent window, select About DNA from the list.

[E] About NetSupport DNA X

- Scan this code with the NetSupport
]

Approved USB devices E E DNA Maobile Console App to see

Allowed hardware and software inventory

details, recent hardware and

I software changes and outstanding

&
i MNon-approved USB devices alerts
E@ Blocked E
G) Power Management Mame MARKETING-WIN1D
5 ¥ ill be | d off tod it 17:00
bl e et Server MARKETING WIN10
. Last Connection 15 Jun 2016 14:32:22
Safeguarding
Reh Identifier 1
I:l Explorer
—_— Thumbnails of your screen can be
viewed
Version 4,30.0.673
Copyright {c) NetSupport Ltd 2016 Status

The Agent is provided with details of NetSupport DNA and the Server they
are connected to. They can see the status for approved and non-
approved USB devices, if a power schedule has been set, if safeguarding*
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(reporting a concern and phrase monitoring) is active and the status for
Explorer mode. A QR code is displayed, which can be scanned by the
NetSupport DNA Mobile Console. This enables technicians to identify the
PC and see the hardware and software inventory details, recent hardware
and software changes and any outstanding alerts.

The Agent can see the current status for each of the components by
clicking Status.

* These features are only available in the Education Edition of NetSupport
DNA.
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CONTACT US

UK & International

www.netsupportsoftware.com

Technical Support: support@netsupportsoftware.com
Sales (UK & Eire): sales@netsupportsoftware.co.uk
Sales (International): sales@netsupportsoftware.com

North America

www.netsupport-inc.com

Technical Support: support@netsupport-inc.com
Sales: sales@netsupport-inc.com

Canada

www.netsupport-canada.com

Technical Support: support@netsupportsoftware.com
Sales: sales@netsupport-canada.com

Germany, Austria and Switzerland
www.pci-software.de

Technical Support: support@pci-software.de
Sales: sales@pci-software.de

Japan

www.netsupportjapan.com

Technical Support: support@netsupportsoftware.com
Sales: sales@netsupportjapan.com
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about NetSupport DNA, 11
acceptable use policies, 277
settings, 105
active directory, 81
add non standard hardware, 142
add remote user, 142
agent
add to department, 85
chat, 283
find user, 275
power on, 287
request package, 239
settings, 92
window, 302
agent gateway configurator, 51
agent settings, 92
agent status tool, 287
agent window, 302
alerting, 197
active alerts, 205
alert manager, 201
closing alerts, 206
console alerts, 204
dna server alerts, 204
group definitions, 203
history, 207
pc alerts, 200
setting up alerts, 202
settings, 103
alerts, 197
application groups, 162
application metering, 219
apply restrictions, 222
configure settings, 100
application packager, 243
script builder, 247
approved application lists, 222
approved web site lists, 216
archive data, 290
audit
settings, 120
audit log, 279
automatic agent discovery, 75
barcodes, 289
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bind users, 132
block internet sites, 97
change pc owner, 132
chatting to agents, 283
client
configure settings, 92
closing alerts, 206
complex passwords, 65
concerns, 185
add contacts, 193
adding notes, 195
archiving, 196
managing contacts, 192
reporting, 190
safeguarding resources, 188
configure DNA settings, 91
configure remote control, 284
console
chatting to agents, 283
configure DNA settings, 91

create additional operator logins, 63

create departments, 83
create dynamic groups, 86
create roles, 66

discovery & deploy tool, 68
find user tool, 275
installation, 33

login, 58

monitor application usage, 219

monitor internet usage, 213

move agents between departments, 85

remote control an agent, 284
run query, 271
screen layout, 59
starting, 58
user details, 126
console alerts, 204
console preferences, 113
active directory settings, 117
audit, 120
auto discovery, 119
email settings, 118
general, 114
user interface, 115
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console roles, 66
contact NetSupport, 304
contracts, 150

create

approved & restricted application lists,

222

approved & restricted web site lists,

216
console logins, 63
departments, 83
dynamic groups, 86
non windows based PC, 142
query, 262
reports, 259
roles, 66
warehouse, 241
create or edit roles, 66
creating barcode labels, 289
crystal reports, 259
custom user details, 133
database
installation, 33
maintenance, 290
database maintenance
data size, 290
delete applications, 294
delete data, 291
delete documents, 296
delete installed programs, 295
delete MIBs, 298
delete PCs, 292
delete SNMP devices, 297
delete users, 293
export data, 299
import data, 300
database wizard, 39
delete
PCs from database, 290
records from database, 290
delete users, 290, 293
departments
add agents, 85
change properties, 84
create, 83
deploy
deploy tool, 69
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options dialog, 71
Windows Vista, 74
Windows XP, 73
deploy agent, 68
device discovery, 78
discovery
automatic agent discovery, 75
devices, 78
discovery & deploy tool, 68
display sections, 79

distribution. See software distribution

dna agent window, 302
dna gateway, 49
agent gateway configurator, 51
server gateway configurator, 50
status, 49
dna server alerts, 204
dynamic groups, 86
editor, 88
edit
application groups, 162
department properties, 84
DNA settings, 91
query, 270
user details, 130
edit installed programs, 159
energy monitor, 209
energy monitor settings, 93
esafety, 172
phrase monitoring, 173
phrase monitoring settings, 108
report concern settings, 106
reporting a concern, 190
safeguarding roles, 194
vulnerable students, 128
eSafety
concerns, 185
keywords and phrases, 176
existing installation, 38
explorer, 122
settings, 103
export
database maintenance, 299
features, 13
install server & console, 33
installing, 30
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file extensions
software inventory scan, 101
find user tool, 275
gateway, 49
agent gateway configurator, 51
server gateway configurator, 50
status, 55
getting started
console screen layout, 59
create departments, 83
start console, 58
group definitions, 203
hardware
contract manager, 150
peripherals, 146
hardware inventory, 139
add non standard hardware, 142
configure settings, 93
history, 207
include peripheral devices, 142
hide/show agent icon, 92
history window, 207
housekeeping, 290
import
database maintenance, 300
software distribution package, 240
stand alone or remote PC, 142
installation, 24
command line installation, 47
custom, 30
existing, 38
install server & console, 33
planning, 24, 25
reconfigure install options, 39
register license using DNA database
wizard, 43
select enterprise type, 37
select setup type, 29
sql server, 32
starting, 28
upgrading, 56
using the DNA database wizard, 39
web server, 34
installed programs manager, 156
integrated remote control, 284
integration with active directory, 81

internet metering, 213
apply restrictions, 216
block sites, 97
configure settings, 97
introduction, 11
DNA packs, 23
features, 13
inventory
hardware, 139
software, 152
keyword and phrase monitoring, 173
creating, 178
licence levels, 156
licence management, 160
license registration
DNA database wizard, 43
load console, 58
logging in, 58
manage user accounts, 282
merge
application groups, 162
merge installed programs, 157
message
send to agents, 286
metering
monitor application usage, 219
monitor internet usage, 213
mobile console, 57
monitor application usage, 219
monitor internet usage, 213
monitor printing, 224
move agents between departments, 85
NetSupport contact details, 304
NetSupport DNA
application packager, 243
DNA purchase packs, 23
features, 13
installation, 24
remote control, 284
reporting, 259
settings, 91
system requirements, 24
non scanned hardware, 142
package. See software distribution
password
using the DNA database wizard, 39
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pc alerts, 200
peripheral hardware, 142
phrase cloud, 183
phrase monitoring, 173
adding new, 178
export, 179
import, 179
keywords and phrases, 176
phrase cloud, 183
review, 181
settings, 108
planning an installation, 24
planning and installation, 25
power on agent PC, 287
pre-requisites, 24
print monitor, 224
configure print costs, 226
settings, 97
properties
departments, 84
purchase packs, 23
QR codes, 289
queries
scheduled queries, 273
query tool, 262
edit query, 270
run query, 271
reassign agents to departments, 85
reconfigure install options, 39
redirect blocked sites, 97
remote control, 284
settings, 105
report concern
settings, 106
reporting a concern, 190
reports, 259
request user details, 130
resource scan, 101
restrict application usage, 222
restrict internet usage, 216
restricted application lists, 222
restricted web site lists, 216
roles, 66
run console, 58
run query, 271
safeguarding, 172
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roles, 194
safeguarding roles, 194
scan
for specific file types, 101
scheduled queries, 273
screen layout
console, 59
screen recording, 182
script builder, 247
secure area, 280
secure mode, 65
select features to install, 30
send message, 286
server gateway configurator, 50
server installation, 33
settings, 91
acceptable use policies, 105
agent, 92
alerting, 103
application metering, 100
client, 92
console preferences, 113
energy monitor, 93
explorer, 103
hardware inventory, 93
internet metering, 97
phrase monitoring, 108
print monitor, 97
remote control, 105
report concern, 106
show/hide agent icon, 92
software distribution, 102
software inventory, 101
USB device control, 99
user details, 95
show/hide agent icon, 92
SNMP
alert, 253
alert configuration, 255
alerting settings, 111
configuration settings, 110
creating alerts, 256
discovery, 78
display sections, 79
history, 257
history settings, 112
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monitor, 251
monitor settings, 111
server configuration, 53

SNMP alerts, 253
configuration, 255
new alerts, 256

SNMP history, 257

software distribution, 228
advertise package, 238
agent request package, 239
application packager, 243
configure settings, 102
create package, 232
distribute package, 234
import package, 240
package admin, 231
scheduling a package, 237
script builder, 247
warehouse, 241

software inventory, 152
application groups, 162
configure settings, 101
edit installed programs, 159
for non scanned users, 142
history, 207
installed programs manager, 156
licence levels, 156
licence management, 160
merge installed programs, 157
resource scan, 101

start console, 58

starting a DNA installation, 28

summary screen, 121

system requirements, 24

thumbnails, 122

tools
agent discovery & deploy, 68
agent status, 287
chatting to agents, 283
database maintenance, 290
find PC, 275
find user, 275
query tool, 262
remote control, 284
send a message, 286

track inventory changes, 207

tree view
add new department, 83
add non scanned items, 142
change pc owner, 132
create dynamic groups, 86
find user, 275

update install details, 39

upgrading from existing dna versions, 56

USB device control, 166
registering USB devices, 169
settings, 99
USB device details, 170

user defined fields editor, 133

user details, 126
bind users dialog, 132
change pc owner, 132
customise, 133
edit, 130
settings, 95
show welcome page, 95

vault, 280

view agent remotely, 284

vulnerable students, 128

warehouse, 241

web metering, 213
apply restrictions, 216
settings, 97

welcome to NetSupport DNA, 11

window
alerting, 197
application metering, 219
console screen layout, 59
energy monitor, 209
hardware inventory, 139
history, 207
internet metering, 213
software distribution, 228
software inventory, 152
summary, 121
user details, 126

wizard
application packager, 243
DNA database wizard, 39
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